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About This Guide

This OmniSwitch AOS Release 6 CLI Reference Guide is a comprehensive resource to all Command Line
Interface (CLI) commands available on the OmniSwitch 6350 Series, and OmniSwitch 6450 Series.

Supported Platforms

This information in this guide applies to the following products:
e OmniSwitch 6450 Series
e OmniSwitch 6350 Series

Unsupported Platforms
The information in this guide does not apply to the following products:

e  OmniSwitch 6250

OmniSwitch 9000 Series
® OmniSwitch 6400 Series
e  OmniSwitch 6600 Family
e OmniSwitch 6800 Family
e OmniSwitch 6850 Series
® OmniSwitch 6855 Series
e OmniSwitch (original version with no numeric model name)
e  OmniSwitch 7700/7800

®  OmniSwitch 8800

e Omni Switch/Router

® OmniStack

e OmniAccess
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Who Should Read this Manual? About This Guide

Who Should Read this Manual?

The audience for this user guide is network administrators and IT support personnel who need to config-
ure, maintain, and monitor switches and routers in a live network. Anyone wishing to gain knowledge on
the details of all CLI commands available on the OmniSwitch benefit from the material in this reference
guide. However, advanced users who have already familiarized themselves with the OmniSwitch CLI
commands benefit most from the detailed content in this guide.

When Should | Read this Manual?

Read this guide whenever you want detailed information on individual CLI commands. Although this
guide provides helpful information during any stage of the configuration process, it is a good idea to first
familiarize yourself with the software features available on the switch before investigating the detailed
command information in this guide.

Overview information, procedures, and live network examples on switch software features is found in the
OmniSwitch AOS Release 6 Switch Management Guide and the OmniSwitch AOS Release 6 Network
Configuration Guide. Once you are familiar with the procedures and base CLI commands in these config-
uration guides, see the guide to obtain detailed information on the individual commands.

What is in this Manual?

This reference guide includes information on every CLI command available in the switch. The informa-
tion provided for each CLI command includes:

e Command description.

* Syntax.

e Description of all keywords and variables included in the syntax.

o Default values.

e Usage guidelines, which include tips on when and how to use the command.

e Examples of command lines using the command.

e Related commands with descriptions.

¢ Release history, which indicates the release when the command was introduced.

e SNMP information, such as the MIB files related to a set of CLI commands. In addition each CLI
command includes the corresponding MIB variables that map to all parameters included in a command.
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About This Guide

What is Not in this Manual?

What is Not in this Manual?

Primarily a reference, this guide does not provide step-by-step instructions on how to set up particular
features on the switch. It also does not provide overview or application examples on software features. For
comprehensive information on how to configure particular software features in the switch, consult the

appropriate configuration guide.

This guide also does not provide any information on the network management applications, WebView and
OmniVista. Further information on WebView and OmniVista is found in the context-sensitive on-line help

available with those applications.

How is the Information Organized?

Each chapter in this guide includes reference material for all commands related to a single software
feature, such as server load balancing or link aggregation. Commands in a single chapter share a common

prefix.

Text Conventions

The following table contains text conventions and usage guidelines for CLI commands as they are

documented in this guide.

bold text

Indicates basic command and keyword syntax.
Example: show snmp station

italicized text

Indicates user-specific information such as IP addresses, slot numbers,
passwords, names, and so on.
Example: no snmp station ip_address

Italicized text that is not enclosed with straight brackets ([ ]) indicates
required information.

[ ] (Straight Brackets)

Indicates optional parameters for a given command.

Example: show aaa server [server_name]
Here, you can enter either of the following options:

show aaa server
show aaa server server_name (where server_name is the user-

specified server name, for example, show aaa server myserv-
erl)

Note that this example includes italicized text. The optional parameter
in this case is a user-specified server name.

{} (Curly Braces)

Indicates that the user has to choose between one or more parameters.

Example: port mirroring {enable | disable}
Here, you have to choose one of the following:

port mirroring enable or port mirroring disable
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Text Conventions About This Guide

| (\Vertical Pipes) Used to separate parameter choices within a command string. For
example, the command string

show health threshold [rx | txrx | memory | cpu]
separates the choices rx, txrx, memory, and cpu.
Examples:

show health threshold rx

show health threshold txrx

show health threshold memory

show health threshold cpu

“” (Quotation Marks) Used to enclose text strings that contain spaces. The quotation marks
are required input on the command line.

Example: vlan 2 “new test vlan”
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About This Guide Documentation Roadmap

Documentation Roadmap

The OmniSwitch user documentation suite was designed to supply you with information at several critical
junctures of the configuration process. The following section outlines a roadmap of the manuals that helps
you at each stage of the configuration process. Under each stage, we point you to the manual or manuals
that is helpful to you.

Stage 1: Gaining Familiarity with Basic Switch Functions

Pertinent Documentation: Hardware Users Guide
Switch Management Guide

Once you have your switch up and running, you begin to understand the basic aspects of its hard ware and
software. Information about switch hardware is provided in the platform-specific Hardware Users Guide.
This guide provide specifications, illustrations, and descriptions of all hardware components—chassis,
power supplies, Chassis Management Modules (CMMs), Network Interface (NI) modules, uplink
modules, stacking modules, and cooling fans. It also includes steps for common procedures, such as
removing and installing switch components.

The Switch Management Guide for your switch platform is the primary user guide for the basic software
features on a single switch. This guide contains information on the switch directory structure, basic file
and directory utilities, switch access security, SNMP, and web-based management. It is recommended that
you read this guide before connecting your switch to the network.

Stage 2: Integrating the Switch Into a Network

Pertinent Documentation: Network Configuration Guide

When you are ready to connect your switch to the network, you need to learn how the OmniSwitch imple-
ments fundamental software features, such as 802.1Q, VLANS, Spanning Tree, and network routing proto-
cols. The Network Configuration Guide for your switch platform contains overview information,
procedures and examples on how standard networking technologies are configured in the OmniSwitch.

Anytime

The OmniSwitch CLI Reference Guide contains comprehensive information on all CLI commands
supported by the switch. This guide includes syntax, default, usage, example, related CLI command, and
CLI-to-MIB variable mapping information for all CLI commands supported by the switch. Consult this
guide anytime during the configuration process to find detailed and specific information on each CLI
command.
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Related Documentation About This Guide

Related Documentation

User manuals can be downloaded at following

https://support.esd.alcatel-lucent.com
The following are the titles and descriptions of all the related OmniSwitch 6350, 6450 user manuals:
®  OmniSwitch 6350 Hardware Users Guide

Complete technical specifications and procedures for all OmniSwitch 6350 chassis, power supplies,
and fans. Also includes comprehensive information on assembling and managing stacked configura-
tions

e  OmniSwitch 6450 Hardware Users Guide

Complete technical specifications and procedures for all OmniSwitch 6450 chassis, power supplies,
and fans. Also includes comprehensive information on assembling and managing stacked configura-
tions.

Complete technical specifications and procedures for all OmniSwitch 6350 chassis, power supplies,
and fans. Also includes comprehensive information on assembling and managing stacked configura-
tions.

e  OmniSwitch AOS Release 6 CLI Reference Guide

Complete reference to all CLI commands supported on the OmniSwitch 6450, 6350. Includes syntax
definitions, default values, examples, usage guidelines and CLI-to-MIB variable mappings.

e OmniSwitch AOS Release 6 Switch Management Guide

Includes procedures for readying an individual switch for integration into a network. Topics include the
software directory architecture, image rollback protections, authenticated switch access, managing
switch files, system configuration, using SNMP, and using web management software (WebView).

e OmniSwitch AOS Release 6 Network Configuration Guide

Includes network configuration procedures and descriptive information on all the major software
features and protocols included in the base software package. Chapters cover Layer 2 information
(Ethernet and VLAN configuration), Layer 3 information (routing protocols, such as RIP), security
options (authenticated VLANS), Quality of Service (QoS), and link aggregation.

e  OmniSwitch AOS Release 6 Transceivers Guide

Includes information on Small Form Factor Pluggable (SFPs) and 10 Gbps Small Form Factor Plugga-
bles (XFPs) transceivers.

e AQOS Release 6.7.2 Release Notes

Includes critical Open Problem Reports, feature exceptions, and other important information on the
features supported in the current release and any limitations to their support.

e Technical Tips, Field Notices

Includes information published by Alcatel-Lucent Enterprise’s Customer Support group.

x|
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http://enterprise.alcatel-lucent.com/?dept=UserGuides&page=Portal
http://enterprise.alcatel-lucent.com/?dept=UserGuides&page=Portal
http://enterprise.alcatel-lucent.com/userguides
https://support.esd.alcatel-lucent.com/products/start

About This Guide Product Documentation

Product Documentation

All products are shipped with a Product Documentation Card that provides details for downloading docu-
mentation for all OmniSwitch and other Alcatel-Lucent Enterprise data products. All user guides for the
OmniSwitch Series are included on the Alcatel-Lucent Enterprise public website. This website also

includes user guides for other Alcatel-Lucent Enterprise products. The latest user guides can be found on
our website at:

https://support.esd.alcatel-lucent.com

Technical Support

An Alcatel-Lucent Enterprise service agreement brings your company the assurance of 7x24 no-excuses
technical support. You will also receive regular software updates to maintain and maximize your Alcatel
product’s features and functionality and on-site hardware replacement through our global network of
highly qualified service delivery partners. Additionally, with 24-hour-a-day access to Alcatel’s Service
and Support web page, you’ll be able to view and update any case (open or closed) that you have reported

to Alcatel’s technical support, open a new case or access helpful release notes, technical bulletins, and
manuals.

For more information on Alcatel-Lucent Enterprise Service Programs:
Web: https://support.esd.alcatel-lucent.com
Email: ebg_global_supportcenter@al-enterprise.com.
Phone:
North America: 800-995-2696
Latin America: 877-919-9526
EMEA: +800 00200100 (Toll Free) or +1(650) 385-2193
Asia Pacific: +65 6240 8484
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1 CMM Commands

The Chassis Management Module (CMM) CLI commands allow you to manage switch software files in
the working directory, the certified directory, and the running configuration.

MIB information for the CMM commands is as follows:

Filename: AlcatelIND1Chassis.mib
Module: ALCATEL-IND1-CHASSIS-MIB

Filename: AlcatelIND1ConfigMgr.mib
Module:  ALCATEL-IND1-CONFIG-MGR-MIB DEFINITIONS

A summary of available commands is listed here:

reload

reload working

copy running-config working
write memory

copy working certified
copy flash-synchro
takeover

show running-directory
show reload

show microcode

show usb statistics

usb

usb auto-copy

usb disaster-recovery
mount

umount

image integrity-check
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reload CMM Commands

reload

Reboots the CMM to its startup software configuration.

reload [primary | secondary] [with-fabric] [in [hours:] minutes | at hour:minute [month day | day
month]]

reload [primary | secondary] [with-fabric] cancel

Syntax Definitions

primary | secondary Reboot the primary or secondary CMM to its startup software configu-
ration. If the primary CMM is already running the startup version, a pri-
mary reboot results in a secondary takover.

in [hours:] minutes Optional syntax. Schedules a reload of the software to take effect in the
specified minutes or hours and minutes within the next 24 hours.

at hour:minute Optional syntax. Schedules a reload of the software to take place at the
specified time using a 24-hour clock. If you do not specify the month
and day, the reload takes place at the specified time on the current day
provided the specified time is later than the time when the CLI com-
mand is issued. If the specified time is earlier than the current time, the
reload takes place on the following day.

month day | day month The name of the month and the number of the day for the scheduled
reload. Specify a month name and the day number. It is unimportant if
the month or day is first. See examples below for further explanation.

cancel Cancels a pending time delayed reboot.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e This command causes the specified CMM to reboot. If no CMM is specified, the primary CMM
reboots.

e If areload command is issued, and another reload is currently scheduled, a message appears informing
the user of the next reload time and asks for confirmation to change to the new reload time.

¢ If the switch has a redundant CMM and the primary CMM is rebooted, the switch fails over to the
secondary CMM. For more information on CMM failover, see “Managing CMM Directories” in the
OmniSwitch AOS Release 6 Switch Management Guide.

e If the switch is part of a stacked configuration consisting of three or more switches, the next switch in
“idle” mode becomes the secondary CMM, and the original primary CMM becomes “idle.” For more
information on stacks, see “Managing Stacks” in the appropriate Hardware Users Guide.The cancel
keyword stops a pending reboot.
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CMM Commands reload

e This command can also be used on the secondary CMM.

Examples

-> reload

-> reload primary

-> reload primary in 15:25

-> reload primary at 15:25 august 10
-> reload primary at 15:25 10 august

Release History

Release 6.6.1; command introduced.

Related Commands

reload working Immediate primary CMM reboot to the working software configuration
without secondary CMM takeover.

MIB Obijects

chasEntPhysicalTable

csEntPhysical Index
chasEntPhysAdminStatus

chasControlRedundantTable
chasControlDelayedRebootTimer
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reload working CMM Commands

reload working

Immediately reboots the primary CMM from the working directory. There is no CMM fail over during this
reboot, causing a loss of switch functionality during the reboot. All Nls reboot as well, including the
secondary CMM.

reload working {rollback-timeout minutes | no rollback-timeout} [in [hours:] minutes | at hour:minute]

Syntax Definitions

rollback-timeout minutes Sets a timeout period, in minutes. The switch immediately reboots from
the working directory and then at the end of this time period, automati-
cally reboots again from the certified directory. The range is 1-15.

no rollback-timeout Specifies no timeout to rollback. If the command is issued with this key:
word, then the switch continues to run from the working directory until
manually rebooted.

in [hours:] minutes Optional syntax. Schedules a reload of the working directory to take
effect in the specified minutes or hours and minutes within the next 24
hours.

at hour:minute Optional syntax. Schedules a reload of the working directory to take

place at the specified time using a 24-hour clock. If you do not specify
the month and day, the reload takes place at the specified time on the
current day provided the specified time is later than the time when the
CLI command is issued. If the specified time is earlier than the current
time, the reload takes place on the following day.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e This command is used to reload the primary CMM from the working directory as opposed to the certi-
fied CMM. The working directory reload takes place immediately unless a time frame is set using the
in or at keywords.

e The in or at keywords allow you to schedule a working reload sometime in the future. A schedule
working reboot is called an activate.

e If areload or an immediate working reload is initiated before a scheduled activate is enacted, a
message appears displaying the number of seconds until the scheduled activate and if it has to be over-
ridden.

e If atimeout is set, the switch reboots again after the set number of minutes, from the certified direc-
tory. The reboot can be halted by issuing a cancel order as described in the reload command.

e If the switch is a part of a stacked configuration, using this command synchronizes the working directo-
ries of all the switches in the stack to the working directory of the primary CMM switch.
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CMM Commands reload working

Examples

-> reload working rollback-timeout 5

-> reload working no rollback-timeout

-> reload working no rollback-timeout in 50

-> reload working rollback-timeout 10 at 12:50

Release History

Release 6.6.1; command introduced.

Related Commands

reload Reboots the CMM to its startup software configuration.

MIB Obijects

chasControlModuleTable

csEntPhysical Index
chasControlActivateTimeout
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copy running-config working CMM Commands

copy running-config working

Copies the running configuration (RAM) to the working directory.

[configure] copy running-config working

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e This command is used to copy the changes made using the CLI commands from the running
configuration (RAM) to the working directory. A trap is raised to enforce a poll whenever a
configuration file is saved. The configuration changes that are not committed are not detected by the
switch until write memory or copy running-config working is applied.

e This command is only valid if the switch is running from the working directory. Use the show
running-directory command to check from where the switch is running.

e This command performs the same function as the write memory command.

Note. The saved boot.cfg file is overwritten if the takeover command is executed after the copy running-
config working or write memory commands, in an OmniSwitch set up with redundant CMMs.

Examples

-> configure copy running-config working

Release History

Release 6.6.1; command introduced.
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CMM Commands copy running-config working

Related Commands
write memory Copies the running primary RAM version of the CMM software to the
working primary flash.

copy flash-synchro Copies the startup primary flash version of the CMM software to the
startup secondary flash version of the CMM software.

MIB Objects

chasControlModuleTable

csEntPhysical Index
chasControlVersionMngt
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write memory CMM Commands

write memory

Copies the running configuration (RAM) to the working directory.

[configure] write memory

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e This command is used to copy the changes made using the CLI commands from the running
configuration (RAM) to the working directory. A trap is raised to enforce a poll whenever a
configuration file is saved. The configuration changes that are not committed are not detected by the
switch until write memory or copy running-config working is applied.

e This command is only valid if the switch is running from the working directory. Use the show
running-directory command to check from where the switch is running.

¢ This command performs the same function as the copy running-config working command.

Note. The saved boot.cfg file is overwritten if the takeover command is executed after the copy running-
config working or write memory commands, in an OmniSwitch set up with redundant CMMs.

Examples

-> configure write memory
-> write memory

Release History

Release 6.6.1; command introduced.

Related Commands

copy running-config working  Copies the running primary RAM version of the CMM software to the
working primary flash. Or copy the startup primary flash version of the
CMM software to the working primary flash.

copy flash-synchro Copies the startup primary flash version of the CMM software to the
startup secondary flash version of the CMM software.
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CMM Commands write memory

MIB Obijects

configManager

configWriteMemory
configSaveSucceededTrapReason
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copy working certified CMM Commands

copy working certified

Copies the working directory version of the CMM software to the certified directory, on the primary
CMM. This command also allows you to synchronize the primary and secondary CMMs.

[configure] copy working certified [flash-synchro]

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

¢ This command is used to overwrite the contents of the certified directory with the contents of the work-
ing directory. This has to be done only if the contents of the working directory have been verified as
the best version of the CMM files.

¢ The flash-synchro keyword, when used with the copy certified working command, synchronizes the
files between the primary and secondary CMMs by overwriting the contents of the secondary CMM
certified directory with the contents of the primary CMM certified directory. If the switch is part of a
stacked configuration, all switches in the stack are updated with the primary CMM files.

¢ In order for this command to work, the amount of free space in flash must equal the size of the files
being copied. If there isn’t enough free space, the copy attempt fails and an error message is generated.
Only image files, the boot.cfg file, and the certs.pem file has to be kept in the working directory.

e This command does not work if the switch is running from the certified directory. To view where the
switch is running from, see the show running-directory command.

Examples

-> copy working certified
-> copy working certified flash-synchro

Release History

Release 6.6.1; command introduced.
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CMM Commands copy working certified

Related Commands

copy working certified Copies the running primary RAM version of the CMM software to the
working primary flash. Or copy the startup primary flash version of the
CMM software to the working primary flash.

copy flash-synchro Copies the startup primary flash version of the CMM software to the
startup secondary flash version of the CMM software.

MIB Objects

chasControlModuleTable

csEntPhysical Index
chasControlVersionMngt
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copy flash-synchro CMM Commands

copy flash-synchro

Copies the certified directory version of the primary CMM software to the certified directory of the
secondary CMM.

[configure] copy flash-synchro

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e This command is used to synchronize the certified directories of the primary and secondary CMMs.
The two CMMs must be in synchronization if a fail over occurs, otherwise switch performance is lost.

e If the switch is part of stackable configuration, all switches in the stack are updated with the primary
CMM files.

Examples

-> copy flash-synchro
-> configure copy flash-synchro

Release History

Release 6.6.1; command introduced.

Related Commands

copy working certified Copies the running primary RAM version of the CMM software to the
working primary flash. Or copies the startup primary flash version of
the CMM software to the working primary flash.

copy working certified Copies the working primary flash version of the CMM software to cer-
tified primary flash. Or copies the working primary flash version of the
CMM software to startup secondary flash.

MIB Obijects

chasControlModuleTable

csEntPhysical Index
chasControlVersionMngt
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takeover

The current secondary CMM assumes the role of primary CMM.

takeover

Syntax Definitions

with-fabric Performs a complete CMM reload.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e This command causes the secondary CMM to take over the functions of the primary CMM. After this
command, the old primary CMM is the new secondary CMM.

e Before issuing the takeover command, be sure that the secondary CMM has all software (that is,
image and configuration files) required to continue CMM operations.

e For information on synchronizing the primary and secondary CMM software before issuing the
takeover command, see the copy flash-synchro command.

¢ When the CMM modules switch primary and secondary roles, the console session to the new primary
CMM is disconnected. To continue managing the switch, be sure that you have physical connections to
both CMM s or local access to the switch in order to move your Ethernet or serial cable from one CMM
to the other.

e This command can also be used on the secondary CMM.

e If the switch is part of an a stackable configuration consisting of three or more switches, the next
switch in “idle” mode becomes the secondary CMM, and the original primary CMM becomes “idle.”
For more information on stacks, see “Managing Stacks” in the Hardware Users Guide.

Note. The saved boot.cfg file is overwritten if the takeover command is executed after the copy running-
config working or write memory commands, in an OmniSwitch set up with redundant CMMs. Refer to
the “NIs Reload On Takeover” description on page 1-16 for more information on the takeover command
and redundant management modules.

Examples

-> takeover
-> takeover with-fabric
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Release History

Release 6.6.1; command introduced.

Related Command

reload Reboots the CMM to its startup software configuration.

MIB Obijects

chasEntPhysicalTable

csEntPhysical Index
chasEntPhysAdminStatus
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show running-directory

Shows the directory from where the switch was booted.

show running-directory

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Once a switch has booted and is running, it runs either from the working or certified directory. If
running from the certified, changes made to the running configuration using CLI commands cannot be
saved. A switch must be running from the working directory in order to save the current running
configuration.

e This command can also be used on the secondary CMM.

Examples

-> show running-directory

CONFIGURATION STATUS

Running CMM : PRIMARY,

CMM Mode : DUAL CMMs,

Current CMM Slot -1,

Running configuration : WORKING,

Certify/Restore Status - CERTIFY NEEDED
SYNCHRONIZATION STATUS

Flash Between CMMs = SYNCHRONIZED,

Running Configuration - NOT AVAILABLE,

Stacks Reload on Takeover: ALL STACKs (SW Activation)

output definitions

Running CMM The CMM currently controlling the switch, either PRIMARY or
SECONDARY.

CMM Mode Displays whether the primary and secondary CMMs are synchronized.
In the case that there is no secondary CMM, MONO-CMM-CHASSIS
is shown.

Current CMM Slot The slot number of the primary CMM.

Running Configuration Where the switch is running from, either WORKING or CERTIFIED.

A switch running from the certified directory is unable to manipulate
files in the directory structure.
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CMM Commands

output definitions (continued)

Certify/Restore Status

Flash Between CMMs

NIs Reload On Takeover
Stacks Reload on Takeover

Indicates if the CM has been certified (that is, the Working directory
matches the Certified directory).

Displays whether the Working and Certified directories are the same.

Displays how many Network Interface (NI) modules or switches in a
stack is reloaded in the event of a management module takeover.
Options include NONE, ALL, or a list of specific Nls.

If there are no unsaved configuration changes and the flash directories
on both the primary and secondary management modules have been
synchronized via the copy flash-synchro command, no Nls is reloaded
if a management module takeover occurs. As a result, data flow is not
interrupted on the NIs during the takeover.

If a configuration change is made to one or more NI modules (for
example, a VLAN is configured on several different interfaces), and the
changes are not saved via the write memory command, the corre-
sponding Nls are automatically reload if a management module take-
over occurs. Data flow on the affected Nls is interrupted until the reload
is complete. Note that the NIs reload whether or not the flash synchro-
nization status shows SYNCHRONIZED. This is because the unsaved
changes have occurred in the running configuration

(that is, RAM), and have not been written to the flash directory’s con-
figuration file. In this case, a list of only the affected NIs displays in the
table output (for example, 1 6 9 12).

If the flash directories on the primary and secondary management mod-
ules are not synchronized (for example, a copy flash-synchro com-
mand has not been issued recently), all Nls are reloaded automatically
if a management module takeover occurs. Data flow is interrupted on
all Nls until the reload is complete.

Release History

Release 6.6.1; command introduced.

Related Commands

reload
write memory
copy flash-synchro

MIB Obijects

chasControlModuleTable

Reboots the CMM to its startup software configuration.
Copies the running configuration (RAM) to the working directory.

Copies the certified directory version of the primary CMM software to
the certified directory of the secondary CMM.

chasControlRunningVersion
chasControlActivateTimeout

chasControlVersionMngt

chasControlDelayedActivateTimer

chasControlCertifyStatus

chasControlSynchronizationStatus
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show reload

Shows the status of any time delayed reboot(s) that are pending on the switch.

show reload [status]

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Itis possible to preset a reboot on a CMM by using the reload command. If this is done, use the show
reload command to see when the next scheduled reboot occurs.

¢ If the reload working command was used, and a rollback timeout was set, the time the rollback occurs
is shown using the show reload command.

e This command can also be used on the secondary CMM.

Examples

-> show reload status
Primary Control Module Reload Status: No Reboot Scheduled,
Secondary Control Module Reload Status: No Reboot Scheduled

Release History

Release 6.6.1; command introduced.

Related Commands

reload Reboots the primary or secondary CMM to its startup software configura-
tion.
reload working Immediate primary CMM reboot to the working software configuration

without secondary CMM takeover.

MIB Objects
N/A
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show microcode

Displays microcode versions installed on the switch.

show microcode [working | certified | loaded]

Syntax Definitions

working Specifies the switch’s working directory; only microcode information
from the working directory is displayed.

certified Specifies the switch’s certified directory; only microcode information
from the certified directory is displayed.

loaded Specifies that only loaded (that is, currently-active) microcode versions

is displayed. Idle microcode versions is not displayed.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

¢ If no additional parameters are entered (that is, working, certified, or loaded), microcode information
for the running configuration is displayed.

e This command can also be used on the secondary CMM.

Examples

-> show microcode

Package Release Size Description

————————————————— gy
Jbase. img -1.1.403.R0O1 10520989 Alcatel Base Software

6.1.1.4
Jos.img 6.1.1.403.R01 1828255 Alcatel 0S
Jadvrout.img 6.1.1.403.R0O1 1359435 Alcatel Advanced Routing
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output definitions

Package File name.
Release \ersion number.
Size File size.
Description File description.

Release History

Release 6.6.1; command introduced.

Related Commands

show microcode Displays microcode versions installed on the switch.

MIB Obijects
N/A
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CMM Commands

usb

Enables access to the device connected to the USB port.

usb {enable | disable}

Syntax Definitions

N/A

Defaults

parameter default
enable | disable disable

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Must use an Alcatel-Lucent certified USB device.

e If an Alcatel-Lucent certified USB device is connected after enabling the USB interface, the device is
automatically mounted as /uflash.

e Once mounted, common file and directory commands can be used for file management.

Examples

-> usb enable
-> cp /flash/working/boot.cfg /Zuflash/boot.cfg
-> Is /uflash

Release History

Release 6.6.3; command introduced.

Related Commands

usb auto-copy Allows backup image files from the USB device to be automatically
copied to the /flash/working directory on the switch immediately after
the USB device is connected

MIB Obijects

systemServices
systemServicesUsbEnable
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usb auto-copy

Upgrades the image files from the USB device to the /flash/working directory on the switch immediately
after the USB device is connected.

usb auto-copy {enable | disable}

Syntax Definitions

N/A

Defaults

parameter default
enable | disable disable

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e The USB device must contain the proper file structure and image files mentioned below and the USB
root directory must contain a signature file named aossignature. The aossignature file can be a blank
text file transferred to the switch.

e This operation enables all of the image files from the /uflash/6350/working or /uflash/6450/working,,
based upon the platform performing the operation, to be copied to the /flash/working directory and then
reboot the switch.

¢ If the auto-copy is successful, the auto-copy feature is disabled before rebooting the switch and must
be re-enabled by the administrator for the next auto-copy process to execute. This prevents running the
same auto-copy multiple times.

Examples

-> usb auto-copy enable
-> usb auto-copy disable

Release History

Release 6.6.3; command introduced.
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Related Commands

usb Enables access to the device connected to the USB interface.

MIB Obijects

systemServices
systemServicesUsbAutoCopyEnable
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usb disaster-recovery

Enables the disaster-recovery access to the USB device connected to the USB port when the switch is
unable to boot properly.

usb disaster-recovery {enable | disable}

Syntax Definitions

N/A

Defaults

parameter default
enable | disable enable

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
e The USB device must contain the proper file structure and image files mentioned below.

¢ If miniboot is unable to load AOS from the KFos.img file then the disaster-recovery operation begins.
The disaster recovery operation formats the switch flash, copy all of the files from the /uflash/6350/
certified or /uflash/6450/certified directory, based upon the platform performing the operation, to
the /flash/certified directory and reboot the switch.

e Disaster recovery has to be run on a standalone unit so that it does not affect any other units in a stack.

Examples

-> usb disaster-recovery enable
-> usb disaster-recovery disable

Release History

Release 6.6.3; command introduced.

Related Commands

usb Enables access to the device connected to the USB interface.
show usb statistics Displays the status USB setting and features.

MIB Objects

systemServices
systemServicesUsbDisasterRecoveryEnable
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mount

Mounts a USB device on /uflash.

mount [/uflash]

Syntax Definitions

/uflash The name of the file-system to mount.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
Once the USB device is mounted most file and directory commands associated with the /flash file system
can be used with /uflash such as: mkdir, rmdir, cd, rm, cp, Is.

Examples

-> mount /uflash
-> Is /uflash

Release History

Release 6.6.3; command introduced.

Related Commands

umount Unmounts the /uflash file system from AOS.

MIB Objects

systemServicesAction
systemServicesArgl
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umount

Unmounts the /uflash file system from AOS.

umount /uflash

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

This command unmounts the USB drive and has to be used prior to unplugging the USB drive to prevent
possible data corruption.

Examples

-> umount /uflash

Release History

Release 6.6.3; command introduced.

Related Commands

mount Mounts the /uflash file system from AOS.

MIB Obijects

systemServicesAction
systemServicesArgl

OmniSwitch AOS Release 6 CLI Reference Guide  December 2017 page 1-25



show usb statistics CMM Commands

show usb statistics

Displays the status USB setting and features.

show usb statistics

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

N/A

Examples

-> show usb statistics

USB: Disabled
USB auto-copy: Enabled

USB disaster-recovery: Disabled
/uflash is not mounted

output definitions

usB Status of USB device interface.

USB auto-copy Status of USB auto-copy feature.

USB disaster-recovery Status of USB auto-copy feature.

{uflash Whether the USB device is mounted or unmounted.

Release History

Release 6.6.3; command introduced.
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Related Commands

usb Enables access to the device connected to the USB interface.

usb auto-copy Allows backup files from the USB device to be automatically copied to
the /flash/working directory on the switch immediately after the USB
device is connected.

usb disaster-recovery Enables the disaster-recovery access to the USB device connected to the
interface.

MIB Obijects
NA
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image integrity-check

This command is used to check the integrity of the image files in working or certified directory.

image integrity-check {working | certified} filename

Syntax Definitions

working Specifies the working directory of the switch. Image integrity check will
be performed only for microcode information present in the working
directory.

certified Specifies the certified directory of the switch. Image integrity check will
be performed only for microcode information present in the certified
directory.

filename Name of the file in flash which has the hash value from the image,
against which the calculated hash value need to be compared.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e When this command is entered without the filename, the SHA256 hash of the image files in selected
directory (working/certified) is calculated and displayed. It can be manually verified against the hash
provided in the file.

e \When the command is entered with the filename, the SHA256 hash is calculated on the individual
image files in the selected directory (working/certified) and compared with the hash information in the
file.

e Hash value for the images needs to be stored in the <filename> in the below format.
KFsecu.img:AE02549EA4D793593AD676F8A49A6522F2CIF4E
KFeni.img:7F95BE32F2F1CB12E31D635AFA873C149551F1EA

Example
-> image integrity-check working

HASH for KFsecu.img : BCO77D4A467CA0794E231A841342783793AE48ES
HASH for KFeni.img :  9E09B914CFCA80333F6405116ADB89DF76A025C4
HASH for KFos.img : CD1CO743F1EEBF3480677D649F0748FB70FE3A11
HASH for KFdiag-img :  4CF2A1E394906D40E6DBE6817C66664322B4CAED
HASH for KFbase.img :  3955CDAA1C49DC50D0B52BE35DA2E5E0769C710D
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-> Image integrity-check working hash.txt
Computing the HASH for image files .....

Image integrity check success for KFsecu.img
Image integrity check success for KFeni.img
Image integrity check success for KFos.img
Image integrity check success for KFdiag.img
Image integrity check success for KFbase.img

Release History

Release 6.7.1 R02; command introduced.

Related Commands
N/A

MIB Objects

systemServicesAction
systemServicesArgl
systemServicesArg2
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2 Chassis Management and
Monitoring Commands

Chassis Management and Monitoring commands allow you to configure and view hardware-related
operations on the switch. Topics include basic system information, as well as Network Interface (NI)
module and chassis management.

Additional Information. Refer to your separate Hardware Users Guide for detailed information on chas-
sis components as well as managing and monitoring hardware-related functions.

MIB information for the Chassis Management and Monitoring commands is as follows:

Filename: AlcatelIND1Chassis.mib
Module: ALCATEL-IND1-CHASSIS-MIB

Filename: AlcatelIND1System.MIB
Module: ~ ALCATEL-IND1-SYSTEM-MIB

Filename: AlcatelIND1StackManager.MIB
Module: ~ ALCATEL-IND1-STACK-MANAGER-MIB
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Chassis Management and Monitoring Commands

A summary of available commands is listed here:

Management Commands

system contact

system name

system location

system date

system time

system time-and-date synchro
system timezone

system daylight savings time
update

update lanpower

reload ni

reload all

reload pass-through

power ni

temp-threshold

stack set slot

stack set slot mode

stack clear slot

hash-control mode fdb

Stack Split Detection
Commands

stack split-protection

stack split-protection linkaggid

stack split-protection guard-timer

stack split-protection helper

stack split-protection helper linkagg
show stack split-protection status

show stack split-protection statistics
show stack split-protection stacking-units
show stack split-protection helper status

Monitoring Commands

show system
show hardware info

show chassis

show cmm

show ni

show module

show module long

show module status

show power

show fan

show temperature

show stack topology

show stack status

show stack mode

show hash-control

show system hardware-self-test
show system process-self-test

Licensing Commands

license apply
license remove
license unlock
show license info

show license file
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system contact

Specifies the administrative contact of the switch. An administrative contact is the person or department in
charge of the switch. If a contact is specified, users can easily find the appropriate network administrator if
they have questions or comments about the switch.

system contact text_string

Syntax Definitions

text_string The administrative contact being specified for the switch. The system
contact can range from 1 to 254 characters in length. Text strings that
include spaces must be enclosed in quotation marks. For example,
“Jean Smith Ext. 477 jsmith@company.com”.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

N/A

Examples

-> system contact "Jean Smith Ext. 477 jsmith@company.com"

-> system contact engineering-test@company.com

Release History

Release 6.6.1; command introduced.

Related Commands

system name Modifies the current system name of the switch.
system location Specifies the current physical location of the switch.
show system Displays the basic system information for the switch.

MIB Obijects

system
systemContact
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system name

Modifies the current system name of the switch. The system name can be any simple, user-defined text
description for the switch.

system name text_string

Syntax Definitions

text_string The new system name. The system name can range from 1 to 254 char-
acters in length. Text strings that include spaces must be enclosed in
quotation marks. For example, “OmniSwitch 6350”.

Defaults

By default, the system name is set to “VxTarget’.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

The OmniSwitch can be configured with a DHCP Client interface that allows the switch to obtain the
system name (DHCP Option-12) from a DHCP server dynamically. The user-defined system name
configuration (through CLI, WebView, SNMP) always gets priority over the DHCP server values.

For more information on DHCP client options, refer to the “Configuring DHCP” chapter of the OmniS-
witch AOS Release 6 Network Configuration Guide.

Examples

-> system name "OmniSwitch 6350"
-> system name 0S-6350

Release History

Release 6.6.1; command introduced.

Related Commands

system contact Specifies the administrative contact details of the switch (for example,
an individual or a department).

system location Specifies the current physical location of the switch.

show system Displays the basic system information for the switch.

MIB Objects

system
systemName
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system location

Specifies the current physical location of the switch. If you need to determine the location of the
switch.from a remote site, entering a system location can be useful.

system location text_string

Syntax Definitions

text_string The physical location of the switch. For example, TestLab. The system
location can range from 1 to 254 characters in length. Text strings that
include spaces must be enclosed in quotation marks. For example,
“NMS Test Lab”.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

N/A

Examples

-> system location "NMS Test Lab™

-> system location TestlLab

Release History

Release 6.6.1; command introduced

Related Commands

system contact Specifies the administrative contact of the switch (for example, an
individual or a department).

system name Modifies the current system name of the switch.

show system Displays the basic system information for the switch.

MIB Obijects

system
systemLocation

OmniSwitch AOS Release 6 CLI Reference Guide  December 2017 page 2-5



system date Chassis Management and Monitoring Commands

system date

Displays or modifies the current system date of the switch.

system date [mm/dd/yyyy]

Syntax Definitions

mm/dd/yyyy The new date being specified for the system. Enter the date in the fol-
lowing format: mm/dd/yyyy, where mm is the month, dd is the day, and
yyyy is the year. For example, 08/08/2005.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

¢ If you do not specify a new system date in the command line, the current system date is displayed.

e For more information on setting time zone parameters (for example, Daylight Savings Time), refer to
the system timezone command on page 2-9.

Examples
-> system date 02/28/2017

Release History

Release 6.6.1; command introduced.

Related Commands

system time Displays or modifies the current system time of the switch.
system timezone Displays or modifies the time zone for the switch.

MIB Objects

systemServices
systemServicesDate
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system time

Displays or modifies the current system time of the switch.

system time [hh:mm:ss]

Syntax Definitions

hh:mm:ss The new time being specified for the system. To set this value, enter the
current time in 24-hour format, where hh is the hour, mm is the minutes,
and ss is the seconds. For example, 14:30:00.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

If you do not specify a new system time in the command line, the current system time is displayed.

Examples
-> system time 14:30:00

Release History

Release 6.6.1; command introduced.

Related Commands

system date Displays or modifies the current system date of the switch.
system timezone Displays or modifies the time zone for the switch.

MIB Objects

systemServices
systemServicesTime
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system time-and-date synchro

Synchronizes the time and date settings between primary and secondary Chassis Management Module
(CMM).

system time-and-date synchro

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

¢ The system time-and-date synchro command applies only to switches with redundant CMM
configurations.

e Synchronizing date and time settings is an important step in providing effective CMM failover for
switches in redundant configurations. Be sure to periodically synchronize the primary and secondary
CMMs using this command.

e For detailed redundancy information refer to “Managing Stacks” in addition to “Managing CMM
Directory Content” in the OmniSwitch AOS Release 6 Switch Management Guide.

Examples

-> system time-and-date synchro

Release History

Release 6.6.1; command introduced.

Related Commands

copy flash-synchro Copies the certified directory version of the primary CMM software to
the certified directory of the secondary CMM.

MIB Objects

systemServices
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system timezone

Displays or modifies the time zone for the switch.

system timezone [timezone_abbrev | offset_value | time_notation]

Syntax Definitions

timezone_abbrev Specifies a time zone for the switch and sets the system clock to run on
UTC or GMT. Refer to the table in the “Usage Guidelines” section for a
list of supported time zones. If you specify a time zone abbreviation, the
hours offset from UTC is automatically calculated by the switch.

offset_value Specifies the number of hours offset from UTC. Values can range from -
13 through +12. The switch automatically enables UTC. If you do not
want your system clock to run on UTC, enter the offset value as ‘+0’.
This sets UTC to run on the local time.

time_notation Specifies a non-integer time-notation offset for areas that are offset from
UTC by increments of 15, 30, or 45 minutes (for example, 05:30).

Defaults
By default, the timezone is set to ‘GMT’.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
e To view the current time zone for the switch, enter the command system timezone.

e If Daylight Saving Time (DST), also referred to as summertime, is enabled, the clock automatically
sets the default DST parameters for the local time zone. See “system daylight savings time” on
page 2-12

e The OmniSwitch can be configured with a DHCP Client interface that allows the switch to
dynamically obtain the time zone (DHCP Option-2) from a DHCP server. The user-defined time zone
configuration (through CLI, WebView, SNMP) always gets priority over the DHCP server values.

For more information on DHCP client options, refer to the “Configuring DHCP” chapter of the OmniS-
witch AOS Release 6 Network Configuration Guide.

¢ Refer to the following table for a list of supported time zone abbreviations:

Abbreviation | Name Hours from | DST Start DST End DST Change
uTC
nzst New Zealand +12:00 1st Sunday in Oct. at| 3rd Sunday in Mar. | 1:00
2:00 a.m. at 3:00 a.m.
zpll No standard name +11:00 No default No default No default
aest Australia East +10:00 Last Sunday in Oct. | Last Sunday in Mar. | 1:00
at 2:00 a.m. at 3:00 a.m.
gst Guam +10:00 No default No default No default

OmniSwitch AOS Release 6 CLI Reference Guide ~ December 2017 page 2-9



system timezone
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Abbreviation | Name Hours from | DST Start DST End DST Change
uTC
acst Australia Central +09:30 Last Sunday in Oct. | Last Sunday in Mar. | 1:00
Time at 2:00 a.m. at 3:00 a.m.
jst Japan +09:00 No default No default No default
kst Korea +09:00 No default No default No default
awst Australia West +08:00 No default No default No default
zp8 Ching; +08:00 No default No default No default
Manila, Philippines
zp7 Bangkok +07:00 No default No default No default
zp6 No standard name +06:00 No default No default No default
zp5 No standard name +05:00 No default No default No default
zp4 No standard name +04:00 No default No default No default
msk Moscow +03:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00
at 2:00 a.m. at 3:00 a.m.
eet Eastern Europe +02:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00
at 2:00 a.m. at 3:00 a.m.
cet Central Europe +01:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00
at 2:00 a.m. at 3:00 a.m.
met Middle Europe +01:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00
at 2:00 a.m. at 3:00 a.m.
bst British Standard +00:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00
Time at 1:00 a.m. at 3:00 a.m.
wet Western Europe +00:00 Last Sunday in Mar. | Last Sunday in Oct. | 1:00
at 1:00 a.m. at 3:00 a.m.
gmt Greenwich Mean +00:00 No default No default No default
Time
wat West Africa -01:00 No default No default No default
zm2 No standard name -02:00 No default No default No default
zm3 No standard name -03:00 No default No default No default
nst Newfoundland -03:30 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00
2:00 a.m. at 2:00 a.m.
ast Atlantic Standard -04:00 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00
Time 2:00 a.m. at 2:00 a.m.
est Eastern Standard -05:00 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00
Time 2:00 a.m. at 2:00 a.m.
cst Central Standard -06:00 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00
Time 2:00 a.m. at 2:00 a.m.
mst Mountain Standard | -07:00 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00
Time 2:00 a.m. at 2:00 a.m.
pst Pacific Standard -08:00 2nd Sunday in Mar. | 1stSunday in Nov. at| 1:00
Time at 2:00 a.m. 2:00 a.m.
akst Alaska -09:00 1st Sunday in Apr. at| Last Sunday in Oct. | 1:00
2:00 a.m. at 2:00 a.m.
hst Hawaii -10:00 No default No default No default
zmll No standard name -11:00 No default No default No default
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system timezone

Examples

-> system timezone mst

-> system timezone -7

-> system timezone +0

-> system timezone +12

-> system timezone 12

-> system timezone 05:30

-> system timezone 00:00 hour from

Release History

Release 6.6.1; command introduced.

Related Commands

uTtc

system date Displays or modifies the current system date of the switch.

system time Displays or modifies the current system time of the switch.

MIB Objects

systemServices

systemServicesTimezone
systemServicesTimezoneStartWeek
systemServicesTimezoneStartDay
systemServicesTimezoneStartMonth
systemServicesTimezoneStartTime
systemServicesTimezoneOffset
systemServicesTimezoneEndWeek
systemServicesTimezoneEndDay
systemServicesTimezoneEndMonth
systemServicesTimezoneEndTime
systemServicesEnableDST
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system daylight savings time

Enables or disabled Daylight Savings Time (DST) on the switch.

system daylight savings time [{enable | disable} | start {week} {day} in {month} at {hh:mm} end {week}
{day} in {month} at {hh:mm} [by min]]

Syntax Definitions

enable
disable
start
end
week
day
month
hh:mm

by min

Defaults

e By default, DST is disabled.

Enables DST. The switch clock automatically adjusts for DST as speci-
fied by one of the default time zones or by the specifications set with the
system daylight savings time start command.

Disables DST. The switch clock does not change for DST.

For non-default time zone, specify the week, day, month, and hour for
DST to start. (Specify the week, day, month, and hour for DST to end.)

For non-default time zone, if you specify the week, day, month, and
hour for DST to end, you have to specify the week, day, month, and hour
for DST to end.

Indicate whether first, second, third, fourth, or last.

Indicate whether Sunday, Monday, Tuesday, Wednesday, Thursday, Fri-
day, or Saturday.

Indicate whether January, February, March, April, May, June, July,
August, September, October, November, or December.

Use two digits between 00 and 23 to indicate hour. Use two digits
between 00 and 59 to indicate minutes. Use as for a 24 hour clock.

Use two digits to indicate the number of minutes switch clock will be
offset for DST. The range is from 00 to 50.

e Unless a different value is set with the by syntax, the system clock offsets one hour for DST.

Platforms Supported

OmniSwitch 6450, 6350

Usage Guidelines

¢ If your timezone shows a default value in the DST Start and DST End columns of the “Time Zone and
DST Information Table” found in Chapter 2, “Managing System Files,” of the OmniSwitch AOS
Release 6 Switch Management Guide, you do not need to set a start and end time. Your switch clock
automatically adjusts for DST as shown in the table.

e You must enable DST whether you use a default DST timezone or if you specify your offset using the
daylight savings time start syntax.
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Examples

-> system daylight savings time enable

-> system daylight savings time disable

-> system daylight savings time start first Sunday in May at 23:00 end last Sunday
in November at 10:00

-> system daylight savings time start first Sunday in May at 23:00 end last Sunday
in November at 10:00 by 45

Release History

Release 6.6.1; command introduced.

Related Commands

system time Displays or modifies the current system time of the switch.
system timezone Displays or modifies the timezone for the switch.
system date Displays or modifies the current system date of the switch.

MIB Objects

systemServices
systemServicesTimezone
systemServicesEnableDST
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update

Updates the versions of Uboot, FPGA, BootROM, or Miniboot. Refer to the Release Notes and any
available Upgrade Instructions for the new release before performing this type of update on the switch.

update {uboot {cmm | ni {all | slot}} uboot-miniboot | fpga cmm | bootrom {all | slot} | [default |
backup] miniboot [all | slot]}

Syntax Definitions

uboot Updates the Uboot version.

ni Specifies that the update is performed for the NI Module.

all Specifies that the update is performed for all slots within a chassis or all
switches within a stack.

slot Specifies the number of the NI module within a chassis or the switch
number within a stack for which the update is performed.

uboot-miniboot Updates the Uboot and the miniboot version on all available slots on all
available switches within a stack.

miniboot Updates the miniboot version.

Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e When performing an update, it is important that the correct update file is used and that the file is
located in the /flash directory on the switch. Specifying the wrong file can affect the operation of the
switch.

e A different update file is required depending on the type of switch and the type of update. The
following table provides a list of the required update files:

Platform Update Type Update File
OmniSwitch 6450, 6350 Uboot kfu-boot.bin
Miniboot kfminiboot.bs

Uboot and Miniboot kfu-boot.bin
kfminiboot.bs

FPGA KFfpga.upgrade_Kkit
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Examples

-> update uboot 2

-> update uboot-miniboot
-> update fpga cmm

-> update miniboot 3

Release History

Release 6.6.1; command introduced.

Related Commands

reload all Reloads all the NIs and CMMs in a chassis.

MIB Obijects

systemServices

systemServicesArgl
systemServicesAction
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update lanpower

Uploads new firmware to the POE controller. Contact Alcatel support representative before using this
command.

update lanpower {lanpower_num | all}

Syntax Definitions

lanpower_num The POE unit number to update.

all Updates all POE units in the switch.
Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> update lanpower 3
-> update lanpower all

Release History

Release 6.6.1; command introduced.

Related Commands

update Updates the versions of Uboot, FPGA, BootROM, or Miniboot.
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reload ni

Reloads (that is, reboots) a specified NI module.

reload ni [slot] number

Syntax Definitions

slot Optional command syntax.

number Slot (that is, switch) number within a stack that represents the NI mod-
ule to be reloaded.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

The reload ni command reboots only the specified switch. If you use this command on a switch that has a
primary CMM role in a stack, it will no longer be primary. Instead, it will be secondary in a two-switch
stack and idle in a stack consisting of three or more switches.

Examples
-> reload ni slot 2

-> reload ni 2

Release History

Release 6.6.1; command introduced.

Related Commands

reload all Reloads all the NIs and CMMs in a chassis.
power ni Turns the power on or off for a specified NI module.
show ni Shows the hardware information and the status for NI modules cur-

rently running in the chassis.

MIB Objects

chasEntPhysicalTable

chasEntPhysAdminStatus
reset
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reload all

Reloads all NIs and CMMs.

reload all [in [hours:] minutes | at hour:minute [month day | day month]]

reload all cancel

Syntax Definitions

in [hours:] minutes

at hour:minute

month day | day month

cancel

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

N/A

Examples

-> reload all

Release History

Optional syntax. Schedules a reload of all modules to take effect in the
specified minutes or hours and minutes within the next 24 hours.

Optional syntax. Schedules a reload of all modules to take place at the
specified time using a 24-hour clock. If you do not specify the month
and day, reload takes place at the specified time on the current day pro-
vided the specified time is later than the time the CLI command was
issued. If the specified time is earlier than the current time, the reload
takes place on the following day.

The name of the month and the number of the day for the scheduled
reload. Specify a month name and the day number. It is unimportant if
the month or day is first.

Cancels a pending time delayed reload.

Release 6.6.1; command introduced.
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Related Commands

reload ni Reloads a specific NI module.
power ni Turns the power on or off for a specified NI module.
show ni Shows the hardware information and status for NI modules currently

running in the chassis.

MIB Obijects

chasEntPhysicalTable

chaseEntPhysAdminStatus
reset
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reload pass-through

Reloads a switch in a stacked configuration that has been forced into the pass-through mode. The
pass-through mode is a state in which a switch is assigned a slot number that is not available in the current
stacked configuration. When a switch is in the pass-through mode, its Ethernet ports are brought down
(they cannot pass traffic). However, its stacking ports are fully functional and can pass traffic through to
other switches in the stack. In this way, pass-through mode provides a mechanism to prevent the stack ring
from being broken.

Note. If a switch is forced into the pass-through mode, the rest of the virtual chassis (stack) is not
disrupted. Any elements in the stack not operating in pass-through mode continue to operate normally.

reload pass-through slot-number

Syntax Definitions

slot-number The virtual chassis slot number of the switch currently in the pass-
through mode (1001-1008). For more information on pass-through slot
numbering, refer to the “Usage Guidelines” section.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Switches in the pass-through mode are given distinct slot numbers. These slot numbers are not related
to their position in the stack. Instead, they are assigned the prefix “100,” followed by the numerical
order in which they were forced into pass-through. In other words, if only one switch in a stack is
forced into the pass-through mode, it is given the slot number 1001. If multiple switches in a stack are
forced into pass-through, the first switch in pass-through is given the slot number 1001, the second
switch is given the slot number 1002, the third switch is given the slot number 1003, and so on.

e Before issuing the reload pass-through command, be sure that the corresponding switch has been
given a unique saved slot number. The saved slot number is the slot number the switch assumes after it
has been rebooted. If the saved slot number is not unique, the switch returns to pass-through mode. To
view the current and saved slot numbers for all switches in a stack, use the show stack topology
command. To assign a unique saved slot number to a switch before rebooting, use the stack set slot
command.

Examples

-> reload pass-through 1001
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Release History

Release 6.6.1; command introduced.

Related Commands

show stack topology Displays the current operating topology of switches within a stack.
stack set slot Assigns a new saved slot number to a switch in a stacked configuration.

MIB Obijects

alaStackMgrChassisTable
alaStackMgrSlotNINumber
alaStackMgrCommandAction
reloadPassThru
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power ni

Turns the power on or off for a specified NI module.
power ni [slot] slot-number

no power ni [slot] slot-number

Syntax Definitions

slot Optional command syntax.

slot-number The chassis slot number containing the NI module being powered on or
off.

Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

Use the no form of this command to power off the corresponding switch in a stacked configuration.

Examples

-> power ni slot 1
-> power ni 7

Release History

Release 6.6.1; command introduced.

Related Commands

reload ni Reloads a specified NI module.

show ni Shows the hardware information and status for NI modules currently
running in the chassis.

MIB Objects

chasEntPhysicalTable

chaseEntPhysAdminStatus
powerOn
powerQOff
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temp-threshold

Sets the CPU warning temperature threshold for the switch.

temp-threshold temp slot slot-number

Syntax Definitions

temp The new temperature threshold value, in Celsius.

slot-number The chassis slot number for which the CPU warning temperature thresh-
old is set.

Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

Use the show temperature command to display the current value for the temperature warning threshold.
Do not use the show health threshold command as it does not display temperature threshold information.

Examples

-> temp-threshold 45
-> temp-threshold 55 slot 2

Release History

Release 6.6.1; command introduced.

Related Commands

show temperature Displays the current operating chassis ambient temperature, as well as
current temperature threshold settings.

MIB Obijects

chasChassisTable
chasTempThreshold
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stack set slot

Sets the saved slot number for a switch in a stacked configuration. The saved slot number is the slot
position the switch assumes following a reboot. The stack set slot command also provides syntax for
immediately rebooting the corresponding switch.

stack set slot slot-number saved-slot saved-slot-number [reload]

Syntax Definitions

slot-number The current slot position used by the switch (1-8; 1001-1008). The
valid slot number range also includes slot positions 1001 through 1008,
reserved for switches in pass-through mode.

saved-slot-number The new (that is, saved) slot number (1-8). The saved slot number is the
slot position the switch assumes following a reboot.

reload Optional command syntax. When reload is entered in the command
line, a confirmation prompt is issued. If the user approves the reload, the
corresponding switch reboots immediately and the new (saved) slot
number takes effect when the switch comes back up barring any pass-
though mode conditions, such as duplicate slot numbers.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e When the stack set slot command is issued, the new saved slot value is written to the boot.slot.cfg file.
This file is located in the /flash directory of the switch and is used when assigning a slot number for the
switch during the boot process.

e To avoid duplicate slot numbers within the virtual chassis (that can force one or more switches into
pass-though mode), be sure that the saved slot number being configured is not already being used by
another switch in the stack. To view the saved slot numbers currently assigned, use the show stack
topology command. For detailed information on assigning saved slot numbers, as well as information
on pass-through mode, refer to the Hardware Users Guide.

¢ In OmniSwitch 6350 stacking is only supported on the 24 or 48 port models.

Examples

-> stack set slot 2 saved-slot 3
-> stack set slot 1001 saved-slot 4 reload

Release History

Release 6.6.1; command introduced.
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Related Commands

stack clear slot Clears the current saved slot information for a switch within a stacked
configuration.
show stack topology Displays the current operating topology of switches within a stack.

MIB Objects

alaStackMgrChassisTable

alaStackMgrSlotNINumber
alaStackMgrSavedSlotNINumber
alaStackMgrCommandAction
alaStackMgrCommandStatus
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stack set slot mode

Sets the switch to either stackable or standalone mode. The stack set slot mode command also provides
syntax for immediately rebooting the corresponding switch.

stack set slot slot-number mode {stackable | standalone} [reload]

Syntax Definitions

slot-number The current slot position used by the switch (1-8; 1001-1008). The
valid slot number range also includes slot positions 1001 through 1008,
reserved for switches in pass-through mode.

stackable Sets the switch to stackable mode allowing the switch to be stacked into
a virtual chassis using the fixed fiber ports.

standalone Sets the switch to standalone mode allowing the fixed fiber ports to be
used as uplink ports.

reload Optional command syntax. When reload is entered in the command
line, a confirmation prompt is issued. If the user approves the reload, the
corresponding switch reboots immediately and the new mode takes
effect when the switch comes back up.

Defaults
parameter default
mode Standalone

Platforms Supported
OmniSwitch 6450-10, OmniSwitch 6350

Usage Guidelines

e Reboot the switch for the new mode to take effect.

¢ In OmniSwitch 6350 stacking is only supported on the 24 or 48 port models.

Examples

-> stack set slot 2 mode stackable

Release History

Release 6.6.1; command introduced.
Release 6.6.4;command introduced on 0S6450-10.
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Related Commands

show stack mode Displays the current mode of the switches.

MIB Obijects

alaStackMgrChassisTable

alaStackMgrSlotNINumber
alaStackMgrCommandAction
alaStackMgrCommandStatus
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stack clear slot

Clears the current saved slot information for a switch within a stacked configuration. When the saved slot
information is cleared using the stack clear slot command, the corresponding switch is automatically
assigned a unique slot number following a reboot. The command also provides optional syntax for
immediately forcing the corresponding switch into pass-though mode.

stack clear slot slot-number [immediate]

Syntax Definitions

slot-number The current slot position used by the switch (1-8; 1001-1008). The
valid slot number range also includes slot positions 1001 through 1008,
reserved for switches in pass-through mode.

immediate Optional command syntax. When immediate is entered in the command
line, the corresponding switch is manually forced into pass-through
mode at the time the command is entered. All traffic on the Ethernet
ports of the switch is stopped. Unprocessed traffic (if applicable) con-
tinue to pass through the stacking cables to other switches in the stack.
A limited number of management commands on the switch are also sup-
ported.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e When the stack clear slot command is issued, the boot.slot.cfg file is immediately removed from the
[flash directory of the switch. As a result, no slot assignment information is found the next time the
switch is booted. The switch is automatically assigned a unique slot number during the boot process.

¢ Primary and secondary management modules cannot be forced into pass-through mode using the
stack clear slot command. If the user attempts to force the secondary management module into
pass-through, the secondary switch reboots and assumes idle status when it comes back up.
Meanwhile, an idle switch within the stack is selected and rebooted; when it comes up it assumes the
secondary role.

¢ In OmniSwitch 6350 stacking is only supported on the 24 or 48 port models.

Examples

-> stack clear slot 1002
-> stack clear slot 3 immediate

Release History

Release 6.6.1; command introduced.
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Related Commands

stack set slot Sets the saved slot number for a switch in a stacked configuration.
show stack topology Displays the current operating topology of switches within a stack.

MIB Objects

alaStackMgrChassisTable

alaStackMgrSlotNINumber
alaStackMgrSavedSlotNINumber
alaStackMgrCommandAction
alaStackMgrCommandStatus
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hash-control mode fdb

Configures the hash control method on the switch. Depending on this configuration, hashing algorithm
used by various applications for Layer 2 table lookup is affected.

hash-control mode fdb { xor | crc }

Syntax Definitions

Xor Sets hash control lookup to XOR mode.
cre Sets hashing to extended mode.
Defaults

parameter default

fdb xor

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
¢ The hash control setting impacts the fabric load balancing for chassis based products.
e Changing the hash control mode affects the hashing algorithm for Link Aggregation and EMCP.

e Changing the hash mode requires a switch or stack reboot.

Examples

-> hash-control mode fdb xor
-> hash-control mode fdb crc

Release History

Release 6.6.3; command introduced.

Related Commands

show hash-control Displays the current hash control setting for the switch.

MIB Objects

alaChasHashMode
alachasFdbHashMode
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show system

Displays basic system information for the switch. Information includes a user-defined system description,
name, administrative contact, and location, as well as object ID, up time, and system services.

show system

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

This command can be used when logged in to the switch that performs either the primary or secondary
CMM role in a stack.

Examples
-> show system
System:
Description: Alcatel-Lucent 0S6450-10 6.7.2.26.R01 Development, March 01, 2017.,
Object ID: 1.3.6.1.4.1.6486.800.1.1.2.1.12.1.1,
Up Time: 0 days 3 hours 7 minutes and 1 seconds,
Contact: Lab Admin,
Name: 0S6450-10,
Location: NMS_LAB,
Services: 72,

Date & Time: FRI MAR 03 2017 00:30:57 (UTC)

Flash Space:
Primary CMM:
Available (bytes): 47302656,
Comments = None

output definitions

System Description The description for the current system. This description shows the
current software version and the system date.

System Object ID The SNMP object identifier for the switch.

System Up Time The amount of time the switch has been running since the last system
reboot.

System Contact An user-defined administrative contact for the switch. This field is

modified using the system contact command.

OmniSwitch AOS Release 6 CLI Reference Guide  December 2017 page 2-31



show system

Chassis Management and Monitoring Commands

output definitions (continued)

System Name
System Location

System Services
System Date & Time

Flash Space: Primary CMM:

Available (bytes)

Flash Space: Primary CMM:

Comments

A user-defined text description for the switch. This field is modified
using the system name command.

The user-defined physical location of the switch. This field is modified
using the system location command.

The number of current system services.

The current system date and time. This field is modified using the
system date and system time commands.

The available flash memory space available on the primary
management module of the switch.

Comments regarding the available flash memory space available on the
primary management module of the switch, if applicable.

Release History

Release 6.6.1; command introduced.

Related Commands

system contact

system name
system location

MIB Obijects

system

systemContact
systemName
systemLocation

Specifies the administrative contact of the switch (for example, an
individual or a department).

Modifies the current system name of the switch.
Specifies the current physical location of the switch.
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show hardware info

Displays the current system hardware information. Includes CPU, flash, RAM, NVRAM battery, jumper
positions, BootROM, and miniboot and FPGA information.

show hardware info

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

This command can be used when logged in to the switch that performs either as the primary or secondary
CMM role in a stack.

Examples

-> show hardware info

CPU Type : Marvell Feroceon,

Flash Manufacturer : Micron Technology, Inc.,
Flash size : 134217728 bytes (128 MB),
RAM Manufacturer : Nanya Technology,

RAM size . 268435456 bytes (256 MB),
Miniboot Version : 6.6.3.259_R01,

Product 1D Register - 07

Hardware Revision Register : 41

FPGA Revision Register - 6

output definitions

CPU Type The manufacturer and model number of the CPU used on the CMM.
Flash Manufacturer The manufacturer of the flash memory used on the CMM.
Flash size The total amount of flash memory (that is, file space) on the CMM.

This field specifies the total flash memory size only and does not
indicate the amount of memory free or memory used.

RAM Manufacturer The manufacturer of the RAM memory used on the CMM.

RAM size The total amount of RAM memory on the CMM. This field specifies
the total RAM memory only and does not indicate the amount of
memory free or memory used.

Miniboot Version The current default miniboot version.
Product ID Register The register number of the product ID.
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output definitions (continued)

Hardware Revision Register ~ The register number of the hardware revision.
FPGA Revision Register The register number of the FPGA revision.

Release History

Release 6.6.1; command introduced.

Related Commands

show chassis Displays the basic configuration and status information for the switch
chassis.
show cmm Displays the basic hardware and status information for CMM modules

running in the chassis.

MIB Obijects

systemHardware

systemHardwareBootCpuType
systemHardwareFlashMfg
systemHardwareFlashSize
systemHardwareMemoryMfg
systemHardwareMemorySize
systemHardwareNVRAMBatterylLow
systemHardwareJumper InterruptBoot
systemHardwareJumperForceUartDefaults
systemHardwareJumperRunExtendedMemoryDiagnostics
systemHardwareJumperSpare
systemHardwareBootRomVersion
systemHardwareBackupMiniBootVersion
systemHardwareDefaul tMiniBootVersion
systemHardwareFpgaVersionTable
systemHardwareFpgaVersionEntry
systemHardwareFpgaVersionlndex
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show chassis

show chassis

Displays the basic configuration and status information for the switch chassis.

show chassis [number]

Syntax Definitions

number

Specifies the slot (that is, switch) number within a stack of switches.

The valid range of slot numbers is 1-8, depending on the size of the

stack.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

This command can be used when logged into either the primary or secondary CMM.

Examples

-> show chassis

Chassis 1
Model Name:
Description:
Part Number:
Hardware Revision:
Serial Number:
Manufacture Date:
Admin Status:
Operational Status:
Number Of Resets:
MAC Address:

Chassis 2
Model Name:
Description:
Part Number:
Hardware Revision:
Serial Number:
Manufacture Date:
Admin Status:
Operational Status:
MAC Address:

Chassis 3
Model Name:
Description:
Part Number:

0S6450-U24,
Chassis,
903175-90,
04,
P1180657,
MAR 14 2013,
POWER ON,
upP,

563

XX IXXIXXIXXIXX XX,

0S6450-U24,

22 100/1000,
903038-90,

04,

M518025P,

DEC 28 2011,

POWER ON,

up,

XX IXXIXXIXXIXXIXX,

0S6450-P24,
24 POE 10/100/1000,
903174-90,
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Hardware Revision: 05,

Serial Number: P1381963,

Manufacture Date: APR 02 2013,

Admin Status: POWER ON,

Operational Status: up,

MAC Address: XX IXX IXXIXXIXXIXX,
Chassis 4

Model Name: 0S6450-48,

Description: 48 10/100/1000,

Part Number: 903107-90,

Hardware Revision: 01,

Serial Number: M428026P,

Manufacture Date: OCT 10 2011,

Admin Status: POWER ON,

Operational Status: up,

MAC Address: XX I XX IXXIXXIXXIXX,

output definitions

Model Name The factory-set model name for the switch. This field cannot be
modified.
Description The factory-set description for the switch. This field cannot be

Part Number

Hardware Revision

Serial Number

Manufacture Date

Admin Status

modified.

The Alcatel part number for the chassis.

The hardware revision level for the chassis.

The Alcatel serial number for the chassis.

The date the chassis was manufactured.

The current power status of the chassis. Admin status is always

POWER ON as the chassis information is obtained from a running
CMM.

Operational Status The current operational status of the chassis.

Number of Resets The number of times the CMM has been reset (that is, reloaded or

rebooted) since the last cold boot of the switch.

Release History

Release 6.6.1; command introduced.

Related Commands

show hardware info Displays the current system hardware information.
show power Displays the hardware information and status for chassis power supplies.

show fan Displays the current operating status of chassis fans.

MIB Obijects

chasChassisTable

chasFreeSlots
chasPowerlLeft
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show cmm

show cmm

Displays basic hardware and status information for the CMM modules in a standalone switch or the
switches that perform the CMM role running in a stack.

show cmm [number]

Syntax Definitions

number

Specifies the CMM slot number within a standalone switch or the CMM

switch number within a stack switches.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e A switch with a secondary CMM role in a stack also displays the hardware and the status information

for the primary switch in the stack.

¢ This command can be used when logged in to the switch that performs either the primary or secondary

CMM role in a stack.

Examples

-> show cmm

CMM in slot 1
Model Name:
Description:
Part Number:
Hardware Revision:
Serial Number:
Manufacture Date:
Firmware Version:
Admin Status:
Operational Status:
Power Consumption:
Power Control Checksum:
CPU Model Type
MAC Address:

CMM in slot 2
Model Name:
Description:
Part Number:
Hardware Revision:
Serial Number:
Manufacture Date:

0S6450-U24,

CMM,

903175-90,

04,

P1180657,

MAR 14 2013,
n/a,

POWER ON,

upP,

o,

0xc398,
MV88F6281 Rev 2,
XX IXXIXX 2 XX IXXIXX,

0S6450-U24,
CMM,
903038-90,
04,
M518025P,
DEC 28 2011,
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show cmm

Chassis Management and Monitoring Commands

Firmware Version:
Admin Status:
Operational Status:
Power Consumption:

Power Control Checksum:

CPU Model Type
MAC Address:

output definitions

n/a,

POWER ON,
SECONDARY,

o,

0x42b2,

MV88F6281 Rev 2,
XX IXXIXX 2 XX IXXIXX,

Model Name
Description

Part Number
Hardware Revision
Serial Number
Manufacture Date
Firmware Version
Admin Status

Operational Status
Power Consumption
Power Control Checksum
MAC Address

The model name of the switch.

A factory-defined description of the associated board (for example,
BBUS Bridge, or PROCESSOR).

The Alcatel part number for the board.

The hardware revision level for the board.

The Alcatel serial number for the board.

The date the board was manufactured.

The firmware version for the ASIC of the board.

The current power status of the CMM. Admin status value is always
POWER ON as the information is obtained from a running CMM.

The current operational status of the CMM.
The current power consumption for the CMM.
The current power control checksum for the corresponding CMM.

The MAC address assigned to the chassis. This base chassis MAC
address is a unique identifier for the switch and is stored on an
EEPROM card in the chassis. It is not tied to the CMM. Therefore, it
does not change if the CMM is replaced or becomes secondary. The
MAC address is used by the Chassis MAC Server (CMS) for allocation
to various applications. Refer to the “Managing MAC Addresses and
Ranges” chapter of the OmniSwitch AOS Release 6 Switch Manage-
ment Guide for more information.

Release History

Release 6.6.1; command introduced.
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Related Commands

show chassis

show ni

show module

show module long
show module status

show system

MIB Objects
N/A

Displays the basic configuration and status information for the switch
chassis.

Displays the basic hardware and status information for Network
Interface (NI) modules currently installed in the switch.

Displays the basic information for either a specified module or all the
modules installed in the chassis.

Displays the detailed information for either a specified module or all
modules installed in the chassis.

Displays the basic status information for either a specified module or all
modules installed in the chassis.

Displays basic system information for the switch.
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show ni

Displays the basic hardware and status information for NI modules currently installed in a standalone
switch or in a stack.

show ni [number]

Syntax Definitions

number The slot number for a specific NI module installed in a standalone chas-
sis or the switch number within a stack. If no slot number is specified,
information for all the NI modules is displayed.

Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

This command can be used when logged in to the switch that performs either the primary or secondary

CMM role in a stack.

Examples

-> show ni 1

Module in slot 1

Model Name: 0S6450-U24,
Description: 22 100/1000,
Part Number: 903175-90,
Hardware Revision: 04,

Serial Number: P1180657,

Manufacture Date:
Firmware Version:

MAR 14 2013,

Admin Status: POWER ON,
Operational Status: up,

Power Consumption: 0,

Power Control Checksum: 0xc398,

CPU Model Type
MAC Address:
ASIC - Physical 1:

ARM926 (Rev 1),
XX IXXIXXIXXIXXIXX,
MV8SF6281 Rev 2,

FPGA - Physical 1: 005700,

UBOOT Version : n/a,
UBOOT-miniboot Version : 6.7.1.54_.R02,
POE SW Version : n/a
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output definitions

Model Name
Description

Part Number
Hardware Revision
Serial Number
Manufacture Date
Firmware Version
Admin Status

Operational Status

Power Consumption
Power Control Checksum
MAC Address

ASIC - Physical

CPLD - Physical

UBOOT Version
UBOOT-miniboot Version
POE SW Version

The module name of NI. For example, OS9-GNI-C24 indicates a
twenty four-port 10/100/1000BaseT Ethernet module.

A general description of the NI. For example, 24pt 10/100/1000BaseT
Mod indicates a twenty four-port 10/100/1000BaseT Ethernet module.

The Alcatel part number for the NI.

The hardware revision level for the NI.

The Alcatel serial number for the printed circuit board (PCB) of the NI.
The date the NI was manufactured.

The firmware version for the ASIC of the NI.

The current power status of the NI. Options include POWER ON or
POWER OFF.

The operational status of the NI. Options include UP or DOWN. The
operational status can be DOWN while the power status is on,
indicating a possible software issue.

The current power consumption for the CMM.

The current power control checksum for the corresponding NI.
The MAC address assigned to the NI.

General information regarding the NI ASIC of the module.
General information regarding the CPLD.

UBOQOT version of the NI.

UBOOT-miniboot version of the NI.

POE software version of the NI (POE modules only).

Release History

Release 6.6.1; command introduced.

Related Commands

reload ni
power ni
show module

show module long

show module status

MIB Objects
chasEntPhysOperStatus

Reloads a specified NI module.
Turns the power on or off for a specified NI module.

Displays the basic information for either a specified module or all
modules installed in the chassis.

Displays the detailed information for either a specified module or all
modules installed in the chassis.

Displays the basic status information for either a specified module or all
modules installed in the chassis.
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show module

Displays the basic information for either a specified module or all modules installed in a standalone switch
chassis or a stack. Modules include switches performing the primary and secondary CMM roles and NI in
a stack.

show module [number]

Syntax Definitions

number The slot number for a specific module installed in a standalone switch
chassis or the switch number within a stack. If no slot number is speci-
fied, information for all modules is displayed.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

This command can be used when logged in to the switch that performs either the primary or secondary
CMM role in a stack.

Examples
-> show module
HW Mfg
Slot Part-Number Serial # Rev Date Model Name
——————— Ry 5
CMM-1 903175-90 P1180657 04 MAR 14 2013 0S6450-U24
CMM-2 903038-90 M518025P 04 DEC 28 2011 0S6450-U24
output definitions
Slot The chassis slot position of the module. For detailed slot numbering

information, refer to the “Chassis and Power Supplies” chapter of the
Hardware Users Guide. Refer to page 2-37 for additional information
on CMM location callouts.

Part-Number The Alcatel part number for the module.

Serial # The Alcatel serial number for the module.

Rev The hardware revision level for the module.

Date The date the module was manufactured.

Model Name The descriptive name for the module. For example, 0S9-GNI-U24

indicates a twenty four-port Gigabit Ethernet module.
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Release History

Release 6.6.1; command introduced.

Related Commands

show module long Displays the detailed information for either a specified module or all
modules installed in the chassis.
show module status Displays the basic status information for either a specified module or all

modules installed in the chassis.

MIB Obijects
N/A
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Chassis Management and Monitoring Commands

show module long

Displays the detailed information for either a specified module or all the modules installed in a standalone
switch chassis or a stack. Modules include switches performing the primary and secondary CMM roles

and NI in a stack.

show module long [number]

Syntax Definitions

number

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

The slot number for a specific module installed in a standalone switch
chassis or the switch number within a stack. If slot number is not speci-
fied, detailed information for all the modules is displayed.

e When a particular NI module is specified in the command line, output is the same as that of the

show ni command.

¢ This command can be used when logged in to the switch that performs either the primary or secondary

CMM role in a stack.

Examples

-> show module long
CMM in slot 1
Model Name:
Description:
Part Number:
Hardware Revision:
Serial Number:
Manufacture Date:
Firmware Version:
Admin Status:
Operational Status:
Power Consumption:

Power Control Checksum:

CPU Model Type
MAC Address:

Module in slot 1
Model Name:
Description:

Part Number:
Hardware Revision:
Serial Number:

0S6450-U24,

CMM,

903175-90,

04,

P1180657,

MAR 14 2013,
n/a,

POWER ON,

upP,

o,

0xc398,
MV88F6281 Rev 2,
XX IXXIXX 2 XX IXXIXX,

0S6450-U24,
22 10071000,
903175-90,
04,
P1180657,
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show module long

Manufacture Date:
Firmware Version:
Admin Status:
Operational Status:
Power Consumption:

Power Control Checksum:

CPU Model Type
MAC Address:

ASIC - Physical 1:
FPGA - Physical 1:
UBOOT Version :

UBOOT-miniboot Version :

POE SW Version :

output definitions

MAR 14 2013,

POWER ON,

upP,

o,

0xc398,

ARM926 (Rev 1),
XX 2 XX IXXIXXIXXIXX,
MV88F6281 Rev 2,
005700,

n/a,
6.7.1.54_R02,
n/a

Model Name
Description

Part Number
Hardware Revision
Serial Number
Manufacture Date
Firmware Version
Admin Status

Operational Status

Power Control Checksum
MAC Address

ASIC - Physical

CPLD - Physical

The module name of NI. For example, OS9-GNI-C24 indicates a
twenty four-port 10/100/1000BaseT Ethernet module.

A general description of the NI. For example, 24pt 10/100/1000BaseT
Mod indicates a twenty four-port 10/100/1000BaseT Ethernet module.

The Alcatel part number for the NI.

The hardware revision level for the NI.

The Alcatel serial number for the printed circuit board (PCB) of NI.
The date the NI was manufactured.

The firmware version for ASIC of NI.

The current power status of the NI. Options include POWER ON or
POWER OFF.

The operational status of the NI. Options include UP or DOWN. The
operational status can be DOWN while the power status is on,
indicating a possible software issue.

The current power control checksum for the corresponding NI.
The MAC address assigned to the NI.

General information regarding the ASIC of NI.

General information regarding the CPLD.

Release History

Release 6.6.1; command introduced.

Related Commands

show module

show module status

MIB Obijects
N/A

Displays the basic information for either a specified module or all
modules installed in the chassis.

Displays the basic status information for either a specified module or all
modules installed in the chassis.
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show module status

Displays the basic status information for either a specified module or all modules installed in a standalone
switch chassis or a stack. Modules include switches performing the primary and secondary CMM roles
and NI in a stack.

show module status [number]

Syntax Definitions

number The slot number for a specific module installed in a standalone switch
chassis or the switch number within a stack. If no slot number is speci-
fied, status information for all modules is displayed.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

This command can be used when logged in to the switch that performs either as the primary or secondary
CMM role in a stack.

Examples
-> show module status

Operational Firmware
Slot Status Admin-Status Rev MAC
—————— Ry S
CMM-1 up POWER ON N/A XX ZXX ZXX XX 2 XX I XX
NI-1 up POWER ON N/A XX 2 XX ZXX XX 2 XX I XX

output definitions

Slot The chassis slot position of the module. For detailed slot numbering
information, refer to the “Chassis and Power Supplies” chapter of the
Hardware Users Guide. Refer to page 2-37 for additional information
on CMM callouts.

Operational Status The operational status of the module. Options include UP or DOWN.
For NI and secondary CMM modules, the operational status can be
DOWN while the power status is on, indicating a possible software
issue.

Admin-Status The current power status of the module. Options include POWER ON
or POWER OFF.
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output definitions (continued)

Firmware Rev The firmware version for module’s ASICs.

MAC For the CMM, the base chassis MAC address is displayed. For detailed
information on this base chassis MAC address, refer to the “Managing
MAC Addresses and Ranges” chapter of the OmniSwitch AOS Release
6 Switch Management Guide. For NI modules, the MAC address for the
corresponding NI is displayed.

Release History

Release 6.6.1; command introduced.

Related Commands

show module Displays the basic information for either a specified module or all the
modules installed in the chassis.

show module long Displays the detailed information for either a specified module or all the
modules installed in the chassis.

MIB Obijects
N/A
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show power

Displays the hardware information and status for chassis power supplies.

show power [supply] [number]

Syntax Definitions

supply Optional command syntax.

number The single-digit number for a specific power supply installed in the
chassis. If no power supply number is specified, information for all
power supplies is displayed.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

When the show power command is entered on stackable switches, information is displayed only for power
supplies that are installed in the chassis and powered on. If a power supply is present in a power supply
bay, but the power supply is unplugged or its on/off switch is in the off position, the power supply is not
listed in the command output.

Examples

-> show power

Slot PS \Wattage Type Status Location

M S Fom e o Fom e
1 1 530 AC uP Internal
1 2 - -- -- --
2 1 530 AC UP Internal
3 1 320 AC UP Internal
4 1 600 AC upP External

output definitions

Slot The slot number of the power supply.

PS The power supply humber.

Wattage The wattage of the power supply.

Type The type of power supply. Options include AC or DC.

Status The operational status of the power supply. Options include UP or
DOWN.

Location The location of the power supply. Options include Internal or External.
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Release History

Release 6.6.1; command introduced.

Related Commands
show chassis Displays the basic configuration and status information for the switch
chassis.

MIB Obijects
N/A
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show fan

Displays the current operating status of chassis fans.

show fan [number]

Syntax Definitions

number Specifies the switch (slot) number of the chassis.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

This parameter specifies the switch (slot) number of the chassis. If no switch number is specified, then all
the switches in a stack is displayed.

Examples

-> show fan
Chassis Fan Status

_______ e
1 1 Running
1 2 Running
1 3 Running
1 4  Not Running
1 5 Not Running
1 6 Not Running
2 1 Running
2 2 Running
2 3 Running
2 4  Not Running
2 5 Not Running
2 6 Not Running
3 1 Running
3 2 Running
3 3 Running
3 4  Not Running
3 5 Not Running
3 6 Not Running

output definitions

Chassis The number of the switch in a stack.
Fan The fan number describing the fan position.
Status The current operational status of the corresponding fan.
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Release History

Release 6.6.1; command introduced.

Related Commands
show temperature Displays the current operating chassis ambient temperature, as well as
current temperature threshold settings.

MIB Obijects
N/A
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Chassis Management and Monitoring Commands

show temperature

Displays the current operating chassis ambient temperature, as well as current temperature threshold

settings.

show temperature [number]

Syntax Definitions

number

Defaults

Specifies the slot (that is, switch) number within the stack. The valid
range of slot numbers is 1-8, depending on the size of the stack.

If a slot number is not specified with this command, temperature information for all switches operating in
the stack is displayed by default.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

The number parameter is not an option when using this command on a standalone switch.

Examples

-> show temperature

Temperature for chassis 1

Hardware Board Temperature (deg C) =41,
Hardware Cpu Temperature (deg C) = N/A,
Temperature Upper Threshold Range (deg C) = 15 to 80,
Temperature Upper Threshold (deg C) = 57,
Temperature Status = UNDER THRESHOLD,
Temperature Danger Threshold (deg C) = 80

Temperature for chassis 2
Hardware Board Temperature (deg C) = 40,
Hardware Cpu Temperature (deg C) = N/A,
Temperature Upper Threshold Range (deg C) = 15 to 80,
Temperature Upper Threshold (deg C) = 57,
Temperature Status = UNDER THRESHOLD,
Temperature Danger Threshold (deg C) = 80

Temperature for chassis 3
Hardware Board Temperature (deg C) = 40,
Hardware Cpu Temperature (deg C) = N/A,
Temperature Upper Threshold Range (deg C) = 15 to 80,
Temperature Upper Threshold (deg C) = 57,
Temperature Status = UNDER THRESHOLD,
Temperature Danger Threshold (deg C) = 80
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output definitions

Hardware Board
Temperature

Hardware Cpu Temperature

Temperature Upper
Threshold Range

Temperature Upper
Threshold

Temperature Range

Temperature Danger
Threshold

The current chassis temperature as determined by the built-in
temperature sensor. The temperature is displayed in degrees Centigrade
(Celsius). This temperature is checked against the upper threshold
value. If the threshold is exceeded, a warning is sent to the user.

The current CPU temperature. The temperature is displayed in degrees
Centigrade (Celsius).

The supported threshold range. When you specify a threshold for the
switch using the temp-threshold command.

The warning temperature threshold, in degrees Celsius. If the switch
reaches or exceeds this temperature, the primary switch or TEMP LED
of the CMM displays amber, and a warning is sent to the user. For
information on changing the upper threshold value, refer to the
temp-threshold command on page 2-23.

The current threshold status of the switch. Displays whether the switch
is UNDER THRESHOLD or OVER THRESHOLD. If the status is
OVER THRESHOLD, the primary TEMP LED of the CMM displays
amber, and a warning is sent to the user.

The factory-defined danger threshold. This field is not configurable. If
the chassis temperature rises above the danger threshold, the switch
powers off all NI modules until the temperature conditions (for
example, chassis air flow obstruction or ambient room temperature) is
addressed and the switch is manually booted.

Release History

Release 6.6.1; command introduced.

Related Commands

temp-threshold
show fan

MIB Obijects

chasChassisTable

chasHardwareBoardTemp
chasHardwareCpuTemp
chasTempRange
chasTempThreshold

chasDangerTempThreshold

Sets the chassis warning temperature threshold.
Shows the hardware information and status for the chassis fans.
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show stack topology

Displays the current operating topology of switches within a stack.

show stack topology [slot-number]

Syntax Definitions

slot-number Optional syntax specifying a single slot number within the stack (1-8).
When a slot number is specified, topology information for only the cor-
responding slot displays.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

In OmniSwitch 6350 stacking is only supported on the 24 or 48 port models.

Examples
-> show stack topology
Link A Link A Link B Link B
NI Role State Saved Link A Remote Remote Link B Remote Remote
Slot State NI Port State NI Port
————t e Fom - [ Fom——_— Fe—— Fo—— Fom—— o ——— Foe——
1 PRIMARY RUNNING 1 uP 3 StackB UP 2 StackA
2 IDLE RUNNING 2 uP 1 StackB UP 3 StackA
3 SECONDARY RUNNING 3 uP 2 StackB UP 1 StackA
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output definitions

NI

Role

State

Saved Slot

Link A State

Link A Remote NI

Link A Remote Port

Link B State

The current slot position for each switch in the virtual chassis (stacked
configuration). The order of the slot numbers does not

necessarily correspond with the physical positions of switches within
the stack. In other words, slot position 1 may not be the uppermost (top)
switch in the stack. To assign these slot numbers, use the stack set slot
command.

The current management role of the corresponding switch within the
stack. Options include PRIMARY (the switch is the primary
management module in the stack; standalone switches also display this
role), SECONDARY [the switch is the secondary (or backup)
management module in the stack], IDLE (the switch does not have a
management role but is operating normally as a network interface
module within the stack), PASS-THRU (the switch is operating in
pass-through mode), UNDEFINED (the current role of the switch is not
known).

The current operational state of the corresponding switch. Options
include RUNNING (the switch is up and operating normally),
DUP-SLOT (the switch has a duplicate saved slot number and has
automatically entered pass-through mode), CLR-SLOT (the switch has
been manually “cleared” through the stack clear slot command and is
now in pass-through mode), OUT-SLOT (the current stacked
configuration already has eight switches and therefore cannot accom-
modate this switch), OUT-TOK (there are not enough unused tokens
remaining in the current stacked configuration to accommodate this
switch), UNKNOWN (the current state of the switch is not known).

The designated saved slot number for the corresponding switch. The
saved slot number is the slot position the switch assumes following a
reboot. A value of zero (0) indicates that the switch has been “cleared”
and, as a result, is designated for pass-through mode. To assign saved
slot numbers, use the stack set slot command. To clear a switch and
designate it for pass-though mode, use the stack clear slot command.

The status of the stacking cable link at the stacking port A of the switch.
Options include UP, DOWN, or UNKNOWN.

The slot number of the switch to which remote end of the stacking
cable A is connected. In other words, if a switch in slot position 1
displays a Link A Remote NI value of 3, this indicates that the stacking
cable plugged into slot 1 stacking port A is connected to the slot 3
switch. If no stacking cable link exists, the value 0 displays.

The specific stacking port to which remote end of the stacking cable A
is connected. Options include StackA, StackB, and 0. If the remote end
of the stacking cable A is connected to stacking port B on the other
switch, the value displays StackB. If no stacking cable link exists, the
value 0

displays.

The status of the stacking cable link at the stacking port B of the switch.
Options include UP, DOWN, or UNKNOWN.
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Chassis Management and Monitoring Commands

output definitions (continued)

Link B Remote NI

Link B Remote Port

The slot number of the switch to which remote end of the stacking
cable B is connected. In other words, if a switch in slot position 6
displays a Link A Remote NI value of 7, this indicates that the stacking
cable plugged into slot 6 stacking port B is connected to the slot 7
switch.

The specific stacking port to which remote end of the stacking cable B
is connected. Options include StackA, StackB, and 0. If the remote end
of the stacking cable B is connected to stacking port B on the other
switch, the value displays StackB. If there are no stacking cable links,
the value 0

displays.

Release History

Release 6.6.1; command introduced.

Related Commands

show stack status

MIB Objects
alaStackMgrChassisTable

Displays the current redundant stacking cable status and token availabil-
ity for a stacked configuration.

alaStackMgrSlotNINumber
alaStackMgrSlotCMMNumber
alaStackMgrChasRole
alaStackMgrLocalLinkStateA
alaStackMgrRemoteNISIotA
alaStackMgrRemotelLinkA
alaStackMgrLocalLinkStateB
alaStackMgrRemoteNISlIotB
alaStackMgrRemotelLinkB
alaStackMgrChasState
alaStackMgrSavedSlotNINumber
alaStackMgrCommandAction
alaStackMgrCommandStatus
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show stack status

Displays the current redundant stacking cable status and token availability for a stacked configuration.

show stack status

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

In OmniSwitch 6350 stacking is only supported on the 24 or 48 port models.

Examples

-> show stack status

Redundant cable status : present

output definitions

Redundant cable status Indicates whether a redundant stacking cable is currently installed.
Options include present and not present. To provide added resiliency
and redundancy, it is recommended that a redundant stacking cable is
connected from the top switch in the stack to the bottom switch in the
stack at all times. For more information on stack redundancy, refer to
the “Managing OmniSwitch 6350/6450 Series Stacks” chapter in the
Hardware Users Guide.

Release History

Release 6.6.1; command introduced.

Related Commands

show stack topology Displays the current operating topology of switches within a stack.

MIB Objects

alaStackMgrStackStatus
alaStackMgrTokensUsed
alaStackMgrTokensAvailable
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show stack mode

Displays the current stacking or standalone mode of the switch.

show stack mode

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

In OmniSwitch 6350 stacking is only supported on the 24 or 48 port models.

Examples
-> show stack mode
NI Role State Running Saved
Mode Mode
————te e o ——— B T - T
1 PRIMARY RUNNING stackable stackable
2 SECONDARY RUNNING stackable stackable

output definitions

NI The current slot position for each switch in the virtual chassis (stacked
configuration). The order of the slot numbers does not necessarily
correspond with the physical positions of switches within the stack. In
other words, slot position 1 may not be the uppermost (top) switch in
the stack. To assign these slot numbers, use the stack set slot
command.

Role The current management role of the corresponding switch:
PRIMARY (the switch is the primary management module in the stack;
standalone switches also display this role)
SECONDARY [the switch is the secondary (or backup) management
module in the stack].
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output definitions (continued)

State

Running Mode
Saved Mode

The current operational state of the switch:

UNKNOWN: the state of the element cannot be determined
RUNNING: element is up and running

DUP SLOT: this element has a duplicate slot number

CLR SLOT: the slot number of the element has been cleared using the
management command after the last reboot

OUT SLOT: the element cannot initialize because there are no slot IDs
left to be assigned

The current mode of the switch.

The mode of the switch after reboot. The output is based on contents of
"boot.slot.cfg" file.

Release History

Release 6.6.1; command introduced.

Related Commands

stack set slot mode

MIB Obijects

alaStackMgrChassisTable

alaStackMgrSlotNINumber
alaStackMgrSlotCMMNumber
alaStackMgrChasRole
alaStackMgrChasState
alaStackMgrCommandAction
alaStackMgrCommandStatus

Changes the stacking/standalone mode of the switch.
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show hash-control

Displays the current hash control settings for the switch.

show hash-control {mode fdb}

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> show hash-control
FDB Hash Mode = XOR-Mode

-> show hash-control mode fdb
FDB Hash Mode = XOR-Mode

output definitions

FDB Hash Mode The current hash mode activated (XOR-Mode or CRC-Mode).

Release History

Release 6.6.3; command introduced.

Related Commands

hash-control mode fdb Configures the hash control method on the switch. Depending on this con-
figuration, hashing algorithm used by various applications for Layer 2
table lookup is affected.

MIB Objects

alaChasHashMode
alachasFdbHashMode
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show system hardware-self-test

Displays the major hardware components status.

show system hardware-self-test

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

This command is applicable only in Authenticated Switch Access - Enhanced Mode. For more informa-
tion on ASA mode commands, refer to the Chapter 49, “AAA Commands.”

Examples

-> show system hardware-self-test
Checking CPU status -> Ok

Checking Memory status -> Ok
Checking Flash Status -> Ok
Checking NI Module status -> Ok
Checking Power Supply status -> Ok
Checking Lanpower Status -> Ok

Release History

Release 6.7.1 R04; command introduced.

Related Commands

show system process-self-test  Displays the major software process status.

MIB Obijects
N/A
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show system process-self-test

Chassis Management and Monitoring Commands

show system process-self-test

Displays the major software process status.

show system process-self-test

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

This command is applicable only in Authenticated Switch Access - Enhanced Mode. For more informa-
tion on ASA mode commands, refer to the “AAA Commands” chapter of the OmniSwitch AOS Release

6350/6450 CLI Reference Guide.

Examples

-> show system process-self-test

Checking Chassis Supervision Process
Checking Configuration Manager Process
Checking Network Process ......... ... ... ....
Checking AAA ProCess .. .cccucccucaaaaann-
Checking 802.1X ProCess ....cccucccceaaaaan-
Checking QoS Process .......ooccooaoooan.
Checking VLAN Manager Process ...........
Checking IP Services Process ............
Checking H/W Driver Process .............
Checking IPV6 Process .......cccccuooanaa.

Checking Layer2 / Switching Process

Checking Layer3 / Routing Process .......
Checking NiSUP Process . ... ... ... ... .....

Release History

Release 6.7.1 R04; command introduced.

Related Commands

show system hardware-self-test Displays the major hardware components status.

MIB Objects
N/A
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license apply

Activates the license for licensed features on the switch.

license apply

Syntax Definitions
N/A

Defaults

By default, licensed features are not activated on the switch.

Platforms Supported
OmniSwitch 6450

Usage Guidelines

e Ensure the license file ImLicense.dat is placed in the /flash directory of the primary CMM.

e When the license apply command is issued, the switch displays a message to ensure the installation.
Enter ‘Y’ to apply the license and reboot the switch.

e Use show license file command to verify the installed license.

Examples

-> license apply

The switch will reboot after the license is applied.
Are you sure you want to proceed(Y/N)?

Y

Release History

Release 6.6.3; command introduced.

Related Commands

license remove Removes the licensed applications installed on the switch.
show license file Displays the license file information of the switch.
show license info Displays all the license information for the switch.

MIB Objects

aluLicenseManagerApplyLicense
aluLicensedFileName
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license remove

Removes the license for specified feature on the switch.

license remove feature {metro | gig | 10G}

Syntax Definitions

metro Removes Metro features.

gig Removes Gigabit interfaces on lite models.
10G Removes 10-Gigabit interfaces.
Defaults

By default, licensed features are not activated on the switch.

Platforms Supported
OmniSwitch 6450

Usage Guidelines

Use show license file command to verify the removed licenses.

Examples

-> license remove feature metro

Release History

Release 6.6.3; command introduced.

Related Commands

license apply Applies the licensed applications installed on the switch.
show license file Displays the license file information of the switch.
show license info Displays all the license information for the switch.

MIB Objects

aluLicenseManagerRemoveTable
aluLicenseRemoveFeaturelD
aluLicenseRemoveSlotlID
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license unlock

Temporarily activates the license feature on the switch.

license unlock feature {metro | gig | 10G}

Syntax Definitions

metro Temporarily activates the metro license features.

gig Temporarily activates the Gigabit interface license feature.
10G Temporarily activates the 10-Gigabit license feature.
Defaults

By default, licensed protocols are not activated on the switch.

Platforms Supported
OmniSwitch 6450

Usage Guidelines

e When the license unlock command is issued, the switch displays a message to ensure the installation.
Enter ‘Y’ to apply the license and reboot the switch.

e Use show license file command to verify the installed license.

Examples

-> license unlock feature metro

Release History

Release 6.6.3; command introduced.

Related Commands

show license file Displays the license file information of the switch.
show license info Displays all the license information for the switch.

MIB Obijects

aluLicenseManagerDemolLicenseTable
aluLicenseDemoFeaturelD
aluLicenseDemoSlotlID
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show license info

Displays all the licensed applications installed on the switch.

show license info

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450

Usage Guidelines

e Use this command to verify the licenses installed on the switch.

e The number of days remaining is determined only by the switch up time. If a switch is turned off, the
time remaining is not decremented.

Examples

->show license info
(* indicates primary NI)

Chassis: METRO

N1 Application License Type Time Left (In Days)

et Fom e Fom e
1(™) METRO Permanent -

1 () GIG Temporary 10

1002 GIG Temporary

3 METRO Permanent -

3 GIG Temporary 12

output definitions

Application Displays the name of the licensed applications installed on the switch.
License Type The type of license; Permanent or Temporary.
Time Left Number of days remaining for temporary license.

Release History

Release 6.6.3; command introduced.
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Related Commands

license apply Applies the license file to the switch.
license remove Removes the license from the switch.

MIB Objects

aluLicenseManageriInfoTable
aluLicensedApplication
aluLicenseType
aluLicenseTimeRemaining
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show license file

Displays the information contained in the license file.

show license file [filename | local]

Syntax Definitions

filename The path and name of the license file.
local Displays the file on the local switch only.
Defaults

parameter default

filename [flash/ImLicense.dat

Platforms Supported
OmniSwitch 6450

Usage Guidelines
e Use this command to display the contents of the license file.

e The ImLicense.dat file can contain licenses for other switches.

Examples

-> show license file

MAC Address Application
__________________ S
00:d0:95:d5:e6:01* METRO
00:d0:95:d5:e6:0a GIG
00:d0:95:d5:e6:0b GIG
00:d0:95:d5:e6:0c* METRO

* - indicates entry applicable for local switch

output definitions

MAC Address Displays the base MAC address of the switch. An asterisk indicates the
MAC address of the local switch.
Application Displays the name of the licensed application.

Release History

Release 6.6.3; command introduced.
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Related Commands

show license info Displays all the licensed applications installed on the switch.

MIB Obijects

aluLicenseManagerLicenselnfoTable

aluSwitchMacAddress
aluLicensedFileApplication
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stack split-protection

Enables or disables the stack split detection feature.

stack split-protection {enable | disable}

Syntax Definitions

enable Enables stack split protection.
disable Disables stack split protection.
Defaults

parameter default

enable | disable disable

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
e SSP cannot be enabled before assigning a Linkagg.
e Stack split protection cannot be enabled on a device that is already running the helper functionality.

¢ In OmniSwitch 6350 stacking is only supported on the 24 or 48 port models.

Examples

-> stack split-protection enable
-> stack split-protection disable

Release History

Release 6.6.5; command was introduced.

Related Commands

show stack split-protection  This command displays all the information related to SSP when enabled.
status

stack split-protection This command is used to assign a linkagg for use with SSP.
linkaggid

MIB Objects

Alcatel IND1StackManager
alaSspConfigStatus
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stack split-protection linkaggid

This command is used to assign a linkagg for use with SSP.

[no] stack split-protection linkaggid linkagg-id

Syntax Definitions

linkagg-id The link aggregate 1D to be used with SSP. The range is 0-128.
Defaults

parameter default

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

¢ This command must be used to configure stack split protection linkagg before enabling stack split
protection.

¢ In OmniSwitch 6350 stacking is only supported on the 24 or 48 port models.

Examples
-> stack split-protection linkaggid 1

Release History

Release 6.6.5; command was introduced.

Related Commands

show stack split-protection  This command displays all the information related to SSP when enabled.
status

show stack split-protection  This command shows statistics of stack split-protection.
statistics

MIB Obijects

Alcatel IND1StackManager
alaSspLinkagglD
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stack split-protection guard-timer

This command sets the timer value for how long the unit will wait to receive SSP PDUs before beginning
transmission of SSP PDUSs.

stack split-protection guard-timer time

Syntax Definitions

time Time interval to wait on boot up before choosing any state. Range is 30-
100 seconds.

Defaults
parameter default
time 30 seconds

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Changes to the Guard timer only take affect after reboot or by disabling and re-enabling stack split
protection.

¢ In OmniSwitch 6350 stacking is only supported on the 24 or 48 port models.

Examples

-> stack split-protection guard-timer 60

Release History

Release 6.6.5; command was introduced.

Related Commands

show stack split-protection  This command displays all the information related to SSP when enabled.
status

show stack split-protection  This command shows statistics of stack split-protection.
statistics

MIB Obijects

Alcatel IND1StackManager
alaSspGuardTimer
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stack split-protection helper

This command is used to enable or disable to helper functionality on the helper device.

stack split-protection helper {enable | disable}

Syntax Definitions

enable Enables stack split protection helper functionality.
disable Disables stack split protection helper functionality.
Defaults

parameter default

enable | disable disable

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Use this command on the helper device to enable the helper functionality.
¢ The helper functionality cannot be enabled on a device that is running stack split protection.

¢ In OmniSwitch 6350 stacking is only supported on the 24 or 48 port models.

Examples

-> stack split-detection helper enable
-> stack split-detection helper disable

Release History

Release 6.6.5; command was introduced.

Related Commands
stack split-protection helper Linkagg ID on which to apply the SSP protocol for the helper device.
linkagg

MIB Objects

Alcatel IND1StackManager
alaSspHelperConfigStatus
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stack split-protection helper linkagg

Linkagg ID on which to apply the SSP protocol on the helper device.
stack split-detection helper linkagg linkagg-id

Syntax Definitions

linkagg-id Linkagg ID associated to the helper to support SSP. Range is 0-31.
Defaults

parameter default

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Use this command on the helper device to enable the SSP protocol on the helper linkagg.

¢ In OmniSwitch 6350 stacking is only supported on the 24 or 48 port models.

Examples
-> stack split-protection helper linkagg 1

Release History

Release 6.6.5; command was introduced.

Related Commands

show stack split-protection  This command shows SSP Helper status of the Link Aggregation 1D
helper status assigned.

stack split-protection helper This command is used to enable or disable to helper functionality.

MIB Objects

Alcatel IND1StackManager
alaSspHelperLinkaggld
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show stack split-protection status

This command displays all the information related to SSP when enabled.

show stack split-protection status

Syntax Definitions
N/A

Defaults

parameter default
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

In OmniSwitch 6350 stacking is only supported on the 24 or 48 port models.

Examples

-> show stack split-protection status
SSP admin status: enabled

SSP operational status: Active

SSP linkagg: 31

SSP Guard Timer: 30

Release History

Release 6.6.5; command was introduced.

Related Commands

stack split-protection Enable or disables the stack split detection feature.

MIB Objects

Alcatel IND1StackManager

alaSspConfigStatus
alaSSpGuardTimer
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show stack split-protection statistics

This command shows statistics of stack split-protection.

show stack split-protection statistics

Syntax Definitions
N/A

Defaults

parameter default
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

In OmniSwitch 6350 stacking is only supported on the 24 or 48 port models.

Examples

-> show stack split-protection statistics
SSP admin status: Enable

SSP operational status: Active
SSP uptime: 10d:02h:15m:31s
SSP protection uptime: 00d:00h:00m:00s

Release History

Release 6.6.5; command was introduced.

Related Commands

stack split-protection Enable or disables the stack split detection feature..

MIB Objects

Alcatel IND1StackManager
alaSspConfigStatus
alaSspUptime
alsSspStateUptime
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show stack split-protection stacking-units

This command shows the SSP state of all stacked units.

show stack split-protection stacking-units

Syntax Definitions
N/A

Defaults

parameter default
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

In OmniSwitch 6350 stacking is only supported on the 24 or 48 port models.

Examples

-> show stack split-protection stacking-units

Stacking Units - SSP States

1 ACTIVE
2 ACTIVE

Release History

Release 6.6.5; command was introduced.

Related Commands

stack split-protection Enable or disables the stack split detection feature.

MIB Objects

Alcatel IND1StackManager

alaStackMgrSlotNINumber
alaSSpOpStatus
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show stack split-protection helper status

This command shows SSP Helper status of the Link Aggregation ID assigned.

show stack split-protection helper status

Syntax Definitions
N/A

Defaults

parameter default
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

In OmniSwitch 6350 stacking is only supported on the 24 or 48 port models.

Examples

-> show stack split-protection helper status
Stack Split-Protection Helper Status : Disabled
Link Aggregation Id Stack Split-Protection Status

_________________________ e —————————————————————————
3 Disabled

Release History

Release 6.6.5; command was introduced.

Related Commands

stack split-protection helper This command is used to enable or disable the helper functionality.

MIB Obijects

Alcatel IND1StackManager

alaSspHelperAggregateld
alaSspHelperAggregateStatus
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3 Chassis MAC Server (CMS)
Commands

The Chassis MAC Server (CMS) manages MAC addresses on the switch. The MAC addresses managed
through the CMS are used as identifiers for the following functions:

e Base chassis MAC address
e FEthernet Management Port (EMP)
e VLAN router ports

Similar to IP addresses, MAC addresses are assigned by the Internet Assigned Numbers Authority (IANA)
and distributed to users in sequential blocks. A sequential block of MAC addresses is referred to as a MAC
address range.

The MAC address range is stored on the switch’s EEPROM. The switch supports one MAC address range
only. By default, this MAC address range contains thirty-two (32) factory-installed, contiguous MAC
addresses. Users may add additional MAC addresses; the maximum capacity for the switch’s default range
is 256 MAC addresses.

In stackable switches, CMS is responsible for sharing the base MAC address of the primary switch with all
the other switches in the stack. This helps the secondary switch to retain the same MAC address during
takeover.This is called MAC Address Retention.

MIB information for the Chassis MAC Server commands is as follows:

Filename: AlcatelIND1MacServer.MIB
Module: Alcatel-IND1-MAC-SERVER-MIB

A summary of the available commands is listed here:

mac-range eeprom
mac-retention status
mac-retention dup-mac-trap
mac release

show mac-range

show mac-range alloc

show mac-retention status
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mac-range eeprom

Modifies the default MAC range on the switch’s EEPROM.

Note. Use caution when modifying the default MAC range. Improper use of this command can disable
your system and adversely affect your network. Contact Alcatel-Lucent Customer Support for further
assistance.

mac-range eeprom start_mac_address count

Syntax Definitions

start_mac_address The first MAC address in the modified range. Enter the MAC address in
the following format: xx:xx:xx:xx:xx:xX, where x is a hex value (0-f).

count Specifies the number of MAC addresses in the range (1-256).

Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Because the factory-installed 32 MAC addresses are sufficient for most network configurations, this
command has to be used only by qualified network administrators for special network requirements.

e After modifying a MAC address range by using the mac-range eeprom command, you must reboot
the switch. Otherwise, MAC addresses for existing VLAN router ports is not be allocated properly.

e All MAC addresses in a range must be contiguous (that is, there cannot be any gaps in the sequence of
MAC addresses).

Examples
-> mac-range eeprom 00:20:da:23:45:35 32

Release History

Release 6.6.1; command was introduced.
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Related Commands

show mac-range Displays the MAC range table.

MIB Obijects

chasMacAddressRangeTable

chasMacRange Index
chasGlobalLocal
chasMacAddressStart
chasMacAddressCount
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mac-retention status

Enables or disables the MAC retention status.

mac-retention status {enable | disable}

Syntax Definitions

enable Enables the administrative status of MAC retention.
disable Disables the administrative status of MAC retention.
Defaults

Parameter Status

enable | disable disable

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e When MAC retention is enabled, the stack uses the MAC address of the primary switch even after it
has failed.

e When the administrative status of MAC retention is enabled, the stack performance is enhanced.

Examples

-> mac-retention status enable

Release History

Release 6.6.1; command was introduced.

Related Commands

show mac-retention status Displays the MAC retention status.

MIB Objects

chasMacAddrRetentionObjects
chasMacAddrRetentionStatus
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mac-retention dup-mac-trap

Enables or disables the duplicate MAC address trap status.

mac-retention dup-mac-trap {enable | disable}

Syntax Definitions

enable Enables the duplicate MAC address trap status.
disable Disables the duplicate MAC address trap status.
Defaults

Parameter Status

enable | disable disable

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

If the old primary switch is not detected and included in the stack within a pre-defined time period, an
SNMP trap is generated.

Examples

-> mac-retention dup-mac-trap enable

Release History

Release 6.6.1; command was introduced.

Related Commands

show mac-retention status Displays the MAC retention status.

MIB Obijects

chasMacAddrRetentionObjects
chasPossibleDuplicateMacTrapStatus
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mac release

Releases the MAC address currently being used as the primary base MAC address.

mac release

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

The MAC address is released only if the address has not been derived from the EEPROM (that is, it has to
be a retained MAC address of the old primary switch).

Examples

-> mac release

Release History

Release 6.6.1; command was introduced.

Release 6.6.1; mac-retention keyword was replaced with the mac keyword.
Related Commands

N/A

MIB Objects

chasMacAddrRetentionObjects
chasMacAddrRetentionStatus
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show mac-range

show mac-range

Displays the MAC range table.

show mac-range [index]

Syntax Definitions

index

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

Identifies the MAC range by referring to its position in the MAC range
table.

Because the switch currently supports one MAC address range only, index position 1 displays.

Examples

-> show mac range

Mac Local/

Range Row Status Global Start Mac Addr End Mac Addr
————— e
01 ACTIVE GLOBAL 00:d0:95:6a:79:6e 00:d0:95:6a:79:8d

output definitions

Mac Range

Row Status

Local/Global

Start Mac Addr
End Mac Addr

The MAC range index number (1). Because the switch currently sup-
ports one MAC address range only, index position 1 displays.

The current status of the MAC range. The status ACTIVE refers to
MAC addresses that are available for allocation to VLAN router ports
and other applications.

The Local/Global status for MAC addresses in the range. Local MAC
addresses have the local bit set in the first byte of the address. Global
MAC addresses (also referred to as EEPROM MAC addresses) have
the global bit set in the first byte of the address and are stored on the
switch’s EEPROM. Because the switch’s default MAC range is stored
on EEPROM, the status GLOBAL displays.

The first MAC address in the MAC address range.
The last MAC address in the MAC address range.

Release History

Release 6.6.1; command was introduced.
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show mac-range Chassis MAC Server (CMS) Commands

Related Commands

mac-range eeprom Modifies the default MAC range on the switch’s EEPROM.

MIB Obijects

chasMacAddressRangeTable

chasMacRange Index
chasGlobalLocal
chasMacAddressStart
chasMacAddressCount
chasMacRowStatus
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Chassis MAC Server (CMS) Commands show mac-range alloc

show mac-range alloc

Displays all allocated addresses from the MAC range table.

show mac-range [index] alloc

Syntax Definitions
index Identifies the MAC range by referring to its position in the MAC range
table. Currently, index position 1 only is supported.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

If you are assigning VLAN router ports while the switch is in single MAC router mode, all VLAN router
ports uses the base chassis MAC address (ID value 0).

Examples

-> show mac-range alloc

Range Mac Address Application 1d
—— Fomm e +-—-
01 00:d0:95:6b:09:40 CHASSIS 0
01 00:d0:95:6b:09:41 802.1X 0
01 00:d0:95:6b:09:5F CHASSIS 1

output definitions

Range The MAC range’s index number. The index number refers to the posi-
tion of the range in the MAC range table. Values may range from
1-20. MAC ranges are divided by index number into four distinct cate-
gories. Refer to page 3-7 for more information.

Mac Address Current MAC address allocated for a specific application.
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show mac-range alloc

Chassis MAC Server (CMS) Commands

output definitions (continued)

Application

The application for which the allocated MAC address is being used.
Current options include VLAN, 802.1X, and CHASSIS. VLAN refers
to MAC addresses allocated to VLAN router ports in multiple MAC
router mode. CHASSIS refers to MAC addresses used for the base
chassis MAC address and the Ethernet Management Port (EMP).

An ID number used to identify an allocated MAC address. ID numbers
are used for the base chassis MAC address and Ethernet Management
Port (EMP), as well as VLAN router ports. The ID value 0O is reserved
for the switch's base chassis MAC address. The ID value 1 is reserved
for the EMP MAC address. Router ports assigned to VLANS 2 through
4094 are given corresponding MAC IDs. For example, a router port
configured on VLAN 44 receives an allocated MAC ID of 44. Because
default VLAN 1 router ports use the base chassis MAC address by
default, any router port configured on VLAN 1 is assigned the ID
value 0.

Release History

Release 6.6.1; command was introduced.

Related Commands

mac-range eeprom

MIB Objects

ChasMacAddressAllocTable

chasAppld

chasObjectld
chasAllocMacRange Index
chasAl locMacAddress

Modifies the default MAC range on the switch’s EEPROM.
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Chassis MAC Server (CMS) Commands show mac-refention status

show mac-retention status

Displays the MAC retention status.

show mac-retention status

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

¢ If the administrative status of MAC retention is not configured, it is displayed as disabled by default.

¢ If the administrative status of the duplicate MAC address trap is not configured, it is displayed as
disabled by default.

e If the source of the currently used MAC address is not configured, it is displayed as EEPROM by
default.

Examples

-> show mac-retention status
MAC RETENTION STATUS

Admin State : Enabled

Trap admin state: Enabled

Current MAC address : 00:0a:0b:0c:0d:0e
MAC address source : Retained

Topology Status : Ring present

output definitions

Admin State Displays the administrative status of MAC retention (Enabled or Dis-
abled).

Trap admin state Displays the administrative status of the duplicate MAC address trap
(Enabled or Disabled).

Current MAC address Displays the MAC address currently used by the switch.

MAC address source Displays the source of the currently used MAC address. Options
include EEPROM and Retained.

Topology Status Displays the topology status of the stack. Options include Ring present

and Ring Not Present.
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show mac-retention status Chassis MAC Server (CMS) Commands

Release History

Release 6.6.1; command was introduced.
Release 6.6.1; EEPROM MAC Address field was deleted.

Related Commands

mac-retention status Enables or disables the MAC retention status.
mac-retention dup-mac-trap  Enables or disables the duplicate MAC address trap status.

MIB Obijects

chasMacAddrRetentionObjects

chasMacAddrRetentionStatus
chasPossibleDuplicateMacTrapStatus
chasRingStatus
chasBaseMacAddrSource
chasBaseMacAddr

page 3-12 OmniSwitch AOS Release 6 CLI Reference Guide ~ December 2017



4 Power over Ethernet (PoE)
Commands

The Power over Ethernet (PoE) feature is supported on the OmniSwitch POE models. See the
Hardware Users Guide for further details.

Note on Terminology. There are several general terms used to describe this feature. The terms Power
over Ethernet (PoE), Power over LAN (PoL), Power on LAN (PoL), and Inline Power are synonymous
terms used to describe the powering of attached devices through Ethernet ports. For consistency, this chap-
ter and the OmniSwitch AOS Release 6 CLI Reference Guide see the feature as Power over Ethernet
(PoE).

Additional terms, such as Powered Device (PD) and Power Source Equipment (PSE) are terms that are not
synonymous, but are directly related to PoE.

e PD refers to any attached device that uses a POE data cable as its only source of power. Examples
include access points such as IP telephones, Ethernet hubs, wireless LAN stations, and so on.

e PSE refers to the actual hardware source of the electrical current for PoE.

PoE commands documented in this section comply with IEEE 802.3 and 802.af.
MIB information for the POE commands is as follows:

Filename: AlcatelIND1lInLinePowerEthernet_mib
Module: ~ ALCATEL-IND1-INLINE-POWER-MIB

Filename: AalETF_HUBMIB_POWER_ETHERNET_DRAFT_mib
Module: ~ POWER-ETHERNET-MIB

A summary of the available commands is listed here:

lanpower start

lanpower stop

lanpower power

lanpower maxpower

lanpower priority

lanpower priority-disconnect
lanpower combo-port

lanpower high-resistance-detection
show lanpower

show lanpower capacitor-detections
show lanpower priority-disconnect
show lanpower high-resistance-detection
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lanpower start Power over Ethernet (PoE) Commands

lanpower start

Activates Power over Ethernet on a single specified POE port or on all PoE ports in a specified slot.

lanpower start {slot/port[-port2] | slot}

Important. Inline power is not activated until the lanpower start slot syntax is issued for the applicable
POE slot(s).

Syntax Definitions

slot/port Activates inline power on the specified PoE port only. This syntax is
used to re-enable power to an individual port that has been manually
turned off through the lanpower stop command.

port2 The last port number in a range of ports that you want to configure on
the same slot (for example, 3/1-4 specifies ports 1-4 on slot 3).

slot Activates inline power on all PoE ports in the corresponding slot.

Defaults

Power over Ethernet operational status is globally enabled by default.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

Use the slot/port syntax to activate power on a particular port. When all ports in a slot are manually turned
off, use only the slot syntax in the command line. This activates power on all ports in the specified slot. As
noted above, inline power is not active until the lanpower start slot syntax is issued for the applicable
PoE slot(s).

Examples

-> lanpower start 5/11
-> lanpower start 5
-> lanpower start 5/11-14

Release History

Release 6.6.1; command was introduced.
Release 6.7.2.R01; default setting was changed to enabled.
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Power over Ethernet (PoE) Commands lanpower start

Related Commands

lanpower stop Manually disconnects power on a single specified PoE port
or on all PoE ports in a specified slot.
show lanpower Displays current inline power status and related statistics for

all PoE ports in a specified slot.

MIB Objects

alaPethMainPseGroup
alaPethMainPseAdminStatus

pethPsePortTable
pethPsePortAdminEnable
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lanpower stop

Manually disables power on a single specified PoE port or on all PoE ports in a specified slot.

lanpower stop {slot/port[-port2] | slot}

Syntax Definitions

slot/port Disables inline power on the specified PoE port only.

port2 The last port number in a range of ports that you want to configure on
the same slot (for example, 3/1-4 specifies ports 1-4 on slot 3).

slot Disables inline power on all PoE ports in the corresponding slot.

Defaults

Power over Ethernet operational status is globally disabled by default.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> lanpower stop 5/22
-> lanpower stop 5
-> lanpower stop 5/22-27

Release History

Release 6.6.1; command was introduced.

Related Commands

lanpower start Activates inline power on a single specified PoE port or on
all PoE ports in a specified slot.

lanpower combo-port Displays current inline power status and related statistics for
all PoE ports in a specified slot.

MIB Objects

alaPethMainPseGroup
alaPethMainPseAdminStatus

pethPsePortTable
pethPsePortAdminEnable
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Power over Ethernet (PoE) Commands lanpower power

lanpower power

Specifies the maximum amount of inline power, in milliwatts, allocated to a specific PoE port. The value
specified is used to supply inline power to devices such as IP telephones and wireless LAN devices.

lanpower {slot/port | slot} power milliwatts

Syntax Definitions

slot/port A PoE port on which the maximum amount of inline power is being
allocated.
milliwatts The maximum amount of inline power, in milliwatts, being allocated to

the corresponding port (3000-16000 or 3000-31000).

Defaults

parameter default
milliwatts (802.3af ports) 16000
milliwatts (802.3at ports) 31000

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e To globally specify the amount of inline power allocated to all ports in a slot, see the lanpower
maxpower command on page 4-7.

e Be sure that the value specified complies with specific power requirements for all attached IP tele-
phones and wireless LAN devices.

¢ Note that the power value for the lanpower power command is specified in milliwatts (mW); the
related command, lanpower maxpower, is specified in watts (W).

Examples

-> lanpower 3/1 power 3025

Release History

Release 6.6.1; command was introduced.
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lanpower power Power over Ethernet (PoE) Commands

Related Commands
lanpower maxpower Specifies the maximum amount of inline power, in watts,
allocated to all PoE ports in a specified slot.

lanpower combo-port Displays current inline power status and related statistics for
all PoE ports in a specified slot.

MIB Objects

alaPethPsePortTable
alaPethPsePortPowerMaximum
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Power over Ethernet (PoE) Commands lanpower maxpower

lanpower maxpower

Specifies the maximum amount of inline power, in watts, allocated to all PoE ports in a specified slot.

lanpower slot maxpower watts

Syntax Definitions
slot The slot containing PoE ports on which the maximum amount of inline
power allowed is being allocated.

watts The maximum amount of inline power, in watts, allocated to all PoE
ports in the corresponding slot.

Defaults
parameter default
watts Will vary based on model and

power supply.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Before changing the maximum slot-wide power allowance, you have to disable PoE for the slot
through the lanpower stop command. Once the new value is assigned, re-enable PoE for the slot
through the lanpower start command.

¢ To specify the maximum amount of inline power allocated to a single port, see the lanpower power
command on page 4-5.

¢ Note that the power value for the lanpower maxpower command is specified in watts (W); the related
command, lanpower power, is specified in milliwatts (mW).

Examples

-> lanpower 3 maxpower 200

Release History

Release 6.6.1; command was introduced.
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lanpower maxpower Power over Ethernet (PoE) Commands

Related Commands
lanpower power Specifies the maximum amount of inline power, in milli-
watts, allocated to a specific POE port.

lanpower combo-port Displays current inline power status and related statistics for
all PoE ports in a specified slot.

MIB Objects

alaPethMainPseGroup
alaPethMainPseMaxPower
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Power over Ethernet (PoE) Commands lanpower priority

lanpower priority

Specifies an inline power priority level to a port. Levels include critical, high, and low.

lanpower slot/port priority {critical | high | low}

Syntax Definitions

slot/port The particular port on which a priority level is being configured.

critical Intended for ports that have mission-critical devices attached, and there-
fore require top (that is, critical) priority. In the event of a power man-
agement issue, inline power to critical ports is maintained as long as
possible.

high Intended for ports that have important, but not mission-critical, devices
attached. If other ports in the chassis have been configured as critical,
inline power to high-priority ports is given second priority.

low Intended for ports that have low-priority devices attached. In the event
of a power management issue, inline power to low-priority ports is inter-
rupted first (that is, before critical- and high-priority ports).

Defaults
parameter default
low | high | critical low

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> lanpower 2/16 priority low

Release History

Release 6.6.1; command was introduced.
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lanpower priority Power over Ethernet (PoE) Commands

Related Commands

lanpower combo-port Displays current inline power status and related statistics for
all PoE ports in a specified slot.

MIB Obijects

pethPsePortGroup
pethPsePortPowerPriority
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Power over Ethernet (PoE) Commands lanpower priority-disconnect

lanpower priority-disconnect

Enables or disables the priority disconnect function on all ports in a specified slot. Priority disconnect is
used by the system software in determining whether an incoming PD is granted or denied power when
there are too few watts remaining in the POE power budget for an additional device. For detailed informa-
tion on this function, see the “Managing Power over Ethernet (PoE)” chapter in the OmniSwitch AOS
Release 6.7 Hardware Users Guide.

lanpower slot priority-disconnect {enable | disable}

Syntax Definitions

slot The particular slot on which the priority disconnect function is being
enabled or disabled.

enable Enables priority disconnect on a specified port. When this function is
enabled and a power budget deficit occurs in which there is inadequate
power for an incoming device, the system software uses priority discon-
nect rules to determine whether an incoming device is granted or denied
power. For information on priority disconnect rules, see the “Managing
Power over Ethernet (POE)” chapter in the OmniSwitch AOS 6.7 Series.

disable Disables priority disconnect on a specified port. When priority discon-
nect is disabled and there is inadequate power in the budget for an addi-
tional device, power is denied to any incoming PD, regardless of its
priority status.

Defaults
parameter default
enable | disable enable

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> lanpower 2 priority-disconnect disable

Release History

Release 6.6.1; command was introduced.
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lanpower priority-disconnect Power over Ethernet (PoE) Commands

Related Commands

lanpower priority Specifies an inline power priority level to a port. Levels
include critical, high, and low.
show lanpower priority-disconnect Displays the priority disconnect function status on all ports in

a specified slot.

MIB Objects

alaPethMainPseTable
alaPethMainPsePriorityDisconnect

page 4-12 OmniSwitch AOS Release 6 CLI Reference Guide ~ December 2017



Power over Ethernet (PoE) Commands lanpower combo-port

lanpower combo-port

Enables or disables PoE capability on the copper combo ports.

lanpower slot combo-port {enable | disable}

Syntax Definitions
slot The particular slot on which to enable or disable PoE capability on the
copper combo ports.

enable Enables PoE capability on the copper combo ports 25/26 and disables
PoE capability on ports 23/24.

disable Disables PoE capability on the copper combo ports 25/26 and enables
PoE capability on ports 23/24.

Defaults
parameter default
enable | disable disable

Platforms Supported
N/A

Usage Guidelines

Port pairs 23/24 and 25/26 cannot have PoE enabled at the same time. Use this command to choose which
port pairs support PoE.

Examples

-> lanpower 1 combo-port enable

Release History

Release 6.6.1; command was introduced.

Related Commands

show lanpower Displays current inline power status and related statistics for
all PoE ports in a specified slot.

MIB Objects
N/A
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lanpower high-resistance-detection Power over Ethernet (PoE) Commands

lanpower high-resistance-detection

Enables or disables two-port POE PD detection.

lanpower slot high-resistance-detection {enable | disable}

Syntax Definitions

slot The particular slot on which to enable or disable high-resistance-detec-
tion.

enable Enables high-resistance-detection capability on the slot.

disable Disables high-resistance-detection capability on the slot.

Defaults

parameter default

enable | disable disable

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

¢ This capability can be enabled to support the two-port PoE capability on APs with two PoE ports (i.e.
OAW-AP 130 Series or OAW-AP1251). This capability enables the switch to support the appropriate
detection range and recognize the AP as a PD.

e The AP will be powered in an active/standby mode, meaning only one port of the AP will be powered
at a time.

e Only two-pair PoE will be supported when this feature is enabled, even on ports connected with a 4-
pair Ethernet cable.

¢ The capability of PSE-to-PSE protection function is reduced when this feature is enabled. It is recom-
mended to disable PoE on ports that do not have PDs connected.

e Enabling this feature will cause the POE functionality to restart on the OmniSwitch. Additionally, this
functionality does not follow the POE IEEE standards.

Examples

-> lanpower 1 high-resistance-detection enable

Release History

Release 6.7.2.R03; command was introduced.
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Power over Ethernet (PoE) Commands lanpower high-resistance-detection

Related Commands

show lanpower high-resistance-detection Displays current high-resistance-detection settings.

MIB Obijects

alaPethMainPseTable
alaPethMainPseHighResistorDetect
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show lanpower

Displays current inline power status and related statistics for all PoE ports in a specified slot.

show lanpower slot

Syntax Definitions

slot The slot for which current inline power status and related statistics are to
be displayed.

Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> show lanpower 1
Port Maximum(mW) Actual Used(mW) Status Priority On/Off Class

————te e e R o ———— e e
1 31000 0 Undefined Low OFF -
2 31000 0 Undefined Low OFF -
3 31000 0 Undefined Low OFF -
4 31000 0 Undefined Low OFF -
5 31000 0 Undefined Low OFF -
6 31000 0 Undefined Low OFF -
7 16000 0 Undefined Low OFF -

(Output truncated)

22 16000 0 Undefined Low OFF -

23 31000 0 Undefined Low OFF -

24 31000 0 Undefined Low OFF -

Slot 1 Max Watts 225
1 Power Supplies Available

output definitions

Port A PoE port for which current status and related statistics are being
displayed.
Maximum (mW) The current maximum amount of power allocated to the corresponding

PoE port, in milliwatts. The default value is 15400. To change this set-
ting, use the lanpower power command.

Actual Used (mW) The actual amount of power being used by an attached device (if appli-
cable), in milliwatts. If no device is attached to the corresponding port,
this row displays a value of 0.
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Power over Ethernet (PoE) Commands

show lanpower

output definitions (continued)

Status

Priority

On/Off

Max Watts

Class

Displays the current operational status. Options include Powered On,
Powered Off, and Undefined.

The current priority level for the corresponding POE port. Options
include Critical, High, and Low. Critical has to be reserved for ports
that have mission-critical devices attached, and therefore require top
(that is, critical) priority. In the event of a power management issue,
inline power to critical ports is maintained as long as possible. High
indicates ports that have important, but not mission-critical, devices
attached. If other ports in the chassis have been configured as critical,
inline power to high-priority ports is given second priority. Low prior-
ity is for ports that have low-priority devices attached. In the event of a
power management issue, inline power to low-priority ports is inter-
rupted first (that is, before critical and high-priority ports).

The default value is Low. Priority levels is changed using the lanpower
priority command.

Displays whether a port has been manually turned on or off by the user.
ON indicates that the port has been turned on by the user through the
lanpower start command. OFF indicates that the port has been turned
off by the user through the lanpower stop command.

The maximum watts allocated to the corresponding slot. The maximum
watts value for a slot is changed using the lanpower maxpower com-
mand.

Displays the IEEE class of the PoE based on the power consumption.

Release History

Release 6.6.1; command was introduced.

Related Commands
N/A

MIB Obijects

alaPethMainPseGroup

alaPethMainPseAdminStatus

pethPsePortTable

pethPsePortAdminEnable

alaPethPsePortTable

alaPethPsePortPowerMaximum

alaPethMainPseGroup

alaPethMainPseMaxPower

pethMainPsePower
pethPsePortGroup

pethPsePortPowerPriority
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show lanpower capacitor-detection Power over Ethernet (PoE) Commands

show lanpower capacitor-detection

Displays the capacitor detection method status.

show lanpower capacitor-detection slot

Syntax Definitions
slot The particular slot on which the capacitor detection method status is
being displayed.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> show lanpower capacitor-detection 2
Capacitor Detection enabled on Slot 2

Release History

Release 6.6.1; command was introduced.

Related Commands

lanpower capacitor-detection Enables or disables the capacitor detection method.

MIB Objects

alaPethMainTable
alaPethMainPseCapacitorDetect
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Power over Ethernet (PoE) Commands show lanpower priority-disconnect

show lanpower priority-disconnect

Displays the priority disconnect function status on all ports in a specified slot.

show lanpower priority-disconnect slot

Syntax Definitions
slot The particular slot on which the priority disconnect function status you
want to display.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> show lanpower priority-disconnect 2
Slot 2 Priority Disconnect Enabled!

Release History

Release 6.6.1; command was introduced.

Related Commands
lanpower priority-disconnect Enables or disables the priority disconnect function on all
ports in a specified slot.

MIB Objects

alaPethMainPseTable
alaPethMainPsePriorityDisconnect
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show lanpower high-resistance-detection Power over Ethernet (PoE) Commands

show lanpower high-resistance-detection

Displays the current high-resistance-detection settings.

show lanpower high-resistance-detection slot

Syntax Definitions

slot The particular slot on which to display the high-resistance-detection set-
tings.

Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> show lanpower high-resistance detection 1
High Resistance Detection enabled on Slot 1

Release History

Release 6.7.2.R03; command was introduced.

Related Commands

Ilanpower high-resistance-detection Enables or disables two-port PoE PD detection.

MIB Objects
N/A
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5 Network Time Protocol
Commands

The Network Time Protocol (NTP) is used to synchronize the time of a computer client or server to
another server or reference time source, such as a radio or satellite receiver. It provides client time accura-
cies within a millisecond on LANSs, and up to a few tens of millisecond on WANSs. Typical NTP configura-
tions utilize multiple redundant servers and diverse network paths in order to achieve high accuracy and
reliability.

It is important for networks to maintain accurate time synchronization between network nodes. The stan-
dard timescale used by most nations of the world is based on a combination of Universal Coordinated
Time (UTC) (representing the Earth’s rotation about its axis) and the Gregorian Calendar (representing the
Earth’s rotation about the Sun). UTC time is disseminated by various means, including radio and satellite
navigation systems, telephone modems, and portable clocks.

The MIB information for NTP is as follows:

Filename: AlcatelIND1Ntp.mib
Module: alcateINDINTPMIB

A summary of available commands is listed here:

ntp server

ntp server synchronized
ntp server unsynchronized
ntp client

ntp broadcast

ntp broadcast-delay

ntp key

ntp key load

show ntp client

show ntp server status
show ntp client server-list
show ntp keys
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ntp server

Specifies an NTP server from which the switch receives updates.
ntp server {ip_address | domain_name} [key key | version version | minpoll exponent | prefer]

no ntp server {ip_address | domain_name}

Syntax Definitions

ip_address The IP address of the NTP server to be added or deleted to the client’s
server list.

domain_name The domain name of the NTP server to be added or deleted to the cli-
ent’s server list. This is usually a text string.

key The key identification number that corresponds to the specified NTP
server.

version The version of NTP being used. This is 1, 2, 3, or 4.

exponent The number of seconds between polls to this server. This number is

determined by raising 2 to the power of the number entered. Therefore,
if 4 were entered, the minimum poll time would be 16 seconds (2% = 16).

prefer Marks this server as the preferred server. A preferred server’s timestamp
is used before another server.

Defaults

Parameter Default
version 4

exponent 6

prefer not preferred

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Use the no form of this command to delete the specified server.
e To configure NTP in the client mode you have to first define the NTP servers.
e Either an IP address or domain name for the specified server can be entered.

e The NTP key identification is an integer. It corresponds to an MD5 authentication key contained in an
authentication file (.txt) located on the server. This file has to be on both the server and the local
switch, and match, for authentication to work. Enter the key identification using the key keyword if the
server is set to MD5 authentication.
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e An authentication key is composed of a 32-bit integer and 32-byte string of characters. The integer
format is hexadecimal. For an NTP message to be authenticated the NTP client authentication key must
match the key configured at the NTP server. This means the authentication keys must be distributed in
advance of configuring the NTP client. If authentication is disabled but authentication key is present,
the association will still be unauthenticated.

e Use the version keyword to set the correct version of NTP.

e Use the minpoll keyword to set the minimum poll time for the server. This number is determined by
raising 2 to the power of the number entered. Therefore, if 4 were entered, the minimum poll time
would be 16 seconds (2* = 16). The client polls the server for a time update when the minpoll time is
exceeded.

Examples

-> ntp server 1.1.1.1

-> ntp server spartacus

-> ntp server 1.1.1.1 key 1

-> ntp server 1.1.1.1 version 4
-> ntp server spartacus minpoll 5
-> no ntp server 1.1.1.1

Release History

Release 6.6.1; command was introduced.

Related Commands

ntp client Enables or disables NTP operation on the switch.

MIB Objects

alaNtpConfig

alaNtpPeerAddressType
alaNtpPeerType
alaNtpPeerAuth
alaNtpPeerVersion
alaNtpPeerMinpoll
alaNtpPeerPrefer
alaNtpPeerAddress
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ntp server synchronized

Enables an NTP client to invoke tests for NTP server synchronization as specified by the NTP protocol.

ntp server synchronized

Syntax Definitions
N/A

Defaults
By default, NTP synchronization is enabled.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

The NTP protocol discards the NTP servers that are unsynchronized. However, the unsynchronized NTP
servers are used as network time sources.

Examples

-> ntp server synchronized

Release History

Release 6.6.1; command was introduced.

Related Commands

ntp server unsynchronized Disables an NTP client from invoking tests for NTP server synchroniza-
tion. This allows the NTP client to synchronize with unsynchronized
NTP servers in the network.

MIB Obijects

alaNtpConfig
alaNtpPeerTests
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ntp server unsynchronized

Disables an NTP client from invoking tests for NTP server synchronization. This allows the NTP client to
synchronize with unsynchronized NTP servers in the network.

ntp server unsynchronized

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

When NTP peer synchronization tests are disabled, the NTP client is able to synchronize with either an
NTP peer that is not synchronized with an atomic clock or a network of NTP servers that finally synchro-
nizes with an atomic clock.

Examples

-> ntp server unsynchronized

Release History

Release 6.6.1; command was introduced.

Related Commands

ntp server synchronized Enables an NTP client to invoke tests for NTP server synchronization as
specified by the NTP protocol.

MIB Obijects

alaNtpConfig
alaNtpPeerTests
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ntp client

Enables or disables NTP operation on the switch.

ntp client {enable | disable}

Syntax Definitions

enable Enables NTP.
disable Disables NTP.
Defaults

NTP protocol is disabled by default.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

Use this command to enable or disable NTP. Before NTP can be enabled, an NTP server has to be speci-
fied using the ntp server command.

Examples

-> ntp client enable
-> ntp client disable

Release History

Release 6.6.1; command was introduced.

Related Commands

ntp server Specifies an NTP server from which the switch receives updates.

MIB Objects
alaNtpEnable
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ntp broadcast

Enables or disables the client’s broadcast mode.
ntp broadcast {enable | disable}

Syntax Definitions

enable Enables the client broadcast mode.
disable Disables the client broadcast mode.
Defaults

Broadcast mode is disabled by default.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

Broadcast mode is intended for operation on networks with numerous workstations and where the highest
accuracy is not required. In a typical scenario, one or more time servers on the network broadcast NTP
messages that are received by NTP hosts. Correct time is determined from this NTP message based on a
pre-configured latency or broadcast delay in the order of a few milliseconds.

Examples

-> ntp broadcast enable
-> ntp broadcast disable

Release History

Release 6.6.1; command was introduced.

Related Commands

ntp broadcast-delay Sets the broadcast delay time in microseconds.

MIB Objects

alaNtpBroadcastEnable
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ntp broadcast-delay

Sets the broadcast delay time in microseconds.

ntp broadcast delay microseconds

Syntax Definitions

microseconds The number of microseconds for the broadcast delay.
Defaults

parameter default

microseconds 4000

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

When running in the NTP client broadcast mode, a broadcast delay has to be set. The broadcast delay is
the number of microseconds added to the timestamp.

Examples

-> ntp broadcast delay 1000
-> ntp broadcast delay 10000

Release History

Release 6.6.1; command was introduced.

Related Commands

ntp broadcast Enables or disables the client’s broadcast mode.

MIB Objects
alaNtpBroadcastDelay
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ntp key

Labels the specified authentication key identification as trusted or untrusted.

ntp key key [trusted | untrusted]

Syntax Definitions

key The key number matching an NTP server.

trusted Signifies that the specified key is trusted and can be used for authentica-
tion.

untrusted Signifies that the specified key is not trusted and cannot be used for

authentication. Synchronization does not occur with an untrusted
authentication key.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Authentication keys are stored in a key file and loaded into memory when the switch boots. The keys
loaded into memory are not trusted until this command is used.

e Once the keys are loaded into software (on boot up of the switch), they have to be activated by being
labeled as trusted. A trusted key authenticates with a server that requires authentication as long as the
key matches the server key.

¢ New keys has to be added manually to the key file. A newly added key is not be loaded into the switch
software until the ntp key load command is issued, or the switch is rebooted.

Examples

-> ntp key 5 trusted
-> ntp key 2 untrusted

Release History

Release 6.6.1; command was introduced.
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Related Commands

ntp key Sets the public key the switch uses when authenticating with the specified
NTP server.
ntp client Enables or disables authentication on the switch.

MIB Objects

alaNtpAccessKeyldTable

alaNtpAccessKeyldKeyld
alaNtpAccessKeyldTrust
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ntp key load

Loads the current key file into memory.

ntp key load

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

¢ This command reloads the key file into the switch memory. This allows for new keys in the key file to
be added to the list of keys the switch can use for authentication.

e Newly added keys has to be labeled as trusted with the ntp key command before being used for
authentication.

Examples

-> ntp key load

Release History

Release 6.6.1; command was introduced.

Related Commands

ntp key Labels the specified authentication key identification as trusted or
untrusted.
ntp server Specifies an NTP server from which this switch receives updates.

MIB Obijects

alaNtpAccessRereadkeyFile
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show ntp client

Displays information about the current client NTP configuration.

show ntp client

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

This command displays the current configuration parameters for the NTP client. The display is slightly
different depending on what has been configured on the client. See the Examples section for more infor-

mation.

Examples

-> show ntp client

Current time: SAT APR 16 2005 00:19:02 (UTC)
Last NTP update: SAT APR 16 2005 00:06:45 (UTC)
Client mode: enabled

Broadcast client mode: disabled

Broadcast delay (microseconds): 4000

output definitions

Current time The current time for the NTP client.

Last NTP update The time of the last synchronization with an NTP server.

Client mode Whether the NTP client software is enabled or disabled.

Broadcast client mode What NTP mode the client is running in, either client or broadcast.
Broadcast delay The number of microseconds in the advertised broadcast delay time.

This field is absent if the client broadcast mode is disabled.

Release History

Release 6.6.1; command was introduced.
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Related Command

ntp client Enables or disables NTP operation on the switch.

MIB Obijects

alaNtpLocal Info

OmniSwitch AOS Release 6 CLI Reference Guide  December 2017 page 5-13



show ntp client server-list

Network Time Protocol Commands

show ntp client server-list

Displays a list of the servers with which the NTP client synchronizes.

show ntp client server-list

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

N/A

Examples

-> show ntp client server-list

IP Address Ver Key St Delay Offset Disp
+===+ + + + +

198.206.181.70 4 2 0.167 0.323 0.016

output definitions

IP Address
Ver
Key

St
Delay
Offset
Disp

The server IP address.
The version of NTP the server is using. Versions 3 and 4 are valid.

The NTP server’s public key. This has to be accurate and the same as
the NTP server, or the client switch is unable to synchronize with the
NTP server. A zero (0) means there is no key entered.

The stratum of the server.

The delay received from the server in its timestamp.

The offset received from the server in its timestamp.

The dispersion value received from the server in its timestamp.

Release History

Release 6.6.1; command was introduced.
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Related Command

ntp client Enables or disables authentication on the switch.

MIB Obijects
alaNtpPeerListTable
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Network Time Protocol Commands

show ntp server status

Displays the basic server information for a specific NTP server or a list of NTP servers.

show ntp server status [ip_address | domain_name]

Syntax Definitions

ip_address The IP address of the NTP server to be displayed.

domain_name The domain name of the server to be displayed. This is usually a text
string.

Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e This command displays a selected server or a list of servers with which the NTP client synchronizes.

e Todisplay a specific server, enter the command with the server’s IP address or domain name. To
display all servers, enter the command with no server IP address.

Examples

-> show ntp server
-> show ntp server
IP address

status
status 198.206.181.139

198.206.181.139,

Host mode = client,

Peer mode = server,

Prefer = no,

Version =4,

Key =0,

Stratum =2,

Minpoll = 6 (64 seconds),
Maxpoll = 10 (1024 seconds),
Delay = 0.016 seconds,
Offset = -180.232 seconds,
Dispersion = 7.945 seconds
Root distance = 0.026,

Precision = -14,

Reference IP = 209.81.9.7,
Status = configured : reachable : rejected,
Uptime count = 1742 seconds,
Reachability =1,

Unreachable count = O,

Stats reset count = 1680 seconds,
Packets sent =1,

Packets received =1,

Duplicate packets = 0,
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Bogus origin =0,
Bad authentication = 0,
Bad dispersion =0,

Last Event peer changed to reachable,

output definitions

IP address
Host mode
Peer mode
Prefer

Version
Key

Stratum
Minpoll

Maxpoll
Delay

Offset
Dispersion
Root distance
Precision
Reference IP
Status
Uptime count

Reachability
Unreachable count
Stats reset count

Packets sent
Packets received
Duplicate packets
Bogus origin

Bad authentication

Bad dispersion
Last Event

The server IP address.
The host mode of this remote association.
The peer mode of this remote association.

Whether this server is a preferred server or not. A preferred server is
used to synchronize the client before a non-preferred server.

The version of NTP the server is using. Versions 3 and 4 are valid.

The NTP server’s public key. This has to be accurate and the same as
the NTP server, or the client switch is able to synchronize with the NTP
server. A zero (0) means there is no key entered.

The stratum of the server. The stratum number is the number of hops
from a UTC time source.

The minimum poll time. The client polls the server for a time update
every time this limit has been exceeded.

The maximum poll time.

The delay received from the server in its timestamp.

The offset received from the server in its timestamp.

The dispersion value received from the server in its timestamp.

The total round trip delay (in seconds) to the primary reference source.
The advertised precision of this association.

The IP address identifying the peer’s primary reference source.

The peer selection and association status.

The time period (in seconds) during which the local NTP server was
associated with the switch.

The reachability status of the peer.
Number of times the NTP entity was unreachable.

The time delay (in seconds) since the last time the local NTP server was
restarted.

Number of packets sent.

Number of packets received.

Number of duplicated packets received.
Number of bogus packets.

Number of NTP packets rejected for not meeting the authentication
standards.

Number of bad dispersions.
The last event.
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Release History

Release 6.6.1; command was introduced.

Related Command

ntp client Enables or disables authentication on the switch.

MIB Obijects

alaNtpPeerListTable
alaNtpPeerShowStatus
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show ntp keys

Displays information about all authentication keys.

show ntp keys

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

This command displays information about the authentication keys loaded into the memory.

Examples

-> show ntp keys

Key Status

+
untrusted
untrusted
trusted
trusted
untrusted
untrusted
trusted
trusted

O~NO U WNPE

output definitions

Key The key number corresponding to a key in the key file.
Status Whether the key is trusted or untrusted.

Release History

Release 6.6.1; command was introduced.
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Related Command

ntp key Labels the specified authentication key identification as trusted or
untrusted.
ntp key load Loads the current key file into memory.

MIB Objects
alaNtpAccessKeyldTable
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6 Session Management
Commands

Session Management commands are used to monitor and configure operator sessions including FTP,
Telnet, HTTP (WebView), console, Secure Shell, and Secure Shell FTP on the switch. (See the SNMP
Commands chapter for SNMP session commands.)

Maximum number of concurrent sessions allowed are:

Session OmniSwitch 6350/6450

Telnet (v4 or v6) 6
FTP(v4 or v6) 4
SSH + SFTP(v4 or v6 secure 8
sessions)

HTTP 4
Total Sessions 20
SNMP 50

MIB information for commands in this chapter are as follows:

Filename: Alcatellnd1SessionMgr.mib
Module:  AlcatelIND1SessionMgrMIB

Filename: AlcatelIND1AAA.mib
Module: Alcatel-IND1-AAA-MIB

Filename: AlcatelIND1System.mib
Module:  Alcatel-IND1ConfigMgr.mib

Filename: AlcatelIND1Ssh.mib
Module: ALCATEL-IND1-SSH-MIB
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Session Management Commands

A summary of the available commands is listed here:

session login-attempt
session login-timeout
session banner

session timeout

session prompt default
session console

session xon-xoff

session cli-auto-complete-space
prompt

show prefix

alias

show alias

user profile save

user profile save global-profile
user profile reset
history size

show history

|

command-log

kill

exit

who

whoami

show session config
show session xon-xoff
more size

more

show more

telnet

telnet6

ssh

ssh6

ssh enforce pubkey-auth
show ssh config

show command-log
show command-log status
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session login-attempt

Sets or resets the number of times a user can attempt unsuccessfully to log in to the switch before the TCP
connection is closed.

session login-attempt integer

Syntax Definitions

integer The number of times the user can attempt to log in to the switch before
the TCP connection is closed. Valid range is 1 to 10.

Defaults

By default, three-login attempts are provided.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> session login-attempt 5

Release History

Release 6.6.1; command introduced.

Related Commands
show session config Displays Session Manager information such as banner file name,
session timeout value, and default prompt value.

session login-timeout Sets or resets the amount of time the user can take to accomplish a
successful login to the switch.

session timeout Configures the inactivity timer for a CLI, HTTP (including
WebView), or FTP interface. When the switch detects no user
activity for this period, the user is logged off the switch.

MIB Objects

sessionMgr
sessionLoginAttempt
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session login-timeout

Sets or resets the amount of time the user can take to accomplish a successful login to the switch. If the
timeout period is exceeded, the TCP connection is closed by the switch.

session login-timeout seconds

Syntax Definitions

seconds The number of seconds the switch allows for the user to accomplish a
successful login. Valid range is from 5 seconds to 600 seconds.

Defaults

Login timeout default is 55 seconds.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

Session login-timeout is not applicable for SSH, since SSH timeout is based on the calculation as per the
openSSH code.

Examples

-> session login-timeout 30

Release History

Release 6.6.1; command introduced.

Related Commands

show session config Displays Session Manager information such as banner file name,
session timeout value, default prompt value, login timer, and login
attempt number.

session login-attempt Sets or resets the number of times a user can attempt unsuccessfully
to log in to the switch before the TCP connection is closed.

session timeout Configures the inactivity timer for a CLI, HTTP (including
WebView), or FTP interface. When the switch detects no user
activity for this period, the user is logged off the switch.

MIB Objects

sessionMgr
sessionLoginTimeout
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session banner

Sets or resets the file name of the user—defined banner. The banner is a welcome banner that appears after
the user successfully logs on to the switch.

session banner {cli | ftp | http} file_name

session banner no {cli | ftp | http}

Syntax Definitions

cli Creates/modifies the CLI banner file name.

ftp Creates/modifies the FTP banner file name.

http Creates/modifies the HTTP banner file name.

file_name Banner file name including the path from the switch /flash directory.

The maximum length of the file name and path is 255 characters.

Defaults

e A default banner is included in one of the switch image files. It is automatically displayed at login so
no configuration is needed.

e The user has the option of defining a custom supplementary banner or of using the default banner.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e The session banner no command is used to disable a user-defined session banner file from displaying
when you log on to the switch. The text file containing the custom banner remains on the switch until
you remove it with the rm command.

e The session banner command is used to configure or modify the banner file name. You can use a text
editor to edit the file containing the banner text.

Examples

-> session banner cli/switch/banner.txt

Release History

Release 6.6.1; command introduced.
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Related Commands

show session config Displays Session Manager information such as banner file name,
session timeout value, and default prompt value.

MIB Obijects

SessionConfigTable

SessionType
SessionBannerFileName
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session timeout

Configures the inactivity timer for a CLI, HTTP (including WebView), or FTP interface. When the switch
detects no user activity for this period, the user is logged off the switch.

session timeout {cli | http | ftp} minutes

Syntax Definitions

cli Sets the inactivity timeout for CLI sessions.

http Sets the inactivity timeout for HTTP sessions.

ftp Sets the inactivity timeout for FTP sessions.

minutes Inactivity timeout value (in minutes). Valid range 1 to 596523.
Defaults

parameter default

minutes 4

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e The inactivity timer value can be different for each type of interface, such as CLI (Console, Telnet),
HTTP (including WebView), and FTP.

e |f you change the timer, the new value does not affect current sessions; the new timer is applied to new
sessions only.

Examples

-> session timeout cli 5

Release History

Release 6.6.1; command introduced.

Related Commands

show session config Displays Session Manager information, such as banner file name,
session timeout value, and default prompt value.

MIB Objects

SessionConfigTable

SessionType
SessionlnactivityTimerValue
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session prompt default

Configures the default CLI prompt for console and Telnet sessions. The prompt is the symbol and/or text
that appears on the screen in front of the cursor.

session prompt default {<num> | <string> | system-name}

Syntax Definitions

num The new numerical prompt value.

string The new prompt string. Text strings that include spaces must be
enclosed in quotation marks. For example, “OmniSwitch 6350

system-name Sets the prompt to the current system name of the switch. By default, the
system name is set to “VxTarget’.

Defaults

parameter default
string ->
system-name VxTarget

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e The maximum prompt string length is 35 characters.

e System name is configured for the switch using the CLI command system name. The system name can
also be dynamically obtained from the DHCP server (DHCP Option-12). The user-defined system
name configuration (through CLI, WebView, SNMP) gets priority over the DHCP server values. For
more information, refer to “system name” on page 2-4 in Chassis Management and Monitoring
Commands chapter.

e Every time the system name is modified, the prompt also gets modified.
¢ In case the system name is larger than 35 characters, prompt is truncated to 35 characters.

¢ The new prompt takes effect after relogging to a new session.

Examples

-> session prompt default
-> session prompt default system-name
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Release History

Release 6.6.1; command introduced.
Release 6.6.3; keyword system name introduced.

Related Commands

show session config Displays Session Manager information such as banner file name,
session timeout value, and default prompt value.

MIB Obijects

SessionConfigTable

SessionType
sessionDefaultPromptString
sessionDefaultPromptSysName
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session console

Enable or disable switch access through the console port of the switch.

session console {enable | disable}

Syntax Definitions

enable Enables the switch access through the console port through the CLI
shell.

disable Disables the switch access through the console port through the CLI
shell.

Defaults

parameter default

enable | disable enable

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Itis recommended to create a back-up of the configuration file before using this command. contact
customer support to recover the switch.

e Before disabling the CLI console shell, configuration for telnet access with proper user privilege must
be made.

e The command must be issued only through telnet or SSH session, and not through console sessions.
e When the CLI console shell is disabled, the switch log output to the console is also disabled.

e When the CLI console shell is disabled, switch can be accessed through SSH or telnet or WebView
session.

e The command can be stored to the configuration file using write memory.

e |f this command is disabled and the telnet or SSH or WebView access to the switch is also lost, set the
bootflags to 0x1000 and stop the switch in miniboot. Once the switch stops in miniboot, delete the
configuration file and reboot the switch to get console access to the switch. Alternatively, contact
customer support.

Note. Deleting configuration file will also delete the other configurations. Hence, it is recommended to
create a back-up of the configuration file before deleting the configuration file.

Examples

-> session console disable
-> session console enable
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Release History

Release 6.6.5; command introduced.

Related Commands
show session config Displays Session Manager information such as banner file name,
session timeout value, and default prompt value.

MIB Obijects

SessionConfigTable
sessionConsoleStatus

OmniSwitch AOS Release 6 CLI Reference Guide  December 2017 page 6-11



session xon-xoff

Session Management Commands

session xon-xoff

Enables/disables the XON-XOFF protocol on the console port.

session xon-xoff {enable | disable}

Syntax Definitions

enable Enables XON-XOFF on the console port.
disable Disables XON-XOFF on the console port.
Defaults

parameter default

enable | disable disable

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

The switch can interpret noise from an RS232 line as Control-S (XOFF). If the session console xon-xoff
command is enabled, traffic to the console port can be stopped.

Examples

-> session xon-xoff enable

-> session xon-xoff disable

Release History

Release 6.6.1; command introduced.

Related Commands

show session xon-xoff

MIB Objects

sessionXonXoffEnable

Displays whether the console port is enabled or disabled for
XON-XOFF.
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session cli-auto-complete-space

Enables/disables the CLI auto completion using space key.

session cli-auto-complete-space {enable | disable}

Syntax Definitions

enable Enables CLI auto completion on the switch.
disable Disables CLI auto completion on the switch.
Defaults

parameter default

enable | disable disable

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Auto completion of CLI command can be enabled or disabled using this command.

e With CLI auto-complete feature enabled, the space key can be used for auto completion of the CLI
command similar to the TAB key. If an incorrect keyword is entered, pressing the TAB key will
remove the keyword.

Examples

-> session cli-auto-complete-space enable
-> session cli-auto-complete-space disable

Release History

Release 6.7.1 R04; command introduced.

Related Commands

show session config Displays session manager configuration information (for example,
default prompt, banner file name, inactivity timer, login timer, login
attempts, and CLI console shell status).

MIB Objects

sessionCliAutoCompleteSpace
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prompt

This command defines the CLI prompt.
prompt [user] [time] [date] [string string] [prefix]

no prompt

Syntax Definitions

user The name of the current user is displayed as part of the CLI prompt.

time The current system time is displayed as part of the CLI prompt.

date The current system date is displayed as part of the CLI prompt.

string You can specify a text string as the prompt. Prompts specified with this
parameter are limited to four characters.

prefix The current prefix (if any) is displayed as part of the CLI prompt. Pre-
fixes are stored for command families that support the prefix recognition
feature.

Defaults

The default prompt is the arrow (->, or dash greater-than).

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Use the no form of this command to remove the CLI prompt.

e Prefixes are stored for command families that support the prefix recognition feature. These command
families include AAA, Interface, Link Aggregation, QoS, Spanning Tree, and VLAN Management.
Other command families do not store a prefix.

e To set the CLI prompt back to the arrow (->), enter the prompt string -> (prompt string dash
greater than) syntax.

Examples

-> prompt user

-> prompt user time date
-> prompt prefix

-> prompt string 12->
-> prompt prefix ->

Release History

Release 6.6.1; command introduced.
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Related Commands

show prefix Shows the command prefix (if any) currently stored by the CLI.
Prefixes are stored for command families that support the prefix
recognition feature.

MIB Obijects
N/A
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show prefix

Shows the command prefix (if any) currently stored by the CLI. Prefixes are stored for command families
that support the prefix recognition feature.

show prefix

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

Prefixes are stored for command families that support the prefix recognition feature. These command
families include AAA, Interface, Link Aggregation, QoS, Spanning Tree, and VLAN Management. Other
command families do not store a prefix.

Examples

-> show prefix

Release History

Release 6.6.1; command introduced.

Related Commands

prompt This command defines the format of the CLI prompt. The prompt
can be defined to include the command prefix.

MIB Obijects
N/A
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alias

Defines substitute command text for the switch CLI command keywords.

alias alias command_name

Syntax Definitions

alias Text string that defines the new CLI command name (alias) that you can
use to replace an old CLI command name.

command_name The old CLI command name being replaced by your alias.

Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Alias commands are stored until the user session ends. To save alias settings, use the user profile save
command. Otherwise, once you log off the switch, substitute commands configured with the alias
command are destroyed.

* You can eliminate excess typing by reducing the number of characters required for a command. For
instance, the group syntax can be defined as gp.

e You can change unfamiliar command words into familiar words or patterns. For instance, if you prefer
the term “privilege” to the term “attribute” with reference to a login account read/write capabilities,
you can change the CLI command from attrib to privilege.

e To reset commands set with alias back to their factory default, use the user profile reset command.

Examples

-> alias gp group
-> alias privilege attrib

Release History

Release 6.6.1; command introduced.
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Related Commands

show alias Lists all current commands defined by the use of the alias CLI
command.
user profile reset Resets the alias, prompt, and more values to their factory defaults.

MIB Objects
N/A
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show alias

Displays all current commands defined by the use of the alias CLI command.

show alias

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

The following information is displayed where the alias gp was defined to replace the group command,
and the alias privilege was defined to replace the attrib command.

-> show alias

ap: group
privilege: attrib

Release History

Release 6.6.1; command introduced.

Related Commands

alias Defines substitute command text for the switch CLI command
keywords.

MIB Objects
N/A
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user profile save

Saves the user account settings for aliases, prompts, and the more mode screen settings. These settings are
automatically loaded when the user account logs on.

user profile save

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Use this command to save alias definitions, prompt definitions, and more mode screen settings for use
in future login sessions for the current user account.

¢ If you do not use the user profile save, alias, prompt, and more size commands, settings are lost
when the user account logs off.

e Use the user profile reset command to set the alias, prompt, and more size values to their factory
defaults.

Examples

-> user profile save

Release History

Release 6.6.1; command introduced.

Related Commands

alias Defines substitute command text for the switch CLI command
keywords.

prompt Defines substitute command text for the switch CLI command
keywords.

more size Specifies the number of lines that your console screen displays.

user profile reset Resets the alias, prompt, and more values to their factory defaults.

MIB Obijects
N/A
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user profile save global-profile

This command is available only for the user with an administrative profile.

This command can be used to add alias, prompt, and more settings and these settings can be saved as a
global profile. These settings are loaded as default settings when any user logs in, irrespective of the user
privileges.

user profile save global-profile

Syntax Definitions

global-profile The administrative user setting that presets a global setting as default to
all users at login prompt.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

¢ This profile can be reset when by the user by using the user profile save and user profile reset
commands.

e Use this command to save alias definitions, prompt definitions, and more mode screen settings for use
in future login sessions for all user accounts.

e The current settings (prompt, more, aliases) for the session are saved in the global profile file /flash/
switch/GlobalProfile.txt. The file can be manually edited by the administrator. The file name must not
be changed or deleted.

e If a user profile is configured by the individual user with the user profile save command, the global
profile is overridden and the user profile settings are loaded at user login.

Examples

-> user profile save global-profile

Setting global profile..

Release History

Release 6.6.3; command introduced.
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Related Commands

alias Defines substitute command text for the switch CLI command
keywords.

prompt Defines substitute command text for the switch CLI command
keywords.

more size Specifies the number of lines that your console screen must
display.

user profile save Saves the user account settings for aliases, prompts, and the more

mode screen settings. These settings are automatically loaded when
the user logs on.

user profile reset Resets the alias, prompt, and more values to their factory defaults.

MIB Obijects
N/A
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user profile reset

user profile reset

Resets the alias, prompt, and more values to their factory defaults.

user profile reset

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> user profile reset

Release History

Release 6.6.1; command introduced.

Related Commands

alias
prompt

more size
user profile save

MIB Obijects
N/A

Defines substitute command text for the switch CLI command
keywords.

Defines substitute command text for the switch CLI command
keywords.

Specifies the number of lines that your console screen must display.

Saves the user account settings for aliases, prompts, and the more
screen.
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history size

Sets the number of commands to be stored in the CLI history buffer.

history size number

Syntax Definitions
number Enter an integer between 1 and 500. The history buffer can store up to
500 commands.

Defaults

By default, the history buffer size is set to 100 commands.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> history size 10

Release History

Release 6.6.1; command introduced.

Related Commands

show history Displays commands that you have recently issued to the switch. The
commands are displayed in a numbered list.

! Recalls commands listed in the history buffer and displays them at
the CLI prompt.

MIB Objects
N/A
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show history

Displays commands that you have recently issued to the switch. The commands are displayed in a
numbered list.

show history [parameters]

Syntax Definitions

parameters When this syntax is used, the CLI displays the history buffer size, the
current number of commands in the history buffer, and the index range
of the commands.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> show history
show cmm

show fan

show sensor
show temp
show time
show arp
clear arp
show prefix

O~NO U WNPE

-> show history parameters
History size: 10
Current Size: 7
Index Range: 1-7

output definitions

History Size The size of the history buffer.

Current Size The number of commands currently stored in the history buffer for this
session.

Index Range The index range of the commands for this CLI session currently stored

in the history buffer.

Release History

Release 6.6.1; command introduced.
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Related Commands

history size Sets the number of commands to be stored in the CL1 history buffer.

! Recalls commands listed in the history buffer and displays them at
the CLI prompt.

MIB Objects
N/A
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Recalls commands listed in the history buffer and displays them at the CLI prompt.

1{1 | n}

Syntax Definitions
! Recalls the last command listed in the history buffer and displays that
command at the CLI prompt.

n Identifies a single command in the history buffer by number and dis-
plays that command at the CLI prompt.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e You can use the show history command to list all commands in the history buffer, then use the In
syntax to issue a single command from the list.

e When you use In or !! to recall a command in the history buffer list, press the Enter key to run the
command.

Examples

-> show history
1* show cmm
show fan

show sensor
show temp
show time
show arp
clear arp

NOoO O~ WN

Release History

Release 6.6.1; command introduced.
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Related Commands

history size Sets the number of commands to be stored in the CL1 history buffer.

show history Displays commands you have recently issued to the switch. The
commands are displayed in a numbered list.

MIB Objects
N/A
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command-log

Enables or disables command logging on the switch. A command.log is automatically created; this file
stores a comprehensive CLI command history for all active sessions since the function was first enabled.

command-log {enable | disable}

Syntax Definitions

enable Creates a file called command.log in the switch /flash directory. Any
configuration commands entered on the command line are recorded to
this file until command logging is disabled.

disable Disables logging of current session commands to the command.log file.
Defaults

parameter default

enable | disable disable

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

The maximum log file size is 66,402 bytes; the file can hold up to 100 commands.

Examples

-> command-log enable
-> command-log disable

Release History

Release 6.6.1; command introduced.

Related Commands

show ssh config Displays the contents of the command.log file.

show command-log status Shows the status of the command logging function
(enabled or disabled).

MIB Objects

sessionCliCommandLogEnable
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kill

Kills an active session. The command takes effect immediately.

kill session_number

Syntax Definitions

session_number Number of the session you want to Kill.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Use the who command to obtain the session number variable.

e You cannot Kill your own session.

e You cannot Kill a connected session where the user has not yet completed the login process. These

sessions appear with username “(at login)” when displayed with the who command.

Examples
-> kill 3

Release History

Release 6.6.1; command introduced.

Related Commands

who Displays all active login sessions (for example, Console, Telnet,
FTP, HTTP, Secure Shell, and Secure Shell FTP).

MIB Objects

SessionMgr

sessionlndex
sessionRowStatus
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exit

Ends the current CLI session. If the CLI session to the switch was through Telnet, the connection is
closed.

exit

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

If changes were made using the CLI and have not been saved with the copy running-config working
command, a warning message appears asking to confirm the user exit. To save changes, enter N at the
warning prompt and use the copy running-config working command.

Examples

-> exit

Release History

Release 6.6.1; command introduced.

Related Commands

kill Kills an active session. The command takes effect immediately.

MIB Obijects

SessionMgr

sessionlndex
sessionRowStatus
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Session Management Commands

whoami

Displays the current user session.

whoami

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

Use the who command to display all sessions on the switch.

Examples

-> whoami

Session number = 5
User name = admin,
Access type = telnet,
Access port = NI,

IP address

121.251.17.76,

Read-only domains None,
Read-only families ,
Read-Write domains All,

Read-Write families
End-User profile

output definitions

Session Number
User name

Access type

Access port

Ip Address
Read-only domains

Read-only families

Read-Write domains

The session number assigned to the user.

The user name.

Type of access protocol used to connect to the switch.
Switch port used for access during this session.

User IP address.

The command domains available with the user read-only access. See
the table beginning on page 6-33 for a listing of valid domains.

The command families available with the user read-only access. See the
table beginning on page 6-33 for a listing of valid families.

The command domains available with the user read-write access. See
the table beginning on page 6-33 for a listing of valid domains.
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output definitions

Read-Write families The command families available with the user read-write access. See
the table beginning on page 6-33 for a listing of valid families.

End-User Profile The name of an end-user profile associated with the user.

Possible values for command domains and families are listed here:

domain families

domain-admin file image bootrom telnet reset dshell debug
domain-system system aip snmp rmon webmgt config
domain-physical chassis module interface pmm flood health
domain-network ip iprm ipmr ipms

domain-layer2 vlan bridge stp 802.1q linkagg ip-helper
domain-service Idap dhcp dns

domain-security session binding aaa

Release History

Release 6.6.1; command introduced.

Related Commands

who Displays all active login sessions (for example, Console, Telnet,
FTP, HTTP, Secure Shell, and Secure Shell FTP).
kill Kills another user session.

MIB Obijects

SessionActive

sessionlndex
sessionAccessType
sessionPhysicalPort
sessionUserName
sessionUserReadPrivileges
sessionUserWritePrivileges
sessionUserProfileNumber
sessionUserlpAddress
sessionRowStatus
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who

Displays all active login sessions (for example, Console, Telnet, FTP, HTTP, Secure Shell, and Secure
Shell FTP).

who

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

® You can identify your current login session by using IP address.

e This command applies to the following session types: Console, Telnet, SSH, FTP, SFTP, HTTP,

HTTPS, SNMP.

Examples

-> who

Session number = 0
User name = (at login),
Access type = console,
Access port = Local,
IP address = 0.0.0.0,
Read-only domains = None,
Read-only families = ,
Read-Write domains = None,
Read-Write families = ,
End-User profile =

Session number = 5
User name = admin,
Access type = telnet,
Access port = NI,
IP address = 128.251.17.176,
Read-only domains None,
Read-only families ,
Read-Write domains All,

Read-Write families
End-User profile
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who

output definitions

Session Number
User name

Access type

Access port

Ip Address
Read-only domains

Read-only families
Read-Write domains
Read-Write families

End-User Profile

The session number assigned to the user.

The user name.

Type of access protocol used to connect to the switch.
Switch port used for access during this session.

User IP address.

The command domains available with the user read-only access. See
the table beginning on page 6-35 for a listing of valid domains.

The command families available with the user read-only access. See the
table beginning on page 6-35 for a listing of valid families.

The command domains available with the user read-write access. See
the table beginning on page 6-35 for a listing of valid domains.

The command families available with the user read-write access. See
the table beginning on page 6-35 for a listing of valid families.

The name of an end-user profile associated with the user.

Possible values for command domains and families are listed here:

domain

families

domain-admin

file image bootrom telnet reset dshell debug

domain-system

system aip snmp rmon webmgt config

domain-physical

chassis module interface pmm flood health

domain-network

ip rip iprm ipmr ipms

domain-layer2

vlan bridge stp 802.1q linkagg ip-helper

domain-service

Idap dhcp dns

domain-security

session binding avlan aaa

Release History

Release 6.6.1; command introduced.

Related Commands

whoami
kill

MIB Objects

SessionActive

sessionlndex
sessionAccessType

sessionPhysicalPort

sessionUserName

sessionUserReadPrivileges

Displays current user session.
Kills another user session.
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sessionUserWritePrivileges
sessionUserProfileNumber
sessionUserlpAddress
sessionRowStatus
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show session config

show session config

Displays session manager configuration information (for example, default prompt, banner file name,
inactivity timer, login timer, login attempts, and CLI console shell status).

show session config

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

Use the configuration commands detailed in this section to modify any of the values displayed.

Examples

-> show session config

Cli Default Prompt
Cli Banner File Name

Cli Inactivity Timer in minutes

Ftp Banner File Name

Ftp Inactivity Timer in minutes
Http Inactivity Timer in minutes

Login Timer in seconds

->
60
60
60
= 60

Maximum number of Login Attempts = 2

output definitions

Cli Default Prompt
Cli Banner File Name

Cli Inactivity Timer in
minutes

Ftp Banner File Name
Ftp Inactivity Timer in
minutes

Http Inactivity Timer in
minutes

Default prompt displayed for CLI sessions.

Name of the file that contains the banner information that appears
during a CLI session.

Inactivity timer value (in minutes) for CLI sessions. The user is logged
off when this value is exceeded.

Name of the file that contains the banner information that appears
during an FTP session.

Inactivity timer value (in minutes) for FTP sessions. The user is logged
off when this value is exceeded.

Inactivity timer value (in minutes) for HTTP (including WebView)
sessions. The user is logged off when this value is exceeded.
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Session Management Commands

output definitions (continued)

Login Timer in seconds

Maximum number of Login
Attempts

The amount of time the user can take to accomplish a successful login
to the switch. If the timeout period is exceeded, the TCP connection is
closed by the switch.

The number of times a user can attempt unsuccessfully to log in to the
switch before the TCP connection is closed.

Release History

Release 6.6.1; command introduced.

Related Commands

session prompt default
session banner
session timeout

session login-attempt

session login-timeout

MIB Objects

SessionConfigTable
sessionType
sessionBannerFileName

Configures the default CLI prompt for console and Telnet sessions.
Sets the file name of the user—defined banner.

Configures the inactivity timer for a CLI, HTTP (including
WebView), or FTP interface.

Sets the number of times a user can attempt to log in to the switch
unsuccessfully before the TCP connection is closed.

Sets the amount of time the user can take to accomplish a successful
login to the switch.

sessionlnactivityTimerValue
sessionDefaultPromptString
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show session xon-xoff

Displays whether the console port is enabled or disabled for XON-XOFF.

show session xon-xoff

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

The switch can interpret noise from an RS232 line as Control-S (XOFF). If the console port is enabled for
XON-XOFF (through the session xon-xoff command), traffic to the console port can be stopped.

Examples

-> show session xon-xoff
XON-XOFF Enabled

Release History

Release 6.6.1; command introduced.

Related Commands

session xon-xoff Enables/disables the XON-XOFF protocol on the console port.

MIB Objects

sessionXonXoffEnable
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more size

Specifies the number of lines that your console screen must display.

more size lines

Syntax Definitions

lines Specify the number of lines for your console to display.
Defaults

parameter default

lines 128

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e If the display from the switch contains more lines than specified with this command, the switch
displays only the number of lines specified. The last line on your console displays as follows:

More? [next screen <sp>, next line <cr>, filter pattern </>, quit </>]

e To display more lines, press the space bar to show another full screen, press Enter to show the next
line, or press g to quit the display and return to the system prompt.

Examples

-> more size 12
-> more size 30

Release History

Release 6.6.1; command introduced.

Related Commands

more Enables the more mode for your console screen display.

show more Shows the enable status of the more mode along with the number of
lines specified for the screen display.

MIB Objects

SystemServices

systemServicesArgl
systemServicesAction
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more

Enables the more mode for your console screen display.
more

no more

Syntax Definitions
N/A

Defaults
Disabled

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

This command enables the more mode where your console screen display is determined by the value set
with the more size command.

Examples

-> more
-> Nno more
Release History

Release 6.6.1; command introduced.

Related Commands

show more Shows the number of TTY lines and columns to be displayed.
more size Specifies the number of lines that your console screen must display.

MIB Obijects

SystemServices

systemServicesArgl
systemServicesAction
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show more

Shows the enable status of the more mode along with the number of lines specified for the screen display.

show more

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e This command shows the enable status of the more mode.

e The number of lines displayed is the value set with the more size command.

Examples

-> show more
The more feature is enabled and the number of line is set to 12
Release History

Release 6.6.1; command introduced.

Related Commands

more Enables the more mode for your console screen display.
more size Specifies the number of lines that your console screen must display.

MIB Obijects

SystemServices

systemServicesArgl
systemServicesAction
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telnet

Invokes a Telnet session. A Telnet session is used to connect to a remote system or device.

telnet {host_name | ip_address}

Syntax Definitions

host_name Specifies the host name for the Telnet session.
ip_address Specifies the IP address for the Telnet session.
Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e To abort a Telnet session, enter CTRL + ] and then CTRL + D. Refer to your switch User Manual for
more information on using Telnet.

¢ You can establish up to five concurrent IPv4 or IPv6 telnet client sessions.

e You can establish up to four concurrent IPv4 or IPv6 telnet sessions (when the switch acts as a telnet
server).

Examples

-> telnet 172.17.6.228
Trying 172.17.6.228...
Connected to 172.17.6.228.
Escape character is "~]".

Release History

Release 6.6.1; command introduced.
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Related Commands

telnet6 Invokes a Telnetv6 session. A Telnetv6 session is used to connect to a
remote system or device over an IPv6 network
ssh Invokes the Secure Shell on the switch. A Secure Shell is used to make a

secured connection to a remote system or device.

MIB Objects

SystemServices

systemServicesArgl
systemServicesAction
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telnet6

Invokes a Telnetv6 session. A Telnetv6 session is used to connect to a remote system or device over an
IPv6 network.

telnet6 {ipv6_address | hostname} [if_name]

Syntax Definitions

ipv6_address Specifies the IPv6 address for the Telnetv6 server.
hostname Specifies the hostname for the Telnetv6 server.
if_name The name of the interface used to reach the Telnetv6 server, if the target

has been specified using the link-local address.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e To abort a Telnet session, enter CTRL + ] and then CTRL + D. Refer to your switch-specific User
Manual for more information on using Telnet.

e If the session is invoked using the server link-local address, the source interface name must be
provided.

® You can establish up to five concurrent IPv4 or IPv6 telnet client sessions.

e You can establish up to four concurrent IPv4 or IPv6 telnet sessions (when the switch acts as a telnet
server).

Examples

-> telnet6 fe80::a00:20ff:fea8:8961 intfl
-> telnet6 ::1
-> telnet6 Sun.com

Release History

Release 6.6.1; command introduced.
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Related Commands

telnet Invokes a Telnet session. A Telnet session is used to connect to a remote
system or device.
ssh6 Invokes Secure Shellv6 on the switch. Secure Shellv6 is used to make a

secured connection to an SSHv6 server.

MIB Objects

SystemServices

systemServicesArgl
systemServicesAction
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ssh

Invokes Secure Shell on the switch. Secure Shell is used to make a secured connection to a remote system
or device.

ssh {tcp-port port-number | host_name | ip_address | enable | disable}

Syntax Definitions

port-number Specifies the TCP port number to be used for SSH.
The TCP port numbers that can be configured for SSH port are either
default port 22 or port numbers in the range 2048 - 65535.

host_name Specifies the host name for Secure Shell.

ip_address Specifies the IP address for Secure Shell.

enable Administratively enables Secure Shell on the switch.
disable Administratively disables Secure Shell on the switch.
Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
e You must have a valid username and password for the specified host.
e You can establish one SSH session from an OmniSwitch when it acts as Client.

e You can establish eight SSH sessions towards an OmniSwitch when it acts as Server. A maximum of
three SSH sessions are allowed in a minute (utilities such as keyscan is also considered as a valid
session). More than three sessions in a minute result in an SSH attack. A minute after an attack, only
one SSH session per minute is allowed. If there is no SSH session created for the next three minutes
after an attack, a maximum of three SSH sessions are allowed for a minute again.

¢ The configured TCP port number will be saved in the switch file /flash/network/sshConfig.cfg. The
switch must be rebooted after configuring the TCP port number.

e Well-known reserved TCP port numbers (1-1024) and the IP ports which are internally used cannot be
configured for the SSH TCP port.

Examples

-> ssh enable

-> ssh tcp-port 2048
-> ssh 172.155.11.211
login as:
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Session Management Commands

Release History

Release 6.6.1; command introduced.
Release 6.7.1 R02; tcp-port parameter introduced.

Related Commands

telnet
sftp
ssh6

show ssh config

MIB Obijects

aaaAcctSATable
aaacslinterface

alaSshConfigGroup
alaSshAdminStatus

Invokes a Telnet session. A telnet session is used to connect to a remote
system or device.

Starts an SFTP session. An SFTP session provides a secure file transfer
method.

Invokes Secure Shellv6 on the switch. Secure Shellv6 is used to make a
secured connection to an SSHv6 server.

Displays the status of Secure Shell, SCP/SFTP on the switch.
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sshé6

Invokes Secure Shellv6 on the switch. Secure Shellv6 is used to make a secured connection to an SSHv6
server.

ssh6 {ipv6_address | hostname} [if_name]

Syntax Definitions

ipv6_address Specifies the IPv6 address for Secure Shell.
hostname Specifies the host name for Secure Shell.
if_name The name of the interface used to reach the sshv6 server, if the target has

been specified using the link-local address.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e You must have a valid username and password for the specified host.

e If the session is invoked using the server link-local address, the source interface name must be
provided.

® You can establish one SSH6 session from an OmniSwitch (when it acts as Client) and up to eight
SSH6 sessions towards an OmniSwitch (when it acts as Server).

e A console or a telnet session can handle only one SSHv6 client session

e At anytime, there can be only one SSH client session (either SSHv4 or SSHv6) to any SSH server.

Examples

-> ssh6 fe80::a00:20ff:fea8:8961 intl
-> ssh6 ::1
-> ssh6 Sun.com

Release History

Release 6.6.1; command introduced.
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Related Commands

telnet6
sftp6
ssh

show ssh config

MIB Obijects

aaaAcctSATable
aaacslInterface

alaSshConfigGroup
alaSshAdminStatus

Invokes a Telnetv6 session. A Telnetv6 session is used to connect to a
remote system or device over an IPv6 network

Starts an SFTPv6 session. An SFTPv6 session provides a secure file
transfer method.

Invokes Secure Shell on the switch. Secure Shell is used to make a
secured connection to a remote system or device.

Displays the status of Secure Shell, SCP/SFTP on the switch.
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ssh enforce pubkey-auth

Enables or disables Secure Shell public key and password authentication. When enabled, password
authentication is not allowed.

ssh enforce pubkey-auth {enable | disable}

Syntax Definitions

enable Enforces only SSH public key authentication.

disable Enforces both SSH public key and password authentication.
Defaults

parameter default

enable | disable disable

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

If a public key file (thomas_dsa.pub) exists in the flash/network/pub directory on the switch, public key
authentication is used even if this method of authentication is disabled using this command. Rename,
move, or delete the public key file to ensure that public key authentication is disabled.

Examples

-> ssh enforce pubkey-auth enable

Release History

Release 6.6.1; command introduced.

Related Commands

telnet Invokes a Telnet session. A Telnet session is used to connect to a remote
system or device.

sftp Starts an SFTP session. An SFTP session provides a secure file transfer
method.

MIB Objects

alaSshConfigGroup
alaSshPubKeyEnforceAdminStatus
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show ssh config

Displays the status of Secure Shell, SCP/SFTP on the switch.

show ssh config

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> show ssh config

SSH = Enabled

SCP/SFTP = Enabled

Public Key Authentication Enforced = False

output definitions

SSH Displays the SSH status (enabled or disabled).

SCP/SFTP Displays the SCP/SFTP status (enabled or disabled).

Public Key Authentication Displays whether the Public Key Authentication is enforced. Options
Enforced include true or false.

Release History

Release 6.6.1; command introduced.
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Related Commands

ssh Invokes Secure Shell on the switch. Secure Shell is used to make a
secured connection to a remote system or device.
ftp6 Enables or disables secure copy (SCP) and secure FTP (SFTP) at the

same time on the switch.

MIB Objects

alaSshConfigGroup

alaSshAdminStatus
alaScpSftpAdminStatus
alaSshPubKeyEnforceAdminStatus
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show command-log

Displays the contents of the command.log file. This file contains a record of all CLI commands run on the
switch since the command logging function was enabled. For more information on enabling and disabling
command logging, refer to page 6-29.

show command-log

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

The show command-log command lists the CLI commands in the descending order. In other words,
the most recent commands are listed first. In the following example, the command-log enable syntax
is the least recent command logged; the ip interface Marketing address 17.11.5.2 vlan 255 syntax is
the most recent.

By default, command logging is disabled. To enable command logging on the switch, use the
command-log command.

Command history is archived to the command.log file. If this file is removed, the command history is
no longer available. In addition, the command.log file has a 66,402 byte capacity. This capacity allows
up to 100 commands; if the maximum capacity is reached, only the 100 most recent commands are
displayed.

Examples

-> show command-log
Command : ip interface Marketing address 17.11.5.2 vlan 255

UserName : admin

Date : FR1 JAN 09 00:20:01
Ip Addr : 128.251.19.240
Result - SUCCESS

Command : ip interface '"Distribution™ 11.255.14_.102 vlan 500 local-proxy-arp

UserName : admin

Date : FR1 JAN 09 00:19:44
Ip Addr : 128.251.19.240
Result : ERROR: Ip Address must not belong to IP VLAN 44 subnet

Command : command-log enable

UserName : admin

Date - FRI JAN 09 00:18:49
Ip Addr : 128.251.19.240
Result - SUCCESS
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output definitions

Command The exact syntax of the command, as entered by the user.

UserName The name of the user session that entered the command. For more
information on different user session names, refer to the user command
page, or the “Managing Switch User Accounts” chapter in the OmniS-
witch AOS Release 6 Switch Management Guide.

Date The date and time, down to the second, when the command was
entered.

IpAddr The IP address of the terminal from which the command was entered.

Result The outcome of the command entry. Options include SUCCESS and

ERROR. For erroneous command entries, the same error details
presented by the switch at the time the command was entered are also
displayed in the log file.

Release History

Release 6.6.1; command introduced.

Related Commands

command-log Enables or disables command logging on the switch.
show command-log status Shows the status of the command logging function (enabled or
disabled).

MIB Obijects

sessionCliCommandLogEnable
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show command-log status

Shows the status of the command logging function (enabled or disabled). For more information on
enabling and disabling command logging, refer to the command-log command.

show command-log status

Syntax Definitions
N/A

Defaults
Command logging is disabled by default.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> show command-log status
CLI command logging : Enable

output definitions

CLI command logging The status of command logging on the switch. Options include Disable
and Enable. Disable indicates that the command logging
function is currently disabled (default). Enable indicates that the
command logging function has been enabled through the
command-log command. For more information, refer to page 6-29.

Release History

Release 6.6.1; command introduced.

Related Commands

command-log Enables or disables command logging on the switch.
show ssh config Displays the contents of the command.log file.

MIB Obijects

sessionCliCommandLogStatus
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7 File Management
Commands

This chapter includes descriptions for CLI commands used to manage files on the switch. Several of these
commands are used to create, move, and delete both files and directories in the OmniSwitch flash direc-
tory. Other commands allow you to change command privileges and to monitor the switch’s memory.

MIB information for the system commands is as follows:

Filename: AlcatelIND1System.mib
Module: ~ ALCATEL-IND1-SYSTEM-MIB

Filename: AlcatelIND1Chassis.mib
Module: ALCATEL-IND1-CHASSIS-MIB

Filename: AlcatelIND1Ssh.mib
Module: ALCATEL-IND1-SSH-MIB
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A summary of the available commands is listed here:

File System cd
pwd
mkdir
rmdir
Is
dir
rename
rm
delete
cp
scp
mv
move
chmod
attrib
freespace
fsck
newfs
rcp
rrm
rls

System Services vi
view
tty
show tty
more
ftp
ftp6
scp-sftp
show ssh config
sftp
sftp6
tftp
rz
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cd

cd

Changes the switch’s current working directory.

cd [path]

Syntax Definitions

path Specifies a particular working directory. If no path is specified, the

switch’s working directory is changed to the top level.

Defaults

The switch’s default working directory is /flash.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

Up to 255 characters may be used for a fully qualified path.

A path can contain up to a maximum of seven (7) directories, including /flash.

As with files names, up to thirty-two (32) characters may be used for a directory name.

dots (.), and underscores ().

This command can also be used on the secondary CMM.

Examples

-> cd
-> cd test_path

Release History

Release 6.6.1; command was introduced.

File and directory names can include only the following character types: a-z, A-Z, 0-9, dashes (-),
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File Management Commands

Related Commands

pwd Displays the switch’s current working directory.

mkdir Creates

a new directory.

rmdir Deletes an existing directory.

Is Displays the contents of a specified directory or the current working
directory.

dir Displays the contents of a specified directory or the current working
directory.

MIB Obijects

systemServices
systemServicesWorkingDirectory
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pwd

Displays the switch’s current working directory.

pwd

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

This command can also be used on the secondary CMM.
Examples

-> pwd

/flash

Release History

Release 6.6.1; command was introduced.

Related Commands

cd Changes the switch’s current working directory.

mkdir Creates a new directory.

rmdir Deletes an existing directory.

Is Displays the contents of a specified directory or the current working
directory.

dir Displays the contents of a specified directory or the current working
directory.

MIB Objects

systemServices
systemServicesWorkingDirectory
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mkdir

Creates a new directory.

mkdir [path/]dir

Syntax Definitions

path The path in which the new directory is being created. If no path is speci-

fied, the new directory is created in the current path.

dir A user-defined name for the new directory. Up to thirty-two (32) charac-
ters may be used (for example, test_directory).

Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

Be sure to separate path directories with a slash (/). Refer to the examples below.

Up to 255 characters may be used for a fully qualified path.

A path can contain up to a maximum of seven (7) directories including /flash.

As with files names, up to thirty-two (32) characters may be used for a directory name.

File and directory names can include only the following character types: a-z, A-Z, 0-9, dashes (-),
dots (.), and underscores ().

This command can also be used on the secondary CMM.

Examples

-> mkdir test _directory
-> mkdir flash/test_directory

Release History

Release 6.6.1; command was introduced.

page 7-6 OmniSwitch AOS Release 6 CLI Reference Guide ~ December 2017



File Management Commands

mkdir

Related Commands

cd
pwd
rmdir
Is

dir

MIB Obijects

systemServices

systemServicesArgl
systemServicesAction

Changes the switch’s current working directory.
Displays the switch’s current working directory.
Deletes an existing directory.

Displays the contents of a specified directory or the current working
directory.

Displays the contents of a specified directory or the current working
directory.
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rmdir

Deletes an existing directory.

rmdir [path/]dir

Syntax Definitions

path
dir
Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

The path containing the directory to be removed. If no path is specified,
the command assumes the current path.

The name of the existing directory being removed. Up to thirty-two (32)
characters may be used (for example, test_directory).

e Be sure to separate path directories with a slash (/). Refer to the examples below.

e Up to 255 characters may be used for the specified path.

e This command can also be used on the secondary CMM.

Examples

-> rmdir ../working
-> rmdir flash/working

Release History

Release 6.6.1; command was introduced.
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rmdir

Related Commands

cd
pwd
mkdir
Is

dir

MIB Obijects

systemServices

systemServicesArgl
systemServicesAction

Changes the switch’s current working directory.
Displays the switch’s current working directory.
Creates a new directory.

Displays the contents of a specified directory or the current working
directory.

Displays the contents of a specified directory or the current working
directory.
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Is

Displays the contents of a specified directory or the current working directory.

Is [-r] [[path/]dir]

Syntax Definitions

-r Optional syntax that displays the contents of the current directory in
addition to recursively displaying all subdirectories. Be sure to include a
space between the syntax Is and -r (that is, Is -r).

path/ Specifies the path (that is, location) of a particular directory to be dis-
played. If no path is specified, the command assumes the current loca-
tion.

dir Specifies a particular directory to be displayed. If no directory name is
specified, the contents of the current working directory are displayed.

Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

Be sure to separate multiple path directories with a slash (/).

Up to 255 characters may be used for a fully qualified path.

A path can contain up to a maximum of seven (7) directories including /flash.

As with files names, up to thirty-two (32) characters may be used for a directory name.

File and directory names can include only the following character types: a-z, A-Z, 0-9, dashes (-),
dots (.), and underscores ().

This command can also be used on the secondary CMM.
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Examples

-> Is

Listing Directory

-rw
drw
drw
drw
-rw
-rw
-rw
-rw
-rw

268
2048
2048
2048

115837
185
706

127640
354

Oct
Sep
Oct
Sep
Sep
Sep
Sep
Sep
Sep

/flash:

2
29

2
27
27
29
29
29
29

09:
15:
05:
12:
15:
14:
14:
14:
15:

54
36
32
26
30
19
52
52
48

3143680 bytes free

Release History

boot.params
certified/
working/
switch/
debug. Ink
phwi
incrsrc2
pktgen.o
incrsrc

Release 6.6.1; command was introduced.

Related Commands

cd
pwd

mkdir

rmdir
dir

MIB Objects

systemServices
systemServicesArgl

systemServicesAction

Changes the switch’s current working directory.
Displays the switch’s current working directory.
Creates a new directory.

Deletes an existing directory.

Displays the contents of a specified directory or the current working

directory.
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dir
Displays the contents of a specified directory or the current working directory.

dir [[path/]dir]

Syntax Definitions

path/ Specifies the path (that is, location) of a particular directory to be dis-
played. If no path is specified, the command assumes the current loca-
tion.

dir Specifies a particular directory to be displayed. If no directory name is

specified, the contents of the current working directory are displayed.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Be sure to separate multiple path directories with a slash (/).

Up to 255 characters may be used for a fully qualified path.
e A path can contain up to a maximum of seven (7) directories including /flash.
¢ As with files names, up to thirty-two (32) characters may be used for a directory name.

¢ File and directory names can include only the following character types: a-z, A-Z, 0-9, dashes (-),
dots (.), and underscores ().

e This command can also be used on the secondary CMM.
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dir

Examples

-> dir /certified

Listing Directory /certified:

drw
drw
-rw
-rw
-rw
-rw
-rw
-rw
-rw
-rw
-rw
-rw

2048
2048
3555538
1824898
2929
10526922
9393680
1452
1348241
2478362
349555
256

Jul
Aug
Jul
Jul
Jul
Jul
Jun
Jun
Jul
Jul
Jul
Jul

2

N =
QU1 ooo U ugol gk

11:
13:
09:
09:
09:
09:
10:
18:
09:
09:
09:
11:

05

54 .

37
37
37
37
35
23
36
37
37
05

2390016 bytes free

Release History

V4

-/
Jeni.img
Jos.img
Jrelease.img
Jbase.img
Jeni2.img
boot.cfg
Jadvrout.img
Jdiag-img
Jsecu.img
random-seed

Release 6.6.1; command was introduced.

Related Commands

cd

pwd

mkdir

rmdir

MIB Obijects

systemServices

systemServicesArg22
systemServicesAction

Changes the switch’s current working directory.
Displays the switch’s current working directory.
Creates a new directory.

Deletes an existing directory.

Displays the contents of a specified directory or the current working

directory.
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rename

Renames an existing file or directory.

rename [path/Jold_name [path/]new_name

Syntax Definitions

path/ Specifies the particular path (that is, location) containing the file or
directory to be renamed. If no path is specified, the command assumes
the current directory.

old_name The name of the existing file or directory to be renamed.

new_name The new user-defined file or directory name. Up to thirty-two (32) char-
acters may be used.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Be sure to separate path directories and file names with a slash (/). Refer to the examples below.
e Up to 255 characters may be used for a fully qualified path.

e A path can contain up to a maximum of seven (7) directories including /flash.

e As with files names, up to thirty-two (32) characters may be used for a directory name.

¢ File and directory names can include only the following character types: a-z, A-Z, 0-9, dashes (-),
dots (.), and underscores ().

e This command can also be used on the secondary CMM.

Examples

-> rename flash/working/Zasc.l.snap new_file

Release History

Release 6.6.1; command was introduced.
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Related Commands

cp Copies an existing file or directory.
mv Moves an existing file or directory to a new location.
move Moves an existing file or directory to a new location.

MIB Obijects

systemServices

systemServicesArgl
systemServicesArg2
systemServicesAction

OmniSwitch AOS Release 6 CLI Reference Guide  December 2017 page 7-15



rm File Management Commands

rm

Permanently deletes an existing file. This command can also delete a directory if the -r keyword is used.

rm [-r] [path/]filename

Syntax Definitions

-r Syntax that recursively removes directories, as well as any associated
subdirectories and files. Be sure to include a space between the syntax
rm and -r (that is, rm -r).

path The path (that is, location) containing the file being removed. If no path
is specified, the command assumes the current directory.

filename The name of the existing file being deleted. Up to thirty-two (32) char-
acters may be used (for example, test_config_file).

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Be sure to separate path directories and file names with a slash (/). Refer to the examples below.

e Use care when deleting files. Depending on your switch and network configurations, specific configu-
ration and image files has to be present for your system to work properly.

e This command can also be used on the secondary CMM.

Examples

-> rm test_config_file
-> rm Fflash/test_config_file

Release History

Release 6.6.1; command was introduced.

Related Commands

delete Deletes an existing file.

MIB Objects

systemServices

systemServicesArgl
systemServicesAction
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delete

Deletes an existing file.

delete [path/]filename

Syntax Definitions

path/ The path (that is, location) containing the file being removed. If no path
is specified, the command assumes the current directory.

filename The name of the existing file being removed. Up to thirty-two (32) char-
acters may be used (for example, test_config_file).

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Be sure to separate path directories and file names with a slash (/). Refer to the examples below.

e Use care when deleting files. Depending on your switch and network configurations, specific configu-
ration and image files has to be present for your system to work properly.

e This command can also be used on the secondary CMM.

Examples

-> delete test_config_Ffile
-> delete flash/test_config_file

Release History

Release 6.6.1; command was introduced.

Related Commands

rm Deletes an existing file or directory.

MIB Obijects

systemServices

systemServicesArgl
systemServicesAction
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cp
Copies an existing file. This command can also copy a directory if the -r keyword is used.

cp [-r] [path/]orig_filename [dest_path/]dupl_filename

Syntax Definitions

-r Syntax that recursively copies directories, as well as any associated sub-
directories and files. Be sure to include a space between the syntax cp
and -r (that is, cp -r).

path/ Specifies the path containing the original file to be copied. If no path
name is specified, the command assumes the current path.

orig_filename The name of the existing file to be copied.

dest_path/ Specifies the destination path for the resulting file copy. If no destina-

tion path is specified, the file copy is placed in the current path.

dupl_filename The new user-defined file name for the resulting file copy. If you are
copying a file to the same directory as the original, the file name for the
copy has to be different from the original. Up to thirty-two (32) charac-
ters may be used.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

¢ You have to verify that your switch’s /flash directory has enough available memory to hold the new
files and directories that results from using the cp -r command.

e A file may be copied to a new location; you are not required to copy a file to the same directory that
contains the original.

e Be sure to separate path directories and file names with a slash (/). Refer to the examples below.
e Up to 255 characters may be used for a fully qualified path.

e A path can contain up to a maximum of seven (7) directories including /flash.

e As with files names, up to thirty-two (32) characters may be used for a directory name.

¢ File and directory names can include only the following character types: a-z, A-Z, 0-9, dashes (-),
dots (.), and underscores ().

e This command can also be used on the secondary CMM.
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Examples

-> cp Flash/snapshots/asc.1l.snap flash/snapshot/snapshot_copy
-> cp Flash/snapshots/asc.1.snap snapshot_copy

-> cp asc.l.snap Fflash/snapshot/snapshot_copy

-> cp asc.l.snap snapshot_copy

Release History

Release 6.6.1; command was introduced.

Related Commands

mv Moves an existing file or directory to a new location.

MIB Obijects

systemServices

systemServicesArgl
systemServicesArg2
systemServicesAction
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File Management Commands

scp

Copies an existing file in a secure manner.

scp user_name@remote_ip_addr:[path/]source [path/]target

scp [path/]source user_name@remote_ip_addr:[path/]target

Syntax Definitions

user_name@remote_ip_addr:  The username along with the IP address of the remote switch.

path/ Specifies the path containing the file to be copied and the path where the
file is copied.

source The name of the file(s) to be copied.

target The new user-defined file name for the resulting file copy. Up to thirty-

two (32) characters may be used.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

This command prompts you to enter the admin password, and the names and the path of the files being
copied is displayed.

A file may be copied to a new location; you are not required to copy a file to the same directory that
contains the original.

Be sure to separate path directories and file names with a slash (/). Refer to the examples below.
Up to 255 characters may be used for a fully qualified path.

A path can contain up to a maximum of seven (7) directories including /flash.

As with files names, up to thirty-two (32) characters may be used for a directory name.

File and directory names can include only the following character types: a-z, A-Z, 0-9, dashes (-),
dots (.), and underscores ().

If SCP is not enabled, use the scp-sftp command to enable it.

SCP is not supported between OmniSwitch and Windows currently.
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Examples

-> scp admin@172.17.11.13:/flash/working/Kos.img /flash/working/Kos.img
admin®s password for keyboard-interactive method:

Fetching /flash/working/Kos.img to /flash/working/Kos.img
Connection to 172.17.11.13 closed.

-> scp /flash/working/Kos.img admin@172.17.11.13:/flash/working/Kos. img
admin®"s password for keyboard-interactive method:

Uploading /flash/working/Kos.img to /flash/working/Kos.img
Connection to 172.17.11.13 closed.

-> scp admin@172.17.11.13:/flash/working/*.img /flash/working
admin®s password for keyboard-interactive method:

Fetching /flash/working/K2os.img to /flash/working/K2os.img
Fetching /flash/working/Kadvrout.img to /flash/working/Kadvrout.img
Fetching /flash/working/Kbase.img to /flash/working/Kbase.img
Fetching /flash/working/Keni.img to /flash/working/Keni.img
Fetching /flash/working/Kos.img to /flash/working/Kos.img

Fetching /flash/working/Krelease.img to /flash/working/Krelease.img
Fetching /flash/working/Ksecu.img to /flash/working/Ksecu.img
Connection to 172.17.11.13 closed.

Release History

Release 6.6.1; command was introduced.

Related Commands

mv Moves an existing file or directory to a new location.

MIB Obijects

systemServices
systemServicesArgl

systemServicesArg2
systemServicesAction
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mv

Moves an existing file or directory to a new location.

mv {[path/]filename dest_path[/new_filename] | [path/]dir dest_path[/new_dir]}

Syntax Definitions

path/ Specifies the path (that is, location) containing the file or directory being
moved. If no path name is specified, the command assumes the current
path.

filename Specifies the name of the existing file to be moved.

dest_path/ Specifies the destination path (that is, new location) for the file or direc-
tory that is being moved.

new_filename Specifies a new file name for the file being moved. If a new name is not
specified, the existing name is used.

dir Specifies the name of the existing directory to be moved.

new_dir Specifies a new directory name for the directory being moved. If a new

name is not specified, the existing name is used.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e The mv command does not make a copy of the file or directory being moved. To copy a file or direc-
tory to the current path or to a new location, use the cp command on page 7-18.

e Be sure to separate path directories and file names with a slash (/). Refer to the examples below.
e Up to 255 characters may be used for a fully qualified path.

e A path can contain up to a maximum of seven (7) directories including /flash.

¢ As with files names, up to thirty-two (32) characters may be used for a directory name.

¢ File and directory names can include only the following character types: a-z, A-Z, 0-9, dashes (-),
dots (.), and underscores ().

e This command can also be used on the secondary CMM.

Examples

-> mv Fflash/asc.1.snap flash/backup_files/asc.1.snap
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Release History

Release 6.6.1; command was introduced.

Related Commands

rename Renames an existing file or directory.
cp Copies an existing file or directory.

MIB Obijects

systemServices

systemServicesArgl
systemServicesArg2
systemServicesAction
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move

Moves an existing file or directory to a new location.

move {[path/]filename dest_path[/new_filename] | [path/]dir dest_path[/new_dir]}

Syntax Definitions

path/ Specifies the path (that is, location) containing the file or directory being
moved. If no path name is specified, the command assumes the current
path.

filename Specifies the name of the existing file to be moved.

dest_path/ Specifies the destination path (that is, new location) for the file or direc-
tory that is being moved.

new_filename Specifies a new file name for the file being moved. If a new name is not
specified, the existing name is used.

dir Specifies the name of the existing directory to be moved.

new_dir Specifies a new directory name for the directory being moved. If a new

name is not specified, the existing name is used.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

¢ The move command does not make a copy of the file or directory being moved. To copy a file or direc-
tory to the current path or to a new location, use the cp command.

e Be sure to separate path directories and file names with a slash (/). Refer to the examples below.
e Up to 255 characters may be used for a fully qualified path.

e A path can contain up to a maximum of seven (7) directories including /flash.

¢ As with files names, up to thirty-two (32) characters may be used for a directory name.

¢ File and directory names can include only the following character types: a-z, A-Z, 0-9, dashes (-),
dots (.), and underscores ().

e This command can also be used on the secondary CMM.

Examples

-> move flash/asc.l.snap flash/backup_files/asc.1l.snap
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Release History

Release 6.6.1; command was introduced.

Related Commands

rename Renames an existing file or directory.
cp Copies an existing file or directory.

MIB Obijects

systemServices

systemServicesArgl
systemServicesArg2
systemServicesAction
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chmod

Changes the write privileges for a specified file.

chmod {+w | -w} [path/]file

Syntax Definitions

+w Enables read-write privileges for the file.

-w Disables write privileges for the file—that is, the file becomes read-
only.

path/ The path containing the file for which privileges are being changed. Be

sure to separate path directories and file names with a slash (/). Up to
255 characters may be used for the specified path. Also, a path may con-
tain a maximum of thirty-two (32) directories.

file The name of the file for which read-write privileges are being changed.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

This command can also be used on the secondary CMM.

Examples

-> chmod +w vlan.config
-> chmod -w flash/backup_configs/vlan.config

Release History

Release 6.6.1; command was introduced.

Related Commands

attrib Changes the write privileges for a specified file.

MIB Objects

systemServices

systemServicesArgl
systemServicesAction
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attrib

Changes the write privileges for a specified file.

attrib {+w | -w} [path/]file

Syntax Definitions

+w Enables read-write privileges for the file.

-w Disables write privileges for the file—that is, the file becomes read-
only.

path/ The path containing the file for which write privileges are being

changed. Be sure to separate path directories and file names with a slash
(/). Up to 255 characters may be used for the specified path. Also, a path
may contain a maximum of thirty-two (32) directories.

file The name of the file for which write privileges are being changed.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

This command can also be used on the secondary CMM.

Examples

-> attrib +w vlan.config
-> attrib -w flash/backup_configs/vlan.config

Release History

Release 6.6.1; command was introduced.

Related Commands

chmod Changes the write privileges for a specified file.

MIB Objects

systemServices

systemServicesArgl
systemServicesAction
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freespace

Displays the amount of free space available in the /flash directory.

freespace [/flash]

Syntax Definitions

[/flash Optional syntax. The amount of free space is shown for the /flash direc-
tory.

Defaults

N/A

Usage Guidelines
N/A

Platforms Supported
OmniSwitch 6450, 6350

Examples

-> freespace /flash
/Tlash 3143680 bytes free

-> freespace
/Tlash 3143680 bytes free

Release History

Release 6.6.1; command was introduced.

Related Commands

fsck Performs a file system check, including diagnostic information in the
event of file corruption. If the fsck command detects a problem with the
[flash file system, a message is displayed indicating the problem, along
with any steps needed to resolve it.

MIB Obijects

SystemFileSystemTable
systemFi leSystemFreespace
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fsck

Performs a file system check, including diagnostic information in the event of file corruption.

fsck /flash [no-repair | repair]

Syntax Definitions

[/flash Indicates that the file system check is performed on the /flash directory.
no-repair Performs only the file system check on the /flash directory.
repair Performs file system check on the /flash directory and also repairs any

errors found on the file system.

Defaults
parameter default
no-repair | repair no-repair

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e The file system check is performed on the /flash directory by default.

e Specifying the parameter repair along with the command performs the file system check and also
repairs any errors found.The switch displays the errors found and specify those errors that have been
repaired. If there are no errors found, then just the file system information is displayed.

e This command only applies to the primary and secondary CMM in an OmniSwitch chassis-based
switch or the primary and secondary switch in an OmniSwitch stack.

Examples

-> fsck /flash no-repair
/Tflash/ - disk check in progress ...
/flash/ - Volume is OK

total # of clusters: 29,758
# of free clusters: 18,886
# of bad clusters: O
total free space: 77,357,056
max contiguous free space: 55,451,648 bytes
# of files: 59
# of folders: 5
total bytes in files: 44,357,695
# of lost chains: O
total bytes in lost chains: O

(Example Continued on Next Page)
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-> fsck /flash repair

/Tlash/ - disk check in progress ...

/flash/ - Volume is 0K

Change volume 1d from 0x0 to Oxef2e3c

total # of clusters: 29,758
# of free clusters: 18,886
# of bad clusters: O
total free space: 77,357,056
max contiguous free space: 55,451,648 bytes
# of files: 59
# of folders: 5
total bytes in files: 44,357,695
# of lost chains: O
total bytes in lost chains: O
Release History
Release 6.6.1; command was introduced.
Related Commands
freespace Displays the amount of free space available in the /flash directory.

MIB Obijects

systemServices

systemServicesArgl
systemServicesAction
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newfs

Deletes a complete /flash file system and all files within it, replacing it with a new, empty /flash file
system. Use this command when you want to reload all files in the file system or in the unlikely event that
the /flash file system becomes corrupt.

newfs /flash

Syntax Definitions

[/flash Required syntax. This indicates that the complete flash file system is
replaced.

Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Itis recommended that you preserve all required image and configuration files by saving them to a
remote host before executing the newfs command.

¢ Do not power-down the switch after running the newfs command until you reload all required image
and configuration files.

e This command can also be used on the secondary CMM.

Examples

-> newfs /flash

Release History

Release 6.6.1; command was introduced.

Related Commands
N/A

MIB Objects

systemServices

systemServicesArgl
systemServicesAction
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rep

Copies a file from a primary to a non-primary switch in a stack and vice versa.

rcp [slot:] source_filepath [slot:] destination_filepath

Syntax Definitions

slot The slot number of the non-primary switch in a stack.
source_filepath The name and path of the source file.
destination_filepath The name and path of the destination file.

Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

On switches in a stack configuration, this command copies a file from any non-primary switch to the
primary switch in a stack. You have to specify the slot number on these switches.

Examples
-> rcp 3:/flash/file.txt file.txt

-> rcp /flash/working/file.txt 3:/flash/working/file._ txt

Release History

Release 6.6.1; command was introduced.

Related Commands

rrm Removes a file from a secondary CMM or from a non-primary switch in
a stack.
rls Displays the content of a non primary CMM in a switch or a non-pri-

mary switch in a stack.

MIB Objects

chasSupervisionRfsLsTable

alcatel IND1ChassisSupervisionRfsCommands
chasSupervisionRfsCommandsSlot
chasSupervisionRfsCommandsCommand
chasSupervisionRfsCommandsSrcFi leName
chasSupervisionRfsCommandsDestFileName
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rrm

Removes a file from a non-primary switch in a stack.

rrm slot filepath

Syntax Definitions

slot The slot number of the non-primary switch in a stack.
filepath The name and path of the file to be deleted.
Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

On switches in a stacked configuration, this command deletes a file from any non-primary switch. You
have to specify the slot number on these switches.

Examples

-> rrm 5 /flash/boot.params

Release History

Release 6.6.1; command was introduced.

Related Commands

rcp Copies a file from a non-primary switch to a primary switch in a stack.

rls Displays the content of a non primary CMM in a switch or anon-pri-
mary switch in a stack.

MIB Obijects

chasSupervisionRfsLsTable

alcatel IND1ChassisSupervisionRfsCommands
chasSupervisionRfsCommandsSlot
chasSupervisionRfsCommandsCommand
chasSupervisionRfsCommandsSrcFileName
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File Management Commands

ris

Displays the content of a non-primary switch in a stack.

rls slot directory [file_name]

Syntax Definitions

slot The slot number of the non-primary switch in a stack.
directory The name of the directory on the non-primary switch.
file_name The file to be displayed on the non-primary switch.
Defaults

By default, all files in the specified directory are displayed.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

This command displays directory content on any non-primary switch in a stack. You have to specify the

slot number on these switches.

Examples
-> rls 5 /flash

-rw 324 Mar 3 11:32 boot.params

drw 2048 Mar 3 11:32 certified/

drw 2048 Mar 3 11:32 working/

-rw 64000 Mar 7 09:54  swlogl.log

-rw 29 Feb 5 2023 policy.cfg

-rw 3369019 Mar 3 11:20 cs_system.pmd
-rw 394632 Jan 1 1980 bootrom.bin

-rw 511096 Jan 1 1980 miniboot.backup
-rw 511096 Jan 1 1980 miniboot.default
drw 2048 Feb 25 06:34 network/

drw 2048 Mar 3 11:29 switch/

-rw 256 Mar 3 11:29 random-seed

Release History

Release 6.6.1; command was introduced.
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Related Commands

rcp Copies a file from a secondary CMM to a primary CMM or from a non-
primary switch to a primary switch in a stack.

rrm Removes a file from a secondary CMM or from a non-primary switch in
a stack.

MIB Objects

chasSupervisionRfsLsTable

chasSupervisionRfsLsFilelndex
chasSupervisionRfsLsSlot
chasSupervisionRfsLsDirName
chasSupervisionRfsLsFileName
chasSupervisionRfsLsFileType
chasSupervisionRfsLsFileSize
chasSupervisionRfsLsFileAttr
chasSupervisionRfsLsFileDateTime
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File Management Commands

Launches the switch’s UNIX-like Vi text editor. The Vi file editor allows you to view or edit the contents
of a specified text file.

vi [path/]filename

Syntax Definitions

path The path (that is, location) containing the file being viewed or edited. If
no path is specified, the command assumes the current directory.

filename The name of the existing file being viewed or edited. Up to thirty-two
(32) characters may be used (for example, test_config_file).

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Until you exit the switch’s file editor, all keystrokes is passed to the text editor rather than the switch’s
command line.

¢ This command can also be used on the secondary CMM.

Examples

-> vi test_config_file

Release History

Release 6.6.1; command was introduced.

Related Commands

view Allows you to view the contents of a specified file by invoking the Vi
text editor in read-only mode.

MIB Objects

systemServices

systemServicesArgl
systemServicesAction
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view
Allows you to view the contents of a specified file by invoking the Vi text editor in read-only mode.

view [path/]filename

Syntax Definitions

path The path directory leading to the file being viewed. If no path is speci-
fied, the command assumes the current directory.

filename The name of the existing file being viewed. Up to thirty-two (32) char-
acters may be used (for example, test_config_file).

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

This command can also be used on the secondary CMM.

Examples
-> view flash/text file.txt

Release History

Release 6.6.1; command was introduced.

Related Commands

Vi Launches the switch’s Vi text editor.

MIB Objects

systemServices

systemServicesArgl
systemServicesAction
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ty

Specifies the number of lines and columns to be displayed on the terminal screen while the switch is in the
edit file mode.

tty lines columns

Syntax Definitions
lines The number of lines to be displayed on the terminal emulation screen for
the current session. Values may range from 10 to 150.

columns The number of columns to be displayed for each line. One column is the
same width as a single text character. Values may range from 20 to 150.

Defaults

parameter default
lines 24
columns 80

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

¢ The number of lines and columns set with this command control the screen size when the switch is
editing or viewing a text file with the vi or more commands.

e The values set with this command do not control the CLI screen when the switch is operating in normal
mode.

¢ This command can also be used on the secondary CMM.

Examples
-> tty 10 60

Release History

Release 6.6.1; command was introduced.
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Related Commands

show tty Displays current TTY settings.
more Displays a switch text file onto the console screen.

MIB Objects

systemServices

systemServicesTtylLines
systemServicesTtyColumns
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show tty

Displays current TTY settings.
show tty

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Shows the settings made with the tty command.

e This command can also be used on the secondary CMM.

Examples

-> show tty
lines = 24, columns = 80

Release History

Release 6.6.1; command was introduced.

Related Commands

tty Specifies the number of TTY lines and columns to be displayed.

MIB Obijects

systemServices

systemServicesTtylLines
systemServicesTtyColumns
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more

Displays a switch text file onto the console screen.

more [path/]file

Syntax Definitions

path The directory path leading to the file to be displayed. If no path is speci-
fied, the command assumes the current path.

file The name of the text file to be displayed.

Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e This command displays the specified text file within the line and column parameters set with the tty
command.

¢ If the specified text file contains more columns than set with the tty command, the text wraps to the
next line displayed.

¢ If the text file contains more lines than set with the tty command, the switch displays only the number
of lines specified. To display more lines, press the space bar to show another full screen, press Enter to
show the next line, or press q to quit the display and return to the system prompt.

e This command can also be used on the secondary CMM.

Examples

-> more config_Tfilel
-> more flash/config_filel
-> more flash/working/config_filel

Release History

Release 6.6.1; command was introduced.

Related Commands

tty Specifies the number of TTY lines and columns to be displayed.
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MIB Obijects

systemServices

systemServicesArgl
systemServicesAction
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fip

Starts an FTP session.

ftp {host_name | ip_address}

Syntax Definitions

host_name
ip_address

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

Specifies the host name for the FTP session.
Specifies the IP address for the FTP session.

¢ You have to have a valid username and password for the specified host.

e You can establish up to 9 FTP sessions from an OmniSwitch (when it acts as FTP Client) and up to 4
FTP sessions towards an OmniSwitch (when it acts as FTP Server).

e After logging in, FTP commands are supported. They are defined in the following table:

ascii
binary
bye

cd
delete
dir

get
hash

Is

put

pwd

quit
remotehelp
user

Ipwd

?

Set transfer type to ASCII (7-bit).

Set transfer type to binary (8-bit).

Close session gracefully.

Change to a new directory on the remote machine.
Delete a file on the remote machine.

Obtain a long listing on the remote machine.
Retrieve a file from the remote machine.

Print the hash symbol (#) for every block of data transferred. (This com-
mand toggles hash enabling and disabling.)

Display summary listing of the current directory on the remote host.
Send a file to the remote machine.

Display the current working directory on the remote host.

Close session gracefully.

List the commands that the remote FTP server supports.

Send new user information.

Display the current working directory on the local host.

Display list of available FTP commands.
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Examples

-> ftp 172.17.6.228

Connecting to 172.17.6.228 [172.17.6.228]...connected.
220 Annex FTP server (Version RA4000 R14.1.15) ready.
Name :

Release History

Release 6.6.1; command was introduced.

Related Commands

sftp Starts an SFTP session.
ftp6 Starts an FTPv6 session.

MIB Obijects

systemServices

systemServicesArgl
systemServicesAction
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fipb

Starts an FTPv6 session.

ftp6 {ipv6_address | hostname} [if_name]

Syntax Definitions

ipv6_address Specifies the IPv6 address of the FTPv6 server.
hostname Specifies the hostname of the FTPv6 server.
if_name The name of the interface used to reach the FTPv6 server, if the target

has been specified using the link-local address.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
e You need to have a valid username and password for the specified host.
e A console, a telnet or an SSH session can handle only one FTPv6 client session.

e You can establish upto 9 FTP or FTPv6 sessions from an OmniSwitch (when it acts as FTP Client) and
upto 4 FTP or FTPv6 sessions towards an OmniSwitch (when it acts as FTP Server).

e If the session is invoked using the server’s link-local address, the source interface name has to be
provided.

e After logging in, FTPv6 commands are supported. They are defined in the following table:

ascii Set transfer type to ASCII (7-bit).

binary Set transfer type to binary (8-bit).

bye Close session gracefully.

cd Change to a new directory on the remote machine.

close Terminate the ftp session.

delete Delete a file on the remote machine.

dir Obtain a long listing on the remote machine.

get Retrieve a file from the remote machine.

hash Print the hash symbol (#) for every block of data transferred. (This com-
mand toggles hash enabling and disabling.)

help Display list of available FTP commands.

Icd Change to a new directory on the local machine.
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Is Display summary listing of the current directory on the remote host.
? Display list of available FTP commands.
mgets Receive multiple files.
mputs Receive multiple files.
prompt Enable/disable interactive prompting.
put Send a file to the remote machine.
pwd Print current working directory.
quit Close session gracefully.
remotehelp List the commands that the remote FTP server supports.
user Send new user information.
Is Display list content of local directory.
Examples

-> ftp6 fe80::a00:20ffF:fea8:8961 int3
-> ftp6 ::5

-> ftp6 Sun.com

Release History

Release 6.6.1; command was introduced.

Related Commands

sftp6 Starts an SFTPv6 session.
ftp Starts an FTP session.

MIB Obijects

systemServices

systemServicesArgl
systemServicesAction
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scp-sftp

scp-sftp

Enables or disables secure copy (SCP) and Secure FTP (SFTP) at the same time on the switch.

scp-sftp {enable | disable}

Syntax Definitions

enable Administratively enables SCP/SFTP on the switch.
disable Administratively disables SCP/SFTP on the switch.
Defaults

parameter default

enable | disable enable

Platforms Supported

OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> scp-sftp enable

Release History

Release 6.6.1; command was introduced.

Related Commands

ssh

show ssh config

MIB Objects
alaSshConfigGroup

alaScpSftpAdminStatus

Invokes Secure Shell on the switch. Secure Shell is used to make a

secured connection to a remote system or device.
Displays the status of Secure Shell, SCP/SFTP on the switch.
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show ssh config

Displays the status of Secure Shell, SCP/SFTP on the switch.

show ssh config

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> show ssh config

SSH = Enabled

SCP/SFTP = Enabled

Public Key Authentication Enforced = False

output definitions

SSH Displays the SSH status (enabled or disabled).

SCP/SFTP Displays the SCP/SFTP status (enabled or disabled).

Public Key Authentication Displays whether the Public Key Authentication is enforced. Options
Enforced include true or false.

Release History

Release 6.6.1; command was introduced.

Related Commands

ssh Invokes Secure Shell on the switch. Secure Shell is used to make a
secured connection to a remote system or device.
ftp6 Enables or disables secure copy (SCP) and secure FTP (SFTP) at the

same time on the switch.
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MIB Obijects

alaSshConfigGroup

alaSshAdminStatus
alaScpSftpAdminStatus
alaSshPubKeyEnforceAdminStatus
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sftp

Starts an SFTP session. An SFTP session provides a secure file transfer method.

sftp {host_name | ip_address}

Syntax Definitions

host_name Specifies the host name for the SFTP session.
ip_address Specifies the IP address for the SFTP session.
Defaults

N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
¢ You need to have a valid username and a password for the specified host.
e If SFTP is not enabled, use the scp-sftp command to enable it.

e You can establish up to 4 SFTP sessions from an OmniSwitch (when it acts as FTP Client) and up to 8
SFTP sessions towards an OmniSwitch (when it acts as FTP Server).

e After logging in, SFTP commands are supported. They are defined in the following table:

cd path Change remote path to “path’.

Icd path Change local directory to ‘path’.

chmod mode path Change permissions of file ‘path’ to ‘mode’.
help Display command help information.

get remote-path [local path] Download a file from the remote path to the local path.

lIs [path] Display local directory listing.

In oldpath newpath Creates a symbolic link (symlink) to the remote file.

symlink oldpath newpath  Creates a symbolic link (symlink) to the remote file.

Imkdir path Create local directory.

Ipwd Print local working directory.

Is [path] Display remote directory listing.
mkdir path Create remote directory.

put local-path [remote- Upload file.

path]

pwd Display remote working directory.
exit Quit the sftp mode.
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quit Exit the sftp mode.

rename oldpath newpath Rename a remote file.

rmdir path Remove remote directory.

rm path Delete remote file.

version Show the current SFTP version.

? Synonym for help. Displays command help information.
Examples

-> sftp 12.251.11.122
login as:
Release History

Release 6.6.1; command was introduced.

Related Commands

ftp Starts an FTP session.

ssh Invokes Secure Shell on the switch. Secure Shell is used to make a
secured connection to a remote system or device.

MIB Obijects

SystemServices

systemServicesArgl
systemServicesAction
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sftp6

Starts an SFTPv6 session. An SFTPv6 session provides a secure file transfer method.

sftp6 {host_name | ipv6_address} [if_name]

Syntax Definitions

host_name Specifies the host name for the SFTPv6 session.
ipv6_address Specifies the IPv6 address for the SFTPv6 session.
if_name The name of the interface used to reach the SFTPv6 server, if the target

has been specified using the link-local address.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
¢ You need to have a valid username and a password for the specified host.
e A console or a telnet session can handle only one SSHv6 client session.

¢ If the session is invoked using the server’s link-local address, the source interface name has to be
provided.

e You can establish up to 4 SFTP6 sessions from an OmniSwitch (when it acts as FTP Client) and up to
8 SFTP6 sessions towards an OmniSwitch (when it acts as FTP Server).

e At anytime, there can be only 4 SFTP sessions (including SFTPv4 or SFTPv6) to any SSH servers.
e After logging in, SFTPv6 commands are supported. They are defined in the following table:

cd path Change remote path to ‘path’.

Icd path Change local directory to “path’.

chmod mode path Change permissions of file ‘path’ to “mode’.

help Display command help information.

get remote-path [local path] Download a file from the remote path to the local path.
IIs [path] Display local directory listing.

In oldpath newpath Creates a symbolic link (symlink) to the remote file.
symlink oldpath newpath Creates a symbolic link (symlink) to the remote file.
Imkdir path Create local directory.

Ipwd Print local working directory.

Is [path] Display remote directory listing.

mkdir path Create remote directory.
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put local-path [remote-path]  Upload file.

pwd Display remote working directory.

exit Quit the sftp mode.

quit Exit the sftp mode.

rename oldpath newpath Rename a remote file.

rmdir path Remove remote directory.

rm path Delete remote file.

version Show the current SFTP version.

? Synonym for help. Displays command help information.
Examples

-> sTtp6 feB80::a00:20ffF:fea8:8961 intl
-> sftp6 ::1
-> sftp6 Sun.com

Release History

Release 6.6.1; command was introduced.

Related Commands

ftp6 Starts an FTP6 session.

ssh6 Invokes Secure Shellv6 on the switch. Secure Shellv6 is used to make a
secured connection to an SSHv6 server.

MIB Obijects

SystemServices

systemServicesArgl
systemServicesAction
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titp

Starts a TFTP client session that enables a file transfer to an TFTP server.

tftp {host_name | ip_address} {get | put} source-file [src_path/]src_file [destination-file [dest_path/]
dest_file] [ascii]

Syntax Definitions

host_name Specifies the hostname of the TFTP server.

ip_address Specifies the IP address of the TFTP server.

get Specifies to download the file from the TFTP server.

put Specifies to upload the file to the TFTP server.

src_path Specifies the path containing the source file to be transferred.
src_file Specifies the file name of the source file to be transferred.
dest_path Specifies the destination path of the file to be transferred.

dest file Specifies the destination file name of the file to be transferred.
ascii Sets the transfer type to ASCII (7-bit).

Defaults

e If a path is not specified with the filename, the current path is used by default (for example, /flash).
¢ If a destination filename is not specified, the source filename is used by default.

e The default file transfer mode for a TFTP client session is Binary mode.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e The OmniSwitch supports TFTP client functionality only.
e A TFTP server has no provisions for user authentication.
e Only one active TFTP client session is allowed at a time.

e When downloading a file to the switch, the file size must not exceed the available flash space.
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Examples

-> tftp tftp.server.com get source-file abc.img destination-file xyz.img

-> tftp tftp.server.com put source-file abc.txt destination-file xyz._txt ascii
-> tftp 10.211.17.1 get source-file boot.cfg destination-file /flash/working/
boot.cfg ascii

-> tftp 10.211.17.1 get source-file boot.cfg ascii

Release History

Release 6.6.1; command was introduced.

Related Commands
N/A

MIB Obijects

systemServices

systemServicesArgl
systemServicesArg2
systemServicesArg3
systemServicesArg4
systemServicesArg5
systemServicesAction
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rz

Starts a Zmodem session.

rz

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
e To use Zmodem, you need to have a terminal emulator that supports the Zmodem protocol.

e Activate the Zmodem transfer according to the instructions that came with your terminal emulation
software.

e When the transfer is complete, use the Is command to verify that the files were loaded successfully.

e To abort a Zmodem session, enter CTRL + X five times in succession. Refer to your switch’s User
Manual for more information on uploading files via Zmodem.

e This command can also be used on the secondary CMM.

Examples

->rz
Upload directory: /flash
rz ready to receive file, please start upload (or send 5 CTRL-X"s to abort).

Release History

Release 6.6.1; command was introduced.

Related Commands
N/A

MIB Objects

systemServices
systemServicesAction
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The switch can be configured and monitored using WebView, which is a web-based device management
tool. Web Management CLI commands allow you to enable/disable web-based management and config-
ure certain WebView parameters, such as Secure Socket Layer (SSL).

MIB information for the Web Management commands is as follows:

Filename: Alcatelind1WebMgt.mib
Module:  alcatelIND1WebMgtMIB

A summary of the available commands is listed here:

http server

http ssl

http port

https port

debug http sessiondb

show http

webview wlan cluster-virtual-ip

webview wlan cluster-virtual-ip precedence
show webview wlan config
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http server

Enables/disables web management on the switch. When enabled, a user is able to configure the switch
using the WebView application.

{[ip] http | https} server
no {[ip] http | https} server

Syntax Definitions

ip Optional syntax. Using this optional syntax is the same as using the http
server command.

Defaults

Web management is enabled by default.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

Use the no form of this command to disable web management. If web management is disabled, you may
be unable to access the switch using WebView.

Examples

-> http server

-> no http server
-> https server

-> no https server

Release History

Release 6.6.1; command was introduced.

Related Commands

http ssl Enables/disables SSL on the switch.
debug http sessiondb Displays web management session information.
show http Displays web management configuration information.

MIB Obijects

alalND1WebMgtConfigMIBGroup
alalnd1lWebMgtAdminStatus
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http ssl

Enables/disables Force SSL on the switch. SSL is a protocol that establishes and maintains secure commu-
nication between SSL-enabled servers and clients across the Internet.

{[ip] http | https} ssl
no {[ip] http | https} ssl

Syntax Definitions

ip Optional syntax. Using this optional syntax is the same as using the http
ssl command.

Defaults
SSL is enabled by default.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

Use the no form of this command to disable SSL.

Examples

-> http ssl

-> no http ssl
-> https ssl

-> no https ssl

Release History

Release 6.6.1; command was introduced.

Related Commands

http server Enables/disables web management on the switch.
show http Displays web management configuration information.

MIB Objects

alalND1WebMgtConfigMIBGroup
alalnd1WebMgtSsl
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http port

Changes the port number for the embedded Web server in the switch.

[ip] http port {default | port}

Syntax Definitions

ip Optional syntax.

default Restores the port to its default (80) value.

port The desired port number for the embedded Web server. The number has
to be in the range 0 to 65535; well-known port numbers cannot be con-
figured.

Defaults

parameter default

port 80

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

All WebView sessions has to be terminated before entering this command.

Examples

-> http port 1025
-> http port default

Release History

Release 6.6.1; command was introduced.

Related Commands

http server Enables/disables web management on the switch.
show http Displays web management configuration information.

MIB Objects

alalND1WebMgtConfigMIBGroup
alalND1WebMgtHttpPort
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https port

Changes the default secure HTTP (HTTPS) port for the embedded Web server.
https port {default | port}

Syntax Definitions

default Restores the port to its default (443) value.

port The desired HTTPS port number. The number has to be in the range 0 to
65535; well-known port numbers cannot be configured.

Defaults
parameter default
port 443

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

All WebView sessions has to be terminated before entering this command.

Examples

-> https port 1026
-> https port default

Release History

Release 6.6.1; command was introduced.

Related Commands

http server Enables/disables web management on the switch.
show http Displays web management configuration information.

MIB Objects

alalND1WebMgtConfigMIBGroup
alalND1WebMgtHttpsPort
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debug http sessiondb

Displays web management session information.

debug http sessiondb

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples
-> debug http sessiondb

Sess SessName Name TimeOut Status URL Name--&--StatMsg

----- ey
0O 6 sess_21606 admin 5848035 AUTHENTICATED /web/content/index.html

1 -2 sess_28257 5999940 IN_PROGRESS /ip/content/index.html

Current Active WebView Session: 1

output definitions

Sess The first number is the session number.

SessName Unique ID assigned by the browser.

Name User name.

TimeOut User-configured inactivity timer, in minutes.

Status Session status. If the user has successfully logged in, the status is
“Authenticated.”

URL Name&StatMsg Current page being viewed by the user.

Release History

Release 6.6.1; command was introduced.
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Related Commands

http server Enables/disables web management on the switch.
http ssl Enables/disables SSL on the switch.
show http Displays web management configuration information.

MIB Obijects
N/A
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Web Management Commands

show http

Displays web management configuration information.

show [ip] http

Syntax Definitions

ip

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> show http

Web Management = on
Force SSL = on

Optional syntax. Using this optional syntax is the same as using the
show http command.

Web Management Http Port = 80
Web Management Https Port = 443

output definitions

Web Management

Force SSL

Web Management Http Port
Web Management Https Port

Indicates whether web management is enabled (on) or disabled (off) on
the switch.

Indicates whether Force SSL is enabled (on) or disabled (off) on the
switch. If this is set to on this means that SSL is forced on an HTTP
session and hence HTTPS protocol is negotiated between the client and
server. For example, an “http://switchname.com” URL is redirected to
an “https://switchname.com” URL.

The port configured for the HTTP connection.
The port configured for a secure HTTP connection (SSL enabled).

Release History

Release 6.6.1; command was introduced.
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Related Commands

http server Enables/disables web management on the switch.

http ssl Enables/disables SSL on the switch.

http port Changes the port number for the embedded Web server in the
switch.

https port Changes the default secure HTTP (HTTPS) port for the embedded
Web server.

MIB Obijects

alalND1WebMgtConfigMIBGroup

alalnd1lWebMgtAdminStatus
alalnd1WebMgtSsl
alalnd1WebMgtHttpPort
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webview wlan cluster-virtual-ip

Configures the cluster virtual IP address of the Access Point (AP) in the switch. The WebView server on
the switch redirects the URL to the AP (Virtual IP Address) URL when the WLAN Management is
accessed from WebView.

webview wlan cluster-virtual-ip virtual-ip-address-of-wlan-cluster

Syntax Definitions

virtual-ip-address-of-wlan- Virtual IP address (IPV4) of the AP cluster.
cluster

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

Use this command to configure the AP cluster virtual IP address to access the OAW-AP web interface
from the webview.

Examples

-> webview wlan cluster-virtual-ip 10.25.6.8

Release History

Release 6.7.1 R04; command was introduced.

Related Commands

show webview wlan config Displays the AP cluster virtual IP configured on the switch.

MIB Objects
alaIND1WebMgtWlanConfiguredlpAddress
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webview wlan cluster-virtual-ip precedence

Allows to set the preference for configuring the cluster virtual IP address for webview re-direct. Based on
the set preference, the WLAN cluster virtual IP address can be obtained either through configuration or
from LLDP packets.

webview wlan cluster-virtual-ip precedence {lldp | configured}

Syntax Definitions

lldp The preference to obtain the WLAN cluster virtual IP address is set to
LLDP packets.
configured The preference to obtain the WLAN cluster virtual IP address is set to

the manually configured WLAN cluster virtual IP address.

Defaults
parameter default
lidp | configured lldp

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
» Use this command to set the preference for the cluster virtual IP address for webview re-direct.

 If more than one cluster virtual IP address is obtained through LLDP on the same port, the recently
obtained IP is taken into consideration.

 If more than one cluster virtual IP is obtained through LLDP on different ports, the recently obtained
IP is taken into consideration.

 If the precedence is set for LLDP obtained IP address, but there is no LLDP obtained cluster virtual IP
address, then the configured cluster virtual IP address will be considered if present.

 If the precedence is set for CLI configured cluster virtual IP address, but there is no configured IP
address present, then the LLDP obtained cluster virtual IP address will be considered if present.

Examples

-> webview wlan cluster-virtual-ip precedence I1ldp
-> webview wlan cluster-virtual-ip precedence configured

Release History

Release 6.7.2 R02; command was introduced.
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Related Commands

show webview wlan config Displays the AP cluster virtual IP configured on the switch.

MIB Obijects
alalND1WebMgtWlanlpPrecedence
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show webview wlan config

Displays the cluster virtual IP precedence configuration, WLAN AP cluster virtual IP configured on the
switch, and WLAN AP cluster virtual IP obtained through LLDP.

show webview wlan config

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> show webview wlan config

WebView WLAN Cluster-Virtual-IP Precedence = LLDP

WebView WLAN Cluster-Virtual-IP configured address = 0.0.0.0
WebView WLAN Cluster-Virtual-IP LLDP address = 1.1.1.1

output definitions

WebView WLAN Cluster-Vir- The precedence set for obtaining the cluster virtual IP address of the
tual-1P Precedence AP.

WebView WLAN Cluster-Vir- The manually configured cluster virtual IP address.
tual-1P configured address

WebView WLAN Cluster-Vir- The cluster virtual IP address obtained from the LLDP packets.
tual-1P LLDP address

Release History

Release 6.7.1R04; command was introduced.

Release 6.7.2R02; WebView WLAN Cluster-Virtual-1P Precedence, WebView WLAN Cluster-
Virtual-IP configured address, and WebView WLAN Cluster-Virtual-1P LLDP address output field
included.
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Related Commands

webview wlan cluster-virtual- Configures the virtual IP address of the Access Point (AP) clusters

ip in the switch.
webview wlan cluster-virtual- ~ Allows to set the preference for the choice of cluster virtual IP
ip precedence address for webview re-direct.

MIB Objects

alalND1WebMgtWlanlpPrecedence

alalND1WebMgtWlanConfiguredlpAddressType
alalND1WebMgtWlanConfiguredlpAddress
alalND1WebMgtWlanLldplpAddressType
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9 Configuration File
Manager Commands

The Configuration Manager feature allows you to configure your switch using an ASCIl-based text file.
CLI commands may be typed into a text document—referred to as a configuration file—and then uploaded
and applied to the switch.

MIB information for the Configuration Manager commands is as follows:

Filename: AlcatelIND1System.mib
Module: Alcatel-IND1ConfigMgr.mib

A summary of the available commands is listed here:

configuration apply
configuration error-file limit
show configuration status
configuration cancel
configuration syntax check
configuration snapshot
show configuration snapshot
write terminal
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configuration apply

Applies a configuration file to the switch. Files may be applied immediately or after a designated timer
session. With the timer session option, files are applied either at a scheduled date and time or after a
specified period of time (that is, a countdown) has passed.

configuration apply filename [at hh:mm month dd [year]] | [in hh[:mm]] [verbose]

Syntax Definitions

filename The name of the configuration text file to be applied to the switch (for

example., newfilel).

at hh:mm{dd month | month dd} Designates a timer session in which a configuration file is applied at a
[year] specified date and time in the future. Values for hh range from 00

through 23. Values for mm range from 00 through 59. Values for dd
range from 01 through 31. Values for month range from January through
December. The switch assumes either the current year or the next calen-
dar year for month and day pairs that precede the current date.

in hh[:mm] Designates a timer session in which the configuration file is applied

after a specific amount of time (that is, a countdown) has passed. Values
for hh range from 00 through 23. Values for mm range from 00 through
59.

verbose When verbose is entered, information is displayed on your workstation’s

console as each command in the configuration file is applied.

Defaults

By default, verbose error checking is not performed.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

The configuration apply command only applies settings to the running configuration. The boot.cfg
file does not get overwritten.

It is recommended that you check all configuration files for syntax errors before applying them to your
switch.

To schedule a timer session in which a file is applied at a specific date and time, enter at followed by
the hour, minute, month, day, and year. The switch assumes either the current calendar year or the next
calendar year for dates beginning January 1.

To schedule a timer session in which a file is applied after a specific amount of time, that is, a
countdown, has passed, enter in followed by the number of hours and minutes.

Verbose mode is not supported for timer sessions.

The keyword, authkey, along with a related alpha-numeric text string, are automatically included in
many snapshot files (for example, configuration snapshot all). The text string following the authkey
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keyword represents a login password that has been encrypted twice. (The first encryption occurs when
a password is first created by a user; the second encryption occurs when a configuration snapshot is
taken.) This dual encryption further enhances switch security. However, it is important to note that any
configuration file (including a generated snapshot) that includes this dual-encrypted password informa-
tion results in an error whenever it is applied to the switch through the configuration apply command.
This is a valid switch function and does not represent a significant problem. If an authkey-related error
is the only error detected, simply remove all authkey-related syntax using a text editor. If a new pass-
word is required for the switch, include valid password syntax in the configuration file or immediately
issue a new password by using the password command at the command prompt. For more informa-
tion on passwords, see page 49-45.

Examples

-> configuration apply new_configuration at 12:00 15 november
-> configuration apply new_configuration at 12:00 november 15
-> configuration apply newfilel in 01:30

-> configuration apply my_switch_config in 00:05

-> configuration apply asc.l.snap in 23:00

-> configuration apply aaa_config in 12

-> configuration apply vlan_config verbose

-> configuration apply vlan_config

Note. When the configuration apply command is entered without at or in syntax information, one or
more dots “.” is displayed in the next line, immediately following the command line. This indicates
command progress; each dot represents 256 text lines in the configuration file processed by the

configuration apply mechanism.

Release History

Release 6.6.1; command was introduced.

Related Commands

configuration syntax check  Performs a syntax and authorization check of all CLI commands contained
in a configuration file.

MIB Objects

alcatel IND1ConfigMgrMIBObjects
configFileName
configFileMode
configFileAction
configTimerFileName
configTimerFileTime
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configuration error-file limit

Specifies the maximum number of configuration error files allowed in the switch’s /flash directory. Error

files are normally generated when a configuration file is applied to the switch. Error files are identified by
their .err extension.When the maximum number of .err files is exceeded, any new error file overwrites the
.err file with the oldest timestamp.

configuration error-file limit number

Syntax Definitions

number Indicate the number of error files allowed in the /flash directory. The
valid range is from 1 to 25 files.

Defaults
parameter default
number 1

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e When the error file limit is set to 1 (the default value), the next error file generated by the switch
replaces the existing one.

e When the error file limit is set to a value greater than 1, when a new error file that exceeds the
maximum limit is created, the switch automatically removes the error file with the smallest timestamp.

e The error files generated by the switch have the .err extension.
e If you want to save an error file, you may change the file name so that it does not have the .err
extension, or you can move it from the /flash directory.

Examples

-> configuration error-file limit 2
-> configuration error-file limit 1

Release History

Release 6.6.1; command was introduced.
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Related Commands

configuration apply Applies a configuration file to the switch. Also used for scheduling a timer
session for a configuration file.

configuration cancel Cancels a pending timer session for a configuration file.

MIB Objects

alcatel IND1ConfigMgrMIBObjects
configErrorFileMaximum
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show configuration status

Displays whether there is a pending timer session scheduled for a configuration file and indicates whether
the running configuration and the saved configuration files are identical or different. This command also
displays the number of error files that is held in the flash directory.

show configuration status

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e A timer session can be scheduled using the configuration apply command. For more information, see
page 9-2.

e The screen output File configuration </path/filename>: scheduled at dd/mm hh:mm indicates that a
timer session has been scheduled for a later time.

e The output No file configuration has been scheduled indicates an idle timer session (that is, no timer
session has been scheduled for a configuration file).

e The output File configuration is in progress indicates that a file is currently being applied to the
switch.

e The output File configuration </path/filename>: completed with 2 errors indicates that the named
file was applied to the switch with two recorded errors.

¢ When the running and saved configurations are the same, the output Running configuration and
saved configuration are identical are displayed.

e When the running and saved configurations are the different, the output Running configuration and
saved configuration are different are displayed.

e To synchronize the running and saved configuration, use the write memory command.

Examples

-> show configuration status

Release History

Release 6.6.1; command was introduced.
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Related Commands

configuration apply Applies a configuration file to the switch. Also used for scheduling a timer
session for a configuration file.

configuration cancel Cancels a pending timer session for a configuration file.

configuration error-file limit Specifies the maximum number of configuration error files allowed in the
switch’s /flash directory.

write memory Copies the running configuration (RAM) to the working directory.

MIB Obijects

configTimerFileGroup
configTimerFileStatus
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configuration cancel

Cancels a pending timer session for a configuration file.

configuration cancel

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> configuration cancel

Release History

Release 6.6.1; command was introduced.

Related Commands
configuration apply Applies a configuration file to the switch. Also used for scheduling a timer
session for a configuration file.

show configuration status Displays whether there is a pending timer session scheduled for a configu-
ration file.

MIB Objects

configTimerFileGroup
configTimerClear
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configuration syntax check

Performs a syntax and authorization check of all CLI commands contained in a configuration file.

configuration syntax check path/filename [verbose]

Syntax Definitions

path/filename The configuration file being checked for syntax and authorization
errors. If a configuration file is located in another directory, be sure to
specify the full path. For example, /flash/working/asc.1.snap.

verbose When verbose is specified in the command line, all syntax contained in
the configuration file is printed to the console, even if no error is
detected. When verbose is not specified in the command line, cursory
information (number of errors and error log file name) is printed to the
console only if a syntax or configuration error is detected.

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e When an error is detected, an error file (.err) is automatically generated by the switch. By default, this
file is placed in the root /flash directory. To view the contents of a generated error file, use the view
command. For example, view asc.1.snap.l.err.

e The syntax, mac alloc, is automatically included in many snapshot files (for example, configuration
snapshot all). All mac alloc-related syntax is valid during switch boot up only (that is, it cannot be
applied while the switch is in run-time operation). Because snapshot files are commonly used as
configuration files, syntax checks may detect mac alloc syntax and issue an error (along with a gener-
ated .err file). This is a valid switch function and does not represent a significant problem. If a mac
alloc-related error is the only error detected, simply remove the syntax using a text editor, then re-
check the file using the configuration syntax check command.

e Itis recommended that you check all configuration files for syntax errors before applying them to your
switch.

Examples

-> configuration syntax check vlan_filel

Note. When the configuration syntax check command is entered, one or more dots “.” is displayed in the
command output. This indicates command progress; each dot represents 256 text lines in the configura-
tion file processed by the syntax check mechanism.
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Release History

Release 6.6.1; command was introduced.

Related Commands

configuration apply Applies a configuration file to the switch. Also used for scheduling a
timer session for a configuration file.

show configuration status  Displays whether there is a pending timer session scheduled for a
configuration file.

MIB Obijects

configFileGroup
configErrorFileName
configErrorFileMaximum
configFileMode
configFileStatus
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configuration snapshot

configuration snapshot

Generates a snapshot file of the switch’s non-default current running configuration. A snapshot can be
generated for all current network features or for one or more specific network features. A snapshot is a
single text file that can be viewed, edited, and reused as a configuration file.

configuration snapshot feature_list [path/filename]

Syntax Definitions

feature_list

The description for the network feature(s) to be included in the
snapshot. You may enter more than one network feature in the command
line. Current snapshot-supported network features are listed below.

snapshot-supported features

802.1q
aaa

aip

all
bridge
chassis
efm-oam
erp
ethernet-oam
health
interface

ip

ip-helper
ip-routing
ipmr

ipms

ipv6

linkagg
loopback-detection
module

ntp
port-mapping

pmm
policy

gos

rdp

rip

ripng

session

snmp
stack-manager
stp

vlan

path/filename

Defaults

A user-defined name for the resulting snapshot file. For example,
test_snmp_snap. You may also enter a specific path for the resulting
file. For example, the syntax /flash/working/test_snmp_snap places
the test_snmp_snap file in the switch’s /flash/working directory.

If a file name is not specified, the default file name asc.#.snap is used. Here, # indicates the order in
which the default file is generated. For example, the first default file name to be generated is asc.1.snap,
the second default file name to be generated is named asc.2.snap, and so on. By default, all snapshot files
are placed in the root /flash directory.

Platforms Supported
OmniSwitch 6450, 6350
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Configuration File Manager Commands

Usage Guidelines

Only current, non-default configuration settings are written to the snapshot file.

You may enter more than one network feature in the command line. Separate each network feature with
a space and no comma. Network features may be entered in any order.

The snapshot file is automatically placed in the root /flash directory unless otherwise specified.

Examples

configuration snapshot all

configuration snapshot new_filel gqos health aggregation

configuration snapshot snmp_snapshot snmp

configuration snapshot 802.1q

Release History

Release 6.6.1; command was introduced.
Release 6.6.2; erp parameter added.

Related Commands
N/A

MIB Objects

configManager

configSnapshotFileName
configSnapshotAction
configSnapshotAllSelect
configSnapshotVlanSelect
configSnapshotSpanningTreeSelect
configSnapshotQ0SSelect
configSnapshotlIPSelect
configSnapshotlPMSSelect
configSnapshotAAASelect
configSnapshotSNMPSelect
configSnapshot802.1QSelect
configSnapshotLinkAggregateSelect
configSnapshotPortMirrorSelect
configSnapshotXIPSelect
configSnapshotHealthMonitorSelect
configSnapshotBootPSelect
configSnapshotBridgeSelect
configSnapshotChassisSelect
configSnapshotinterfaceSelect
configSnapshotPolicySelect
configSnapshotSessionSelect
configSnapshotSystemServiceSelect
configSnapshotWebSelect
configSnapshotRIPSelect
configSnapshotlPRMSelect
configSnapshotlPMRSelect
configSnapshotModuleSelect
configSnapshotRDPSelect
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configSnapshotlPv6Select
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Configuration File Manager Commands

show configuration snapshot

Displays the switch’s current running configuration for all features or for the specified feature(s).

show configuration snapshot [feature_list]

Syntax Definitions

feature_list

Specify the feature(s) for which you want to display the running config-
uration. List the features separated by a space with no comma.

snapshot-supported features

802.1q ip pmm
aaa ip-helper policy
aip ip-routing qos

all ipmr rdp
bridge ipms rip
chassis ipvé ripng
efm-oam linkagg session
erp loopback-detection snmp
ethernet-oam module stack-manager
health ntp stp
interface port-mapping vlan
Defaults

By default, this command shows configuration information for all features.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Use this command to view the current configuration for any feature shown in the table.

e To show a list of features on the switch, use the show configuration snapshot ? syntax.

e Configurations are listed below the name of each feature.

e [Features with no current configuration show only the name of the feature.
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Examples

-> show configuration snapshot

AAA output for Case Sensitive MAC address Authentication

-> show configuration snapshot aaa

aaa authentication console "local"

user "public” read All write All no auth authkey 391b0e74dbd13973d703cceaad4a8e30
retransmit 3 timeout 2 auth-port 1812 mac-address-format-status enable
mac-address-format 1 lowercase

-> show configuration snapshot aaa bridge
1 Bridging :

1 AAA :

aaa authentication default "local"

aaa authentication console "local"”

user "public” read All write All no auth authkey 391b0e74dbd13973d703cceaa4a8e30

Bridging snapshot with finite learning window:

-> show configuration snapshot bridge

1 Bridging :

port-security SHUTDOWN 1 boot-up disable no-aging disable convert-to-static enable
learn-as-static enable mac-move enable

Bridging snapshot with infinite learning window:

-> show configuration snapshot bridge

1 Bridging :

port-security SHUTDOWN O boot-up disable no-aging enable convert-to-static disable
learn-as-static enable mac-move enable

Release History

Release 6.6.1; command was introduced.
Release 6.6.2; erp parameter added.

Related Commands

write terminal Displays the switch’s current running configuration for all features.
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MIB Obijects

configManager
configSnapshotFileName
configSnapshotAction
configSnapshotAllSelect
configSnapshotVlanSelect
configSnapshotSpanningTreeSelect
configSnapshotQ0SSelect
configSnapshotlPSelect
configSnapshotlPMSSelect
configSnapshotAAASelect
configSnapshotSNMPSelect
configSnapshot802.1QSelect
configSnapshotLinkAggregateSelect
configSnapshotPortMirrorSelect
configSnapshotXIPSelect
configSnapshotHealthMonitorSelect
configSnapshotBootPSelect
configSnapshotBridgeSelect
configSnapshotChassisSelect
configSnapshotinterfaceSelect
configSnapshotPolicySelect
configSnapshotSessionSelect
configSnapshotSystemServiceSelect
configSnapshotWebSelect
configSnapshotRIPSelect
configSnapshotlPRMSelect
configSnapshotlPMRSelect
configSnapshotModuleSelect
configSnapshotRDPSelect
configSnapshotlPv6Select
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write terminal

Displays the switch’s current running configuration for all features.

write terminal

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
e Configurations are listed below the name of each feature.

e [eatures with no current configuration show only the name of the feature.

Examples

-> write terminal

Release History

Release 6.6.1; command was introduced.

Related Commands

show configuration snapshot Displays the switch’s current running configuration for all features or for
the specified feature(s).

MIB Objects

configManager
mib_configSnapshotAllSelect
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10 SNMP and OpenFlow
Commands

This chapter includes descriptions for Trap Manager and SNMP Agent commands. The commands are
used for configuring SNMP settings on the switch.

e SNMP station commands can create, modify, or delete an SNMP station. Also included is a show
command for monitoring current SNMP station status.

e SNMP trap commands configure SNMP trap settings. Traps can be replayed and filtered. Also, test
traps can be generated to verify that individual traps are being correctly handled by the Network
Management Station (NMS). The SNMP trap commands set includes show commands for monitoring
SNMP trap information.

e SNMP agent commands configure SNMP security levels on the switch. Also includes show commands
for monitoring the current SNMP security status.

MIB information for SNMP Community commands is as follows:

Filename: IETFsnmpCommunity.MIB
Module: IETF SNMP-COMMUNITY.MIB

MIB information for Trap Manager commands is a follows:

Filename  AlcatelIND1TrapMgr.MIB
Module: ~ ALCATEL-IND1-TRAP-MGR.MIB

MIB information for SNMP Agent commands is a follows:

Filename: AlcateIND1SNMPAgent.MIB
Module: ~ ALCATEL-IND1-SNMP-AGENT.MIB

OpenFlow is a communications interface defined between the control and forwarding layers that is used in
a Software Defined Network (SDN). OpenFlow separates the control plane and the data plane in the
switch. Traditionally, switches and routers have made decisions on where packets should travel based on
rules local to the device. With OpenFlow, only the data plane exists on the switch itself, and all control
decisions are communicated to the switch from a central Controller. The OmniSwitch can operate in AOS
or OpenFlow mode, including a modified OpenFlow mode known as Hybrid mode.

MIB information for the OpenFlow commands is as follows:

Filename: ALCATEL-IND1-OPENFLOW-MIB.mib
Module: alcatelIND1OpenflowMIB
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A summary of the available commands is listed here:

SNMP station commands

snmp station
show snmp station

SNMP community map
commands

snmp community map
snmp community map mode
show snmp community map

SNMP security commands

snmp security

show snmp security
show snmp statistics
show snmp mib family

SNMP trap commands

snmp trap absorption
snmp trap to webview
snmp trap replay

snmp trap filter

snmp authentication trap
show snmp trap replay
show snmp trap filter
snmp authentication trap
show snmp trap config

OpenFlow Commands

openflow back-off-max

openflow idle-probe-timeout
openflow logical-switch

openflow logical-switch controller
openflow logical-switch interfaces
show openflow

show openflow logical-switch

show openflow logical-switch stats
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snmp station

snmp station

Adds a new SNMP station; modifies or deletes an existing SNMP station.

snmp station {ip_address | ipv6_address} {[udp_port] [username] [v1 | v2 | v3] [enable | disable]}

no snmp station {ip_address | ipv6_address}

Syntax Definitions

ip_address The IP address to which SNMP unicast traps is sent.

ipv6_address The IPv6 address to which SNMP unicast traps is sent.

udp_port A UDP destination port.

username The user name on the switch or external server used to send traps to the
SNMP station(s). The username specified here must match an
existing user account name.

vl Specifies that traps are sent using SNMP version 1.

v2 Specifies that traps are sent using SNMP version 2.

v3 Specifies that traps are sent using SNMP version 3.

enable Enables the specified SNMP station.

disable Disables the specified SNMP station.

Defaults

parameter default

udp_port 162

vl|v2]|v3 v3

enable | disable enable

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e Use the no form of the command to remove an existing SNMP station.

¢ When adding an SNMP station, you have to specify an IP address plus username parameters. For
example, the syntax snmp station 1.2.3.4 is not a valid command entry; however, snmp station
1.2.3.4 usernamel is a valid command entry.

e You can establish up to 50 SNMP sessions towards an OmniSwitch.

¢ When modifying an SNMP station, you have to specify an IP address plus at least one additional
parameter. For example, the syntax snmp station 1.2.3.4 is not a valid command entry; however,
snmp station 1.2.3.4 v2 is a valid command entry.
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SNMP and OpenFlow Commands

e The default UDP port 162 is commonly used for traps; however, the destination port can be redefined
to accommodate an SNMP station using a nonstandard port. The destination port specified in the
command line has to correspond with the UDP destination port configured at the receiving SNMP

station(s).

¢ When the SNMP station is enabled, the switch transmits traps to the specified IP or IPv6 address.

Examples

snmp station 168.22.2.2 111 username2 vl disable
snmp station 168.151.2.101 "test lab"
snmp station 170.1.2.3 usernamel enable

snmp station 1.1.2.2 v2
no snmp station 2.2.2.2
snmp station 300::1 enable
no snmp station 300::1

Release History

Release 6.6.1; command was introduced.

Related Commands

show snmp station

MIB Obijects
trapStationTable

trapStationlP
trapStationPort
trapStationUser
trapStationProtocol
trapStationRowStatus

alaTraplnetStationTable

alaTraplnetStationlPType
alaTraplnetStationlP
alaTraplnetStationPort
alaTraplnetStationRowStatus
alaTraplnetStationProtocol
alaTraplnetStationUser

Displays the current SNMP station information.
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snmp source ip preferred

Configures the source IP address field of the SNMP client packets.
snmp soure ip preferred {default | no-loopback | ip_address}

no snmp source ip preferred

Syntax Definitions

default The Loopback0 address, if configured, will be used for the source IP
address field. If no LoopbackO is configured, the first IP address on the
switch will be used.

no-loopback The Loopback0 address should not be used for the source IP address
field and the first available IP address on the switch should be used for
this field.

ip_address The IP address to be used in the source IP field.

Defaults

By default, the setting is set to the default parameter.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e When configuring a specific IP address, that address must already exist on the switch.
e Use the no form of this command to clear a specific IP address and change the behavior back to
default.

Examples

-> snmp source ip preferred 192.168.10.1
-> snmp source ip preferred no-loopback
-> snmp source ip preferred default

Release History

Release 6.6.4; command was introduced

Related Commands

snmp station Adds a new SNMP station; modifies or deletes an existing SNMP
station.

MIB Objects
N/A
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show snmp station

Displays the current SNMP station status.

show snmp station

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

N/A

Examples

-> show snmp station

ipAddress/udpPort status protocol user
--------------------------------------------------- R S S S ——
172.21.160.32/4000 enable v3 abc
172.21.160.12/5000 enable v3 userl
0300:0000:0000:0000:0211:d8FF:Fe47:470b/4001 enable v3 user2
0300:0000:0000:0000:0211:d8FF:fed47:470c/5001 enable v2 abc

output definitions

IPAddress IP Address of the SNMP management station that replayed the trap.
UDP Port UDP port number.

Status The Enabled/Disabled status of the SNMP management station.
Protocol The version of SNMP set for this management station.

User The user account name.

Release History

Release 6.6.1; command was introduced.
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Related Commands

snmp station Adds a new SNMP station; modifies or deletes an existing SNMP
station.

MIB Obijects

trapStationTable

trapStationlP
trapStationPort
trapStationUser
trapStationProtocol
trapStationRowStatus

alaTraplnetStationTable

alaTraplnetStationlPType
alaTraplnetStationlP
alaTraplnetStationPort
alaTraplnetStationRowStatus
alaTraplnetStationProtocol
alaTraplnetStationUser
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snmp community map

Configures and enables a community string on the switch and maps it to an existing user account name.
snmp community map community_string {[user useraccount_name] | {enable | disable}}

no snmp community map community_string

Syntax Definitions

community_string A community string in the form of a text string. This string has to be
between 1 and 32 characters.

useraccount_name A user name in the form of a text string. This name must match a user
login account name already configured on the switch or configured
remotely on an external AAA server. This user name must be between 1
and 32 characters.

enable Enables SNMP community string mapping.
disable Disables SNMP community string mapping.
Defaults

By default, SNMP community map authentication is enabled.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
e Community strings configured on the switch are used for v1 and v2c SNMP managers only.

¢ The user account name must be a current user account recognized by the switch. For a list of current
user names use the show user command. To create a new user account, use the user command.

e There is one to one mapping between each community string and a user account name.
¢ Privileges attached to the community string are the ones inherited from the user account name that
created it.

Examples

-> snmp community map communityl user testnamel
-> snmp community map communityl enable

Release History

Release 6.6.1; command was introduced.
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Related Commands

snmp community map mode  Enables the local community strings database.

MIB Obijects

SNMPCommunityTable
snmpCommunity Index
snmpCommunitySecurityName
snmpCommunityStatus
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snmp community map mode

Enables the local community strings database.

snmp community map mode {enable | disable}

Syntax Definitions

enable Enables SNMP community map database.
disable Disables SNMP community map database.
Defaults

By default, SNMP community strings database is enabled.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

e When enabled, the community string carried over each incoming v1 or v2c SNMP request must be
mapped to a user account name in order to be processed by the SNMP agent.

¢ When enabled, mapping is contained in the local community strings database populated by using the
snmp community map command.

e When disabled, the community strings carried over each incoming v1 or v2c request must be equal to a
user account name in order to be processed by the SNMP agent.

Examples

-> snmp community map mode enable
-> snmp community map mode disable

Release History

Release 6.6.1; command was introduced.

Related Commands

snmp community map Configures and enables a community string on the switch and maps it to
an existing user account name.

MIB Obijects

SNMPCommunityTable

snmpCommunityIndex
snmpCommunitySecurityName
snmpCommuni tyStatus
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show snmp community map

Shows the local community strings database.

show snmp community map

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guideline
N/A

Examples

-> show snmp community map
Community mode : enabled

status community string user name
________ e ————————————
enabled test_stringl bb_usename
enabled test_string2 rr_usename
disabled test _string3 CcC_usename
disabled test _string4 JJ_usename

output definitions

Status The Enabled/Disabled status of the community string.
Community String The text that defines the community string.
User Name The user account name.

Release History

Release 6.6.1; command was introduced.

Related Commands

snmp community map Configures and enables a community string on the switch and maps it to
an existing user account name.

MIB Objects
NA
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snmp security

Configures SNMP security settings.

snmp security {no security | authentication set | authentication all | privacy set | privacy all | trap
only}

Syntax Definitions

no security The switch accepts all SNMP v1, v2, and v3 requests.

authentication set The switch accepts all requests except v1, v2, and non-authenticated v3
set requests. SNMP v1, v2, and non-authenticated v3 set requests is
rejected.

authentication all The switch accepts all requests except v1, v2, and non-authenticated v3

get, get-next, and set requests. SNMP v1, v2, and non-authenticated v3
get, get-next, and set requests is rejected.

privacy set The switch accepts only authenticated SNMP v3 get, get-next and
encrypted v3 set requests. All other requests is rejected.

privacy all The switch accepts only encrypted v3 get, get-next, and set requests. All
other requests is rejected.

trap only All SNMP get, get-next, and set requests is rejected.

Defaults

By default, the SNMP security default is set to privacy all, which is the highest level of security.

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

Refer to the table below for a quick-reference list of security parameter and the SNMP request allowances
for each parameter.

vl set vl get v3 auth set | v3 auth get/ v3encryp set| v3encryp get/

V2 set V2 get get-next get-next

v3 non-auth| v3non-auth get/

set get-next
no security accepted accepted accepted accepted accepted accepted
authentication set | rejected accepted accepted accepted accepted accepted
authentication all | rejected rejected accepted accepted accepted accepted
privacy set rejected rejected rejected accepted accepted accepted
privacy all rejected rejected rejected rejected accepted accepted
trap only rejected rejected rejected rejected rejected rejected

Examples

-> snmp security no security
-> snmp security authentication set
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-> snmp security authentication all
-> snmp security privacy set
-> snmp security trap only

Release History

Release 6.6.1; command was introduced.

Related Commands

show snmp security Displays the current SNMP security status.

MIB Obijects

SNMPAgtConfig
SnmpAgtSecurityLevel
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show snmp security

Displays the current SNMP security status.

show snmp security

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines

Refer to the command on page 10-12 for descriptions of the five SNMP security states: no security,
authentication set, authentication all, privacy set, privacy all, and trap only.

Examples

-> show snmp security
snmp security = no security

-> show snmp security
snmp security = authentication set

-> show snmp security
snmp security = authentication all

-> show snmp security
snmp security = privacy set

-> show snmp security
snmp security = privacy all

-> show snmp security
snmp security = trap only

Release History

Release 6.6.1; command was introduced.
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Related Commands

snmp security Configures the SNMP security settings.

MIB Obijects
N/A
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SNMP and OpenFlow Commands

show snmp statistics

Displays the current SNMP statistics.

show snmp statistics

Syntax Definitions
N/A

Defaults
N/A

Platforms Supported
OmniSwitch 6450, 6350

Usage Guidelines
N/A

Examples

-> show snmp statistics

From RFC1907
snmpInPkts
snmpOutPkts
snmplnBadVersions
snmp InBadCommunityNames
snmp InBadCommunityUses
snmp InASNParseErrs
snmpEnableAuthenTraps
snmpSilentDrops
snmpProxyDrops
snmpInTooBigs
snmpOutTooBigs
snmp InNoSuchNames
snmpOutNoSuchNames
snmplnBadValues
snmpOutBadValues
snmpInReadOnlys
snmpOutReadOnlys
snmpInGenErrs
snmpOutGenErrs
snmplnTotalReqgVars
snmplnTotalSetVars
snmpInGetRequests
snmpOutGetRequests
snmp InGetNexts
snmpOutGetNexts
snmp InSetRequests
snmpOutSetRequests
snmpInGetResponses
snmpOutGetResponses

NOO~NONOWNOMOOOOOOOOOOO0OQaa oo
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snmpInTraps =0
snmpOutTraps =0
From RFC2572
snmpUnknownSecurityModels =0
snmplnval idMsgs =0
snmpUnknownPDUHandlers =0
From RFC2573
snmpUnavai lableContexts =0
snmpUnknownContexts =1
From RFC2574
usmStatsUnsupportedSecLevels = 0
usmStatsNotInTimeWindows =1
usmStatsUnknownUserNames =1
usmStatsUnknownEnginelDs =0
usmStatsWrongDigests =0
usmStatsDecryptionErrors =0
output definitions
From RFCxxxx Displays the RFC number that defines the SNMP MIB objects listed.
MIB Obijects Name of the MIB object listed as an SNMP statistic.
= (integer) The number of times the MIB object has been reported to the SNMP

management station since the last reset.

Release History

Release 6.6.1; command was introduced.

Related Commands
N/A

MIB Objects
N/A
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show snmp mib family SNMP and OpenFlow Commands

show snmp mib family

Displays SNMP MIB information. Information includes MIP ID number, MIB table name, and command
family.

show snmp mib family [table_name]

Syntax Definitions

table_name The name of the MIB table to be displayed.

Defaults
N/A

Platforms Supported
OmniSwitch 645